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Outline

* Basic concepts
* Implicit free lists



Dynamic Memory Allocation

* Programmers use Application
dynamic memory
allocators (such as

ODynamic Memory Allocatqr

malloc) to acquire Heap
VM at run time.
- ﬁﬁ%_%éﬁyﬁé%*@) R User stack
REEIEZTTE A RERIEE KX ‘
gl _ f _Top of hea
Dynamic memory Heap (via malloc) (brk ptr)

allocators manage
an area of process Uninitialized data (.bss)

virtual memory Initialized data (.data)
known as the heap. Program text (.text)




Dynamic Memory Allocation

e Heap:
- —Eks=E) (=08, & page table BY, ¥ERELR)

- Allocator #8 heap H{F—#HRIZ X/\#Y blocks , blocks H&E=Z
allocated K&, HERE free k&

- SIELSN T (heap) RBXHR, XERHN. AEHER
e Types of allocators

- Explicit allocator: application allocates and frees space
e E.g., malloc and free in C

- Implicit allocator: application allocates, but does not free
space
 E.g. garbage collection in Java, ML, and Lisp

o Will discuss simple explicit memory allocation today



The malloc Package

#include <stdlib.h>

void *malloc(size_t size)

- Successful:

* Returns a pointer to a memory block of at least size bytes
aligned to an 8-byte (x86) or 16-byte (x86-64) boundary

* If size == 0, returns NULL
e (MEFEETMRAXNE, 0 4K X575, FEHH memalign K%L )
- Unsuccessful: returns NULL (O) and sets errno



The malloc Package

void free(void *p)

- Returns the block pointed at by p to pool of available
memory

- p must come from a previous call to malloc or realloc
Other functions

- calloc: Version of malloc that initializes allocated block
to zero.

- realloc: Changes the size of a previously allocated
block.

- sbrk: Used internally by allocators to grow or shrink the
heap



malloc Example

<4 #include <stdio.h>
#include <stdlib.h>

void foo(int n) {
int i, *p;

/* Allocate a block of n ints */
p = (int *) malloc(n * sizeof(int));
if (p == NULL) {
perror("malloc");
exit(0);
}

/* Initialize allocated block */
for (i=0; i<n; i++)
plil = i;

/* Return allocated block to the heap */
free(p);




Assumptions Made in This Lecture

* Memory is word addressed (each word can
hold a pointer)

\ v V) ;,_I
Allocated block Free block
(4 words) (3 words) Free word

}Mlocated word



Allocation Example

pl = malloc(4)

p2 = malloc(5)

p3 = malloc(6)

free(p2)

p4 = malloc(2)




Constraints

* Applications
- AILUEEIAA malloc # free 153K, FEREEIRREE malloc #1 free

5
- Free i RMATEIH—1EL malloc I3HY block (t8EEE% double
free)
* Allocators

- AREEITHIEE blocks B9% = K/)y (B application JR7E)
- WAL ZIMENY. malloc 3F3K
* RBE@ET reorder ¢ buffer IERFMIL4RE
ILM free = [B]R53BC blocks
- FEEBEEHEARAR
AT BERY blocks , THEMTTENK
* 8-byte (x86) or 16-byte (x86-64) alignment on Linux boxes
- R ENE=ENRNF
- FEETIE LD ECHY blocks

e ABIIHN A<IFEFMHh ~rArA A ~FIAR TS24 (Y7 <22 2b)

|
~

|
~
AN

10

aa> aop



Performance Goal: Throughput

* Given some sequence of malloc and free requests:
- R,R, ...Rw ..., R,

* Goals: maximize throughput and peak memory
utilization
- These goals are often conflicting

* Throughput:
- Number of completed requests per unit time
- Example:
* 5,000 malloc calls and 5,000 free calls in 10 seconds

* Throughput is 1,000 operations/second
11



Performance Goal: Peak Memory
Utilization

* Given some sequence of malloc and free
requests:

- R, R, ... Ry ..., R,

* Def: FEEFZ (aggregate payload) P,
- malloc(p) results in a block with a payload of p bytes

- After request R, has completed, the aggregate payload
P, is the sum of currently allocated payloads

* Def: Current heap size H,

- Assume H, is monotonically nondecreasing (FAZaigE)
* i.e., heap only grows when allocator uses sbhrk

* Def: IEEFFZF (Peak memory utilization ) after
k+1 requests

- U, =(max.__P) / H,
- NmAE 12



Performance Goal: Peak Memory
Utilization

o IEEFIFE (Peak memory utilization ) jlF
Heap

pl = malloc(1024); (gwen: 4RB page size)

// util = 1K/4K = 25%

p2 = malloc(2048);

// util = 3K/4K = 75%

free(pl);
SCRIFHZE --> // util = 2k/4K = 50%

%7 )p3 = malloc(2048);
(iﬁﬁﬁﬂgg)// util = 4K/8K = 50%

free(p3);
// util = 2K/8K = 25%
free(p2);

// util = 6/8K = 0%

// all non-Lleaking
// programs end in 0%

13



Fragmentation

* Poor memory utilization caused by
fragmentation

- Iinternal fragmentation
- external fragmentation

14



Internal Fragmentation

* For a given block, internal fragmentation occurs if payload is
smaller than block size

Block
AN
o N
Internal Internal
fragmentation_ FELER S fragmentation
* Caused by
1. Overhead of maintaining heap data structures (e.g.,
pointers)

2. Padding for alignment purposes
3. Explicit policy decisions _
(e.q., to return a big block to satisfy a small request)

* Depends only on the pattern of previous requests

- Thus, easy to measure 5



External Fragmentation

e Occurs when there is enough a%gregate heap memory, but no
single free block is large enoug

pl = malloc(4)

p2 = malloc(5)

p3 = malloc(6)

free(p2)

p4 = malloc(6) Oops! (what would happen now?)

« Depends on the pattern of future requests
- Thus, difficult to measure ( L E{ERolgeiER, WAGEAE )

16



Implementation Issues

« NIHIE free —MEEHEY, BERMSLREEE?

* WAL EIETHIR?

o SEANDECBIEURLS ML — free block /MBS, SNfEIAbIEZRSH

HY==8]?

o B JUAIM free blocks FEFE—TARDES? ATREBRZ D
TEFAR

o NI NIRFRIRHYIR?

17



Knowing How Much to Free

* Standard method

- Keep the length of a block in the word preceding the
block.

* This word is often called the header field or header
- Requires an extra word for every allocated block

po
pO = malloc(4) 5
Y

block size payload

free(po)

18



Keeping Track of Free Blocks
e Method 1: Implicit list using length—Ilinks all blocks

 Method 2: Explicit list among the free blocks using
pointers

/_\
s| - | lal el | | | [2]

* Method 3: Segregated free list
- Different free lists for different size classes

* Method 4: Blocks sorted by size

- Can use a balanced tree (e.g. Red-Black tree) with pointers

within each free block, and the length used as a key
19



Outline

* Basic concepts
* Implicit free lists

20



Method 1: Implicit List

e For each block we need both size and allocation status
- Could store this information in two words: wasteful!

e Standard trick
If blocks are aligned, some low-order address bits are always 0 ( #lg0, X=Xt

75, MRK/NZ 8 BIfEE, RR/N&RE=(U—=Z 0)
- Instead of storing an always-0 bit, use it as an allocated/free flag
- When reading size word, must mask out this bit

31 3L 3210

wlloc@E— s, | sh  |ooa] )21k EARE
‘B8 4 B EAT B iR Ak
BRANBIFESLER

( R@%ﬁ%@%ﬂ ) | HREERITERSOE

H5E (A3E)

21




Method 1: Implicit List

* AR/ 24 (0x18) F, BRER, KkaEbi2E
- 0x00000018 | 0x1 = 0x00000019

* RAR/NFA0 (0x28) F3, KROESR, KaEbiE
- 0x00000028 | 0x0 = 0x00000028

31 SLER 3210
malloc & [—/ 84, s RA 00a }Zz(l) %ﬁ%ﬁm

BT FARELT R I iR4L

' B /ML L
(ameHRmg) | RSN

HFE (A3%)




Detailed Implicit Free List Example

Start «/\/\/\/\

of 8/0 ‘0/1|
heap

 Double-  ajjocated blocks: shaded
word Free blocks: unshaded
aligned Headers: labeled with size in bytes/allocated

32 utl2E, — P word @321 (4 F

T9)
23



Detailed Implicit Free List Example

* Implicit Free List
- LR HE
- TR fEEHEIERYF

FHERR R, &MEE R

24



IRELRS]

B T HH malloc R FFIRBIMKRA/PALITE. RE: DARBJMRFNENF, FHERAZ

REER, DIKE 9-35 FERIER. 2)RKR/NE E&ARBEIEN 8 FWHFH.

WK

BRI (+2EHFI)

BRKHE (D

malloc (3)

malloc(11)

malloc(20)

malloc(21)

25




HIER

Request Block size (decimal bytes) | Block header (hex)
malloc (3) 8 0x9
malloc (11) 16 Ox11
malloc (20) 24 0x19
malloc (21) 32 0x21

26



Implicit List: Finding a Free Block

* First fit:
- MEEBRlist, EEFE—IFFSEXKD free block
p = start;
while ((p < end) && \\ not passed end
((*p & 1) || \\ already allocated

(*p <= len))) \\ too small
p=p+ (*p & -2); \\ goto next block (word addressed)

- KMELE, 52 (83F allocated f free blocks ) — M ELR
- SCRRiR(EdR, OJRETE list FEMISE D SBIEZHE

* Next fit:
- RRERAT first fit, REM E—RISREFRM B HFIE T —RIEZER
- BEEREA list

- AJEELL first fit EfR (ANEEE—ERITHNR, M first fit FFLEBEXEHE
» KR ESEEER—L unhelpful blocks )

- B—EHRR, HERAIKRETE

27



Implicit List: Finding a Free Block

* PBest fit:
- EEREA list, HIAFMERSERMEM free blocks , AREER/NH—
- RAEREIREE AR free blocks , —HRRENSIREANESEF AR
- {EZTEA list, FRUKL first fit BIE—L (FIBRIS

* \Worst fit:

5 Best fit 1#2{E3&, ERERIEMER, R[EIFAR free block
REfIZEESR best fit R/ NEE

BE—RRMWEE, BHRK™E

MEES best fit S5

28



Implicit List: Finding a Free Block

* f5l-F

head —» 10 —¥» 30 —¥» 20 —» NULL

- B2 15, bestfit, £ 20 A0 (R=E 5 B2/
, AlRERNEERENAIENK)

heed —» 10 —» 30 —» 5 —» NULL

- UNER%EIF worst fit , ££RAT:

heed —» 10 —» 15 —» 20 —» NULL

29



Implicit List: Finding a Free Block

o MNRTLEZIEISIERN free block

- BMEENT=H=TBIEA (BFER
* Fail , 1x[e] NULL

* HA sbrk() RAIFRFIFIE KX heap X, EINFHEYIERNTE,
BR&T E KBV heap X VA

30



Implicit List: Allocating in Free Block

* Allocating in a free block: splitting
- Since allocated space might be smaller than free space,

we might want to split the block

4 4 6 2
I
p
addblock(p, 4)
/\/\/‘\/\ E_g_, 1en=4;
4 4 4 2 2 Len=3;
Len=5
void addblock(ptr p, int len) { ¥ 8 MTTEAM?

*P = newsize | 1;

*(ptnewsize) =

if (newsize < oldsize)
oldsize - newsize;

int newsize = ((len + 1) >> 1) << 1;
int oldsize = *p & -2;

//
//
//

//
//

round up to even
mask out low bit
set new length

set length in remq%ning
part of block




Implicit List: Freeing a Block

* Simplest implementation:

- Need only clear the “allocated” flag
void free_block(ptr p) { *p = *p & -2 }

- But can lead to “false fragmentation”

N N NN

4 4 2 2

4
t
free(p) P

4 4 4 2 2

malloc(5) Oops!

re is enough free space, but the allocator won’t be able to find
32



Implicit List: Coalescing (&)

* Join (coalesce) with next/previous blocks, if they
are free

- Coalescing with next block

/\/\/—\/\
4 fa} 4 2 2 i
f logically
free(p) /\/\'O/_% gone
L
4 4 6 2 2
void free_block(ptr p) {
*P = *p & -2; // clear allocated flag
next = p + *p; // find next block
if ((*next & 1) == 0)
*p = *p + *next; // add to this block if
} // not allocated

- But how do we coalesce with previous block?
33



Implicit List: Bidirectional Coalescing

* Boundary tags [Knuth73]

- Replicate size/allocated word at “bottom” (end) of free blocks
- Allows us to traverse the “list” backwards, but requires extra space
- Important and general technique!

T N N\
4 44 4 6 6|4 4
\_/\_/\/
Header— Size a (@ = 1: Allocated block
a = 0: Free block
Format of _ _
allocated and Payload and [Size: Total block size
free blocks padding

Payload: Application data
(allocated blocks only)

Boundary tag— Size a 34
(footer)




Constant Time Coalescing (Case 1)

ml

ml

ml

ml

[

m2

m2

[

m2

m2

35



Constant Time Coalescing (Case 2)

ml

ml

ml

ml

[

n+m?2

m2

m2

n+m?2

36



Constant Time Coalescing (Case 3)

ml

n+ml

ml

m2

n+ml

[

m2

m2

37



Constant Time Coalescing (Case 4)

ml

n+ml+m?2

ml

[

[

m2

m2

n+ml+m?2

38



Disadvantages of Boundary Tags

* Internal fragmentation

* Can it be optimized?
- Which blocks need the footer tag?
* BIEREBTNIRA EE footer
- What does that mean?
* Header TR{IEMIERBI—RET N, *HH
o FNRIEXZEE footer, NRE
* HFRAEE footer

o HFMREEMBEY, BRTEH T —1TIRE header , AJLIE[EIF
E—1REY footer

39



Summary of Key Allocator Policies

* Placement policy:
- First-fit, next-fit, best-fit, etc.
- Trades off lower throughput for less fragmentation

* Splitting policy:
- When do we go ahead and split free blocks?

- How much internal fragmentation are we willing to
tolerate?

* Coalescing policy:
- Immediate coalescing: coalesce each time free is
called

- Deferred coalescing: try to improve performance of
free by deferring coalescing until needed. Examples:

* Coalesce as you scan the free list for malloc

* Coalesce when the amount of external fragmentation

reaches some threshold 40



Implicit Lists: Summary

* Implementation: very simple

* Allocate cost:
- linear time worst case

* Free cost:
- constant time worst case
" even with coalescing

* Memory usage:

- will depend on placement policy
- First-fit, next-fit or best-fit

* Not used in practice for malloc/free because of
linear-time allocation

" used in many special purpose applications

* However, the concepts of splitting and boundary

tag coalescing are general to all allocators



IRELRS]

* RINERER, FARITFENNE

ZRER = 4 F T,
- X35 FEBEMIRA/), 81 head, footer X

(790, SkEBAA]

JOEIE -3 EERIR =IRR B/PRK/ (FHD)
¥ Sk HRA Al 8 S FR A RE A
BF Sk#, {BRICHIED Sk HRAN B
XF Sk HRAI B R Sk B AN B AT
XF Sk, BRER Sk A B

42




HIER

XiFFER EA B =R B/NRA/N CFFD
R SKHERA IR Sk ERAN AR 12
By KR, (HEBHA M SkERA R 8
XF Sk ERAN B Sk HRFN B 16
XF KR, [BREA S ERA R 8

43



LU —1 R BEIRTF S ElE
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« HTRINTHNTER
e B AMAGB (27°32)

e KI9E 64 LT )#8Y, BIRILATE 32 i /64 L FA
I{E Y IEfRITTT

Y i ’)‘
o -
-
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Dynamic Memory Allocation:
Advanced Concepts

46



Outline

Explicit free lists

Segregated free lists

Garbage collection
Memory-related perils and pitfalls

47



Keeping Track of Free Blocks

* Method 1: Implicit free list using length—Ilinks all
blocks —m—~_——~_ ———
5 a4 6 2

* Method 2: Explicit free list among the free blocks

using Doipters
5 4 6 2

* Method 3: Segregated free list
- Different free lists for different size classes

* Method 4: Blocks sorted by size

- Can use a balanced tree (e.g. Red-Black tree) with pesnters
within each free block, and the length used as a key



Explicit Free Lists

Allocated (as before) Free
Size a Size a
Next
Payload and Prev
padding
Size a Size a

e Maintain list(s) of free blocks, not all blocks

- “next” free block RIRETE{E{AI#tt 5
o RGZzaI implicit list B, next @EMEMHIRNE
o FRLAWAZNA forward/backward pointers , REERBICF size
- MPAZEE boundary tag , BF&H
- FizlE, ULEERZIFHX free block , FRUREE HBABERAESE]



Explicit Free Lists

. Logically:

. Physically: blocks can be in any order

B
v

_—

A M

rward (next) links

4| — 4.4 46 /|~

™

6

i }

i }

4

\

4

c ~—_

Back (prev) links

50



Allocating From Explicit Free Lists

conceptual graphic

Before

After

8

(with splitting)

W

malloc(..)

51



Freeing With Explicit Free Lists

* |nsertion policy: Where in the free list do you put a
newly freed block?

* LIFO (last-in-first-out) policy
- Insert freed block at the beginning of the free list
- Pro: simple and constant time

- Con: studies suggest fragmentation is worse than
address ordered

* Address-ordered policy

- Insert freed blocks so that free list blocks are always in
address order:

addr(prev) < addr(curr) < addr(next)
- Con: requires search

- Pro: studies suggest fragmentation is lower than LIFSCZ)



Freeing With a LIFO Policy (Case 1)

concentual aranhic

Before
free( o)

Root LI o)

e |Insert the freed block at the root of the list

After

53




Freeing With a LIFO Policy (Case 2)

conceptual graphic
Before £

foot .fﬂ-{\a ]

o WNERFHIEN free block gEISFIEME free block &3,
BASHEBFIRENTE BAE (root FEEHEAMNIE)

After

4! 54




Freeing With a LIFO Policy (Case 3)

conceptual graphic
Before free( )

Root ./%%_—"%Aa o

* MEEFF, FIFRLERT

After

Root




Freeing With a LIFO Policy (Case 4)

conceptual graphic
Root i I LI O
.1 01

» EIR@AEAI. AE 3 1 free blocks &3, EFRILGIER

Before free( p)

After

Root Hm

® ® 56




Explicit List Summary

* 5 implicit list Eb35 :
- SECHIETE]FFEES free blocks BMEL&EBx, A=
5FrE blocks
s UNELHALBENERT, HEaERERES
- BPORNEREREILIN, HABRHBIHSHEMR
- PBEIEEELLmIMIZTIE] (2 extra words needed

for each block)
* ZIBN internal fragmentation 15 ?

o X HE—ARE{EN segregated free lists H&
MR ATINER AR (BRI {ER)

— /=

- 8 size SEEIMRA— explicit free list #1TEIE

57



Today

Explicit free lists

Segregated free lists

Garbage collection
Memory-related perils and pitfalls

60



Keeping Track of Free Blocks

 Method 1: Implicit list using length—Ilinks all blocks

5 4 6 2

 Method 2: Explicit list among the free blocks using
pointers

/_\
s| - | lal el | | | [2]

* Method 3: Segregated free list
- Different free lists for different size classes

* Method 4: Blocks sorted by size

- Can use a balanced tree (e.g. Red-Black tree) with pointers
within each free block, and the length used as a key



Segregated List (Seglist) Allocators

* Each size class of blocks has its own free list
1-2 > > > —
3 |,
a4 >
5-8 > —
9-inf —

* Often have separate classes for each small size
* For larger sizes: One class for each two-power size
* e.g., Memcached (slab) 62




Segregated List (Seglist) Allocators

* #1. BT EFME (Simple Segregated
Storage )

o #2. DEIER (Segregated Fit)
o #3. k¥ &% (Buddy System)

63



Segregated List (Seglist) Allocators

e #1. FEBHEEFME (Simple segregated storage)
- BIMRNENTNBEREERIEFLIR
o 90 {17~32} &, FAIERBIK/NERZE 32
- WEBHEIIARNEENNEZE, NPREE— 1R, THTEIFREE (R
=ZBEEF)
o MNBHRA/NE 20, MoE—1 32 BYIR
o MNRZEPLETE, FHE 0SS BIF— M XEFEXKNNRAE
- s
o DECAREMEMRIRE, 2ERET8]
o 1REER, £723, F5H
o« ENIFIRAEZEELE (EAAKRNDNERFEH, BASFH)
o SEAVEEIERTE free list SkER#T, FI QBB RTHER
- R NERERAINERRER (RAAREFH)

64



Segregated List (Seglist) Allocators

o #2. DEER (Segregated Fit)

- 81 free list @ — 1= ESEER free blocks
- To allocate a block of size n:
* ¥3% free list , HEFI#FIEIER block (m > n)
* WNRIET—1E1ER block:
- FBRSLPR A/ n D EBR
- R TRE RIS IERIPAGIF (optional )
s MNRKAEBR, M= FT—HKEABIAT
s RTEE, HIFIEISIER free block
- If no block is found:
* @ OS FRIEFNIMY heap memory (using sbrk())
* MFTARFFSEE n bytes
o ORI TEVER S INEIEIERIPAT!

65



Seglist Allocator (cont.)

e To free a

- Coalesce and place on appropriate list
 Advantages of seglist allocators

block:

- Higher throughput

* log time for power-of-two size classes

« 2", HAE, BEEEEN EEEFRE

- Better memory utilization

* First-fit search of segregated free list approximates a
best-fit search of entire heap.

* Extreme case: Giving each block its own size class is
equivalent to best-fit.

* C TRAEEF

19 GNU malloc ¥

66



Buddy System

o WHERSR, B5BEGEACHI—NMFA
- BIKRNEEE 2 WEHE

o METS|E]EE 2m, LALRN 2K K/H—4HR (O<=k<=m)
- BFBRRBE— 2m AR

o NTHHEE 2% AK/NBIR, PECEITIREIBIE—1 20 K/)EY
AR (k<=j<=m)
- MR j=k, PBADEETMK
- MR j>k, FEBIFTOXMR, BHE j=k
- SREITAIER (BMNAE) WIREIMERAY free list o
o HEEI— 2¥HUR, MBEIEWEHITESH, B)IHTT,
EEBE eI LE

67



Buddy System

* flF, S=EE 1IMB (220)

1 Mbyte block | 1M |
Request 100K | A=128K | 128K | 256K | 512K |
Request 240K | A=128K | 128K | B = 256K | 512K |
Request 64 K | A=128K [c=6k]| 64K | B = 256K | 512K |
Request 256 K | A=128K [c=6:k[ 64K | B = 256K | D = 256K | 256K |
Release B | A=128K |c=64] 64K | 256K | D = 256K | 256K |
Release A | 128K |[c=ek|64K | 256K | D = 256K | 256K |
Request 75K | E = 128K |c=64k| 64K | 256K | D = 256K | 256K |
Release C | E=128K | 128K | 256K | D = 256K | 256K |
Release E | 512K | D = 256K | 256K |

Release D | 1M




Buddy System

* Tree Representation of Buddy System

1M
512K
256K
128K

64K

A4 A4 A\ 4 A 4
[ A=128K [c=s4x] 64K | 256K D =256 K 256K

O Leaf node for Q Leaf node for @ Non-leaf node 69
allocated block unallocated block



Buddy System

© FNfAIFEINAF?
- {E— PRI A, REZ T ER AR
- W0— 4B HYIR, Hhdt)y

* xxX..X000
- MER R

* xxX..x100

- HE—UAR[E

70



Buddy System

* L.
- B35, REERMRREH (ER
e TR

- B, PR
s NEGEABRN S ECEE, MRMARIIECE
U2 NEHEANE, WRES




More Info on Allocators

* D. Knuth, “The Art of Computer
Programming”, 2nd edition, Addison Wesley,
1973

- The classic reference on dynamic storage
allocation

* Wilson et al, “Dynamic Storage Allocation: A
Survey and Critical Review”, Proc. 1995 Int’l
Workshop on Memory Management, Kinross,
Scotland, Sept, 1995.

- Comprehensive survey
72



GB Used

Log-structured malloc

* BAIRY malloc likZs (c lib) BIRFFIFE

RELIR

0 glibc 2.12 malloc Hoard 3.9 jemalloc 3.3.0 tcmalloc 2.0 memcached 1.4.13 Java 1.7 Boehm GC 7.2d
Allocators OpenJDK

Workload | Before | Delete | After
Wi Fixed 100 Bytes N/A N/A
w2 Fixed 100 Bytes 0% Fixed 130 Bytes
w3 Fixed 100 Bytes 90% Fixed 130 Bytes
w4 Uniform 100 - 150 Bytes 0% Uniform 200 - 250 Bytes
W5 Uniform 100 - 150 Bytes 90% Uniform 200 - 250 Bytes
W6 Uniform 100 - 200 Bytes 50% Uniform 1,000 - 2,000 Bytes
W7 Uniform 1,000 - 2,000 Bytes 90% Uniform 1,500 - 2,500 Bytes 73
W8 Uniform 50 - 150 Bytes 90% Uniform 5,000 - 15,000 Bytes




Log-structured malloc

* #1. Non-copying allocator

- A RBhE iR, eesf, BiER %
- LEAEN workload $FEZLHIIER, Fa0iFx
10GB small objects , AlIFE X\ 10GB large

objects

- XMFIERHRIB RN B2 IR
BRANFERZERRINREZLAE

ERBEZRE

=, B3

74



Log-structured malloc

e #2.Copying allocator
- @2 7%5h allocated blocks KR/\DEER , 1BMEREFFEHEK
- FRLA—R%ERR FBIEIR garbage collection (GC) BIA T
- At, —REEESACHEE 1.5-5 BT EERARESEEE
- B—1FW, & allocated blocks #&hfE, @71 halt
threads KEHFTISFTHYM I

« MERIFIIAFE, MEIESH ET ms B pause time
* Java collector AJgEFE 3-4 #)HY pause time

75



Log-structured malloc

* Log-structured file system

- Rosenblum M, Ousterhout J K. The design and impl
ementation of a log-structured file system[J]. ACM T
ransactions on Computer Systems (TOCS), 1992, 10(
1): 26-52. (#5|F 2176 Zx, google scholar)

e Rosenblum & Vmware HIEXSEI%EA, Ousterhout & Ra

ftINfEE 2 —
- BDBENLE, append-only AIUE A insert/update

Write Sequentially: never overwrite data
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https://link.zhihu.com/?target=https%3A//raft.github.io/raft.pdf
https://link.zhihu.com/?target=https%3A//raft.github.io/raft.pdf

Log-structured malloc

* Log-structured file system
- ME=EEIR, FELIK=E
- BRifEET R AEERDBE (segment)

- BRFEASRENEINGESD; YNEREEIIEE
HESBIA/ING, LFS SSEUIE— RIS NI ReE T

Memory
B
Buffer Memory Buffer

flush l

77



Log-structured malloc

* Log-structured file system
- 1ERE
* §1 segment PFHEIETTEIE (inode) , BE—FE—=
By inode , #XEIBERXH253E

* LFS & appendonly , FREAXME—1MXHEFBE— data blo
ck AIREFEZ ThRES (TEFRREEH) o 1E|E1_1_t|35=5a7f'ﬂﬁx
HUSEFTETIE], LFS #ueeFIBrLmMi-> segment HRY data bloc

TE B
Segment 0  data | data
I —
H K.w M Nm
Segment1 | gata | data data | QMO | cata | data |PEORL
bik[2):J

* Each segment has an inode map 78

* inode map are further cached into main memorv



Log-structured malloc

* Log-structured file system
- hidk el

* ZPNEETHTEE block R (XAFRNEREMIUESFK
MiER) =¥ compact EUFTRIEHER, AITEPRYIRSHTESK

s ;
Garbage Collectlon

I

compact

Segment Segment

* Garbage Collector reads M consecutive segments with
stale data blocks, compact their content into N new
segments where N < M. 79




Log-structured malloc

e Log-structured file system

- I ZRSGIE0 btrfs EF LSM append only B4
SSILTY copy-on-write 3@ multi-version BY4HME
- LFS Retb—XHRGE (#EEINZ) , BREES
SSD FEH (NEPAeeRALER) , MAHKRIES
- MREESTE (HtLEE) , TOFAEGRE
- Log-structured B9 EEEEM4UF I8N
e Log-structured merge tree (LSM-tree)
e Log-structured malloc
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Log-structured malloc

 Rumble S M, Kejriwal A, Ousterhout J. Log-structured memo
ry for DRAM-based storage[C]//Proceedings of the 12th {US
ENIX} Conference on File and Storage Technologies ({FAST}
14). 2014: 1-16.
- Stanford, RAMCloud EHIRA

e Log-structured malloc
- Treating memory as a sequentially written log
- 80-90% memory utilizations while providing high performance
- MEIENAGFEEEEN, BRTER
- FEMRARINE: fEERAhIRE g ?
- FE copy, BUBEMEE, SN EEREREE

- BiMTAEFIRERES, copy %, HIUNHAEE 90% FIAZR, ArlgeEEMTZ 9
bytes &R, RATHEM 1 byte Liiik#iE
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TR Z 4 Lab

e UC Berkeley AMPLab -> RiselLab
- Spark, Mesos, Alluxio, GraphX, Ray
* https://amplab.cs.berkeley.edu

e Standford, PlatformLab WP WV
- John Ousterhout

- RAMCloud, Raft
» https://platformlab.stanford.edu
- A Philosophy of Software Design
* https://my.oschina.net/taogang/blog/1940597

* MIT CSAIL PDOS group

- CSAIL: Computer Science & Artificial Intelligence Lab

- PDOS: Parallel & Distributed Operating Systems Group
 MIT 6.828 “Operating Systems Engineering”
.| //od | mit edu/publicati [

Robert Morris
LEAD


https://amplab.cs.berkeley.edu/
https://platformlab.stanford.edu/
https://my.oschina.net/taogang/blog/1940597
https://pdos.csail.mit.edu/publications/

TR Z 4 Lab

* RISELab RISE Lab

> From live data to real-time decisions
- Spark T—:
Eh \ —te
s — DM IAE—I
Spark ZERFEE 100 1Z AMP Lab
, BEHERE Spark From batch data to advanced
By IOOO (= analytics

* HgsF IE AR LI A
)\KEJ/'JT'JE’\J IRFEUEIT  Challenges  RISE Lab
ﬁ*ﬁ ) 1%5:;:':']@-555,\]2:5%; Aiitorstad dacielons Real-time, sophisticated decisions
O s l that guarantee worst-case behavior
° Eﬁ 1%% )tl K%\*A—% m% *EE% Arliva call &e e on noisy and unforseen live data

L] :\E , .
E/‘J ﬁé | o Poor security: exploits Ensure privacy and integrity
are daily occurrences without impacting functionality
One-off solutions, General platform:
expensive and slow Secure Real-time Decision Stack

to build



TR Z 4 Lab

e RISELab
- Focus on £ 4 &ML, ZIOERTFEZEGE

Research area: Systems & ML

Focus on robust, . App
on-line algorithms ML aigorithms, Tools, Apps Layer
FOcUS on W Ray  Clipper Succinct
ML/DL S_Uppﬂﬂ adll gshim layer shimlayar shim layer shim layer o Com p.
(e.q., Clipper, Ray) RISE - Layer
scheduler imizer
already gathering s A wkernel
industry support v\ in-memory object store
RISE - Ground (metadata manager) i Storage
3™ party — g
0] yer
RISE + 3™ party fﬂ AN 6  S3 ‘ mongo

= 60



TR Z 4 Lab

BIG CONTROL IS
THE NEXT BIG THING.

We build platforms to enable control of big swarms of collaborative devices
such as drones, self-driving cars, robots, and even datacenters.

APPS

PLATFORMS

NETWORK

DRONES 10T MOBILE AUTONOMOUS
DEVICES CARS
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Log-structured malloc

. RAMCIoud ==

Coordinator

F> master I FITHIREUK
1) cleaner & /11> segment 3K

12, {EFIF LFS —HEEQ cost-

benefit 5% (ETF free space fll (waster | (waster | { waster |

Backup Backup Backup

age of data i%E# segment) R G @B

2) e ta rget segments LBY live Figure 2: RAMCloud cluster architecture.
objects # DI | E A9 survivor
segment F; live objects &R Hash Table I
age K[FhLE, B age BY object A] | [Feews |- Loosiuctured Memory
BE—RESRRS, R = ]

S egme nts > :.’.'-"_'_':"'.:;:' =

Buffered Segment | . [Buffered Segment )
] A

Backup Backup



Log-structured malloc

« RAMCloud

- 3) RAMCloud A7F segment &%
Z10M, — 1 segment@T, &
BETEAM replica T 2 HITRIFEIRIE

_ E%iﬁ.ﬁ.éﬁ-%—*D,l\ﬂzﬁg1jtpaj:§r5_l¥mie (Masterw (Masterw (Master)

X
e System paper =ZEZ:
- Abstraction

» Impose structure on
unstructured problem

- Trade-off
- Performance

===

Datacenter Network

Coordinator

Backup Backup
CDisk (Disk

—_— =

Backup

Hash Table

<table, key>

" Log-structured Memory

1

Segments o i

Buffered Segment

. [Buﬁered Segment )

Backup



Today

Explicit free lists

Segregated free lists

Garbage collection
Memory-related perils and pitfalls

88



Implicit Memory Management:
Garbage Collection

: Garbage collection: BnilElW—5ECHI= (8], NAFH
J\J\ ; free (*EF_T\TE\EETFWWT?: W#/ﬁ/ﬁﬁ)

void foo() {
int *p = malloc(128);
return; /* p block is now garbage */

}

e Common in many dynamic languages:
- Python, Ruby, Java, Perl, ML, Lisp, Mathematica

* Variants (“conservative” garbage collectors) exist
for C and C++

- However, cannot necessarily collect all garbage 89



Garbage Collection

* NFEEENESFAFERFREBRFRMIE?

- — ERERA R A S L
- (EEMBREIEHER
(E S A ER)

NF=WER

N7, AILARER KR AER

* XTIEE, & ﬁ%f‘ﬁﬁﬁiﬂ’\]ﬁﬁ
- AFEEEMIREBX DR MAFETT (FBHIEESMEE

FEETFHL)

- Fﬁﬁ? TR e mEGEIR AV aa it
pEfREETT (BlaNBfastsamli%ifn int 768, R

E%ﬁﬁﬁ]% *)

90



Classical GC Algorithms

Mark-and-sweep collection (McCarthy, 1960)
- Does not move blocks (unless you also “compact”)
Reference counting (Collins, 1960)
- Does not move blocks (not discussed)
 Copying collection (Minsky, 1963)
- Moves blocks (not discussed)
 Generational Collectors (Lieberman and Hewitt, 1983)

- Collection based on lifetimes
* Most allocations become garbage very soon
» S0 focus reclamation work on zones of memory recently
allocated
e For more information:
Jones and Lin, “Garbage Collection: Algorithms for
Automatic Dynamic Memory”, John Wiley & Sons,
1996.

91



Memory as a Graph

« We view memory as a directed graph
- Each block is a node in the graph

- Each pointer is an edge in the graph

- Locations not in the heap that contain pointers into the healp are
called root nodes (e.g. reqisters, locations on the stack, global

variables)

Root nodes O O
Py

Heap nodes Oreachable
O (ONot-reachable

(garbage)
7 O

A node (block) is reachable if there is a path from any root to that node. 9
Non-reachable nodes are garbage (cannot be needed by the application)



Mark and Sweep Collecting

 Can build on top of malloc/free package
- Allocate using malloc until you “run out of space”

* When out of space:
- Use extra mark bit in the head of each block
- Mark: Start at roots and set mark bit on each reachable block
- Sweep: Scan all blocks and free blocks that are not marked

00

\4
13

Before mark|__

e

—

ame:

After mark

—

After sweep|

free

—

free

Note: arrows
here denote
memory refs,
not free list
ptrs.

illark bit set

93



Assumptions For a Simple
Implementation

e Application
- new(n): returns pointer to new block with all locations cleared
- read(b,1i): read location i of block b into reqister
- write(b,i,v): write v into location i of block b

 Each block will have a header word
- addressed as b[-1], for a block b
- Used for different purposes in different collectors

* |Instructions used by the Garbage Collector
- is_ptr(p): determines whether p is a pointer

- length(b): returns the length of block b, not including the
header

- get_roots(): returns all the roots o



Mark and Sweep (cont.)

Mark using depth-first traversal of the memory

gyapPhurk(ptr p) {
if (!is_ptr(p)) return; // do nothing if not pointer
if (markBitSet(p)) return; // check 1if already marked
setMarkBit(p); // set the mark bit
for (i=0; i < length(p); i++) // call mark on all words
mark(p[i]); // in the block
return;
}

Sweep using lengths to find next block

ptr sweep(ptr p, ptr end) {
while (p < end) {
if markBitSet(p)
clearMarkBit();
else if (allocateBitSet(p))
free(p);

p += length(p);
} 95




Conservative Mark & Sweep in C

* A “conservative garbage collector” for C programs

- is_ptr() determines if a word is a pointer by checking if
it points to an allocated block of memory

- But, in C pointers canpproint to the middle of a block
Header l

* So how to find the beginning of the block?

- Can use a balanced binary tree to keep track of all
allocated blocks (key is start-of-block)

- Balanced-tree pointers can be stored in header (use two
additional words) : F)FA size ¥IFE155 p BEEZEAET

Head Data
ISizeI/ \ ]
/ \ Left: smaller addresses
Right: larger adfdresses

Left Right



Today

* Explicit free lists

* Segregated free lists

* Garbage collection

* Memory-related perils and pitfalls (f&f.

feaBH)

97



Memory-Related Perils and Pitfalls

8]¥%5 | e
EARVIBHUHNRE
A IRE X
FRigissrAEs F]E’Jﬂ‘f%jtd\*ﬁﬂ
SRR TE IR

IxARIEITIER

5|15 rl‘u/l\x:'EE?‘é‘r'ﬂE’\JS@‘%‘k

5| AR FEENT

%R free

5| FA# AR HYER

B REBUOR




C Pointer Declarations: Test Yourself!

int

int

int

int

int

int

int

int

*p
*p[13]
*(p[13])
*xpy
(*p)[13]
*f()
(*f)()

(*(*f())[13])()

p is a pointer to int
p is an array[13] of pointer to int
p is an array[13] of pointer to int
p is a pointer to a pointer to an int

p is a pointer to an array[13] of int

f is a function returning a pointer to int

f is a pointer to a function returning int

f is a function returning ptr to an array[13]
of pointers to functions returning int

99
Source: K&R Sec 5.12



[EES| A EEt

* The classic scanf bug

int val;

scanf(“%d”, val);

100



BRI HEIAE

* Assuming that heap data is initialized to
Zero

Fodh g O NAldlh N 58 ~allas
/* return y = AX */
int *matvec(int **A, int *x) {
int *y = malloc(N*sizeof(int));
int i, j;

for (i=0; i<N; i++)
for (j=0; j<N; j++)
y[i] += A[1][]1]1*x[]];
return y;

}

101



RigtaEHERRANIRKIERF

X malloc , PEEBINZIZZE N*sizeof(int *)
=

* F—
« XEERE int /N2 BCHY, £ 64 UMl FsE

int **p;
p = malloc(N*sizeof(int));

for (i=0; i<N; i++) {
p[i] = malloc(M*sizeof(int));

}

102



& PR R

* Off-by-one error

int **p;

p = malloc(N*sizeof (int *));

for (i=0; i<=N; i++) {
p[i] = malloc(M*sizeof(int));

}

103



RIFREPX R

* Not checking the max string size

char s[8];
int 1;

gets(s);

/* reads “123456789” from stdin */

* Basis for classic buffer overflow attacks

104



xR

s R p+=4, LhrBLI T HIEITER, WA p++

int *search(int *p, int val) {

while (*p && *p != val)
p += sizeof(int);

return p;

}

105



5| e MA R EIRFBMR

e *size-- WM (*size)--
- -- 5 * @, BMNAEREELESR, HILX size 1553
1TT1R(E, MARTERNITR

int *BinheapDelete(int **binheap, int *size) {
int *packet;
packet = binheap[0];
binheap[0] = binheap[*size - 1];
*size--;
Heapify(binheap, *size, 0);
return(packet);

106



C operators

Operators Associativity
O [ -> left to right
I~ ++ -- + - & (type) sizeof right to left
* /% left to right
+ - left to right
<< >> left to right
< <= > >= left to right
== I= left to right
& left to right
N left to right
| left to right
&& left to right
| | left to right
?: right to left
= 4= -= *z= /= %= &= N= = <<= >>= right to left
, left to right

* ->, (), and [] have high precedence, with * and & just below
* Unary +, -, and * have higher precedence than binary fgrms

Source: K&R page 53



S5|IAFFENES

* Forgetting that local variables disappear
when a function returns

int *foo () {
int val;

return &val;

}

108



%X free

* Nasty!

x = malloc(N*sizeof(int));
<manipulate x>
free(x);

y = malloc(M*sizeof(int));
<manipulate y>
free(x);

109



5| FA1B X RIIR

e Evill

x = malloc(N*sizeof(int));
<manipulate x>
free(x);

y = malloc(M*sizeof(int));
for (i=0; i<M; i++)
y[1] = x[1]++;

110



ZBEBMIR (Memory Leaks)

* Slow, long-term killer!

foo() {
int *x = malloc(N*sizeof(int));

return;

}

111



ZBEBMIR (Memory Leaks)

* Freeing only part of a data structure

struct 1list {
int val;
struct list *next;

};

foo() {
struct list *head = malloc(sizeof(struct list));
head->val = 0;
head->next = NULL;
<create and manipulate the rest of the list>

free(head);
return;

} 112




Dealing With Memory Bugs

* Debugger: gdb

- Good for finding bad pointer dereferences

- Hard to detect the other memory bugs
* Binary translator: valgrind

- Powerful debugging and analysis technique

- Rewrites text section of executable object file

- Checks each individual reference at runtime

* Bad pointers, overwrites, refs outside of allocated block

* glibc malloc contains checking code

— setenv MALLOC_CHECK_ 3
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IRELRS]

THSEHT=ZHXTAFEEMNERBENKE. B —4H+P, RA-GAKERREHN. KNE
35 U2 FI W R — /) B IE R A
D a) E—MKERGES, BETXSOUNKSRAUENARELSMEBRET.

b) BERERENFIEREKREEREEEE - LCEHIMS).

o RELSZHEREBAF IS EHETFR, AR ERERASHRE.

d kFERZER2AARER, MASHIRES.
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IRELRS]

2) a) ERBRADERINFHFHZRERL, FRAEBKEREESSREERMBEK, EHET

DA e Sh IR
b) X FBAEEE T, 2= RHREER N %% B 9 b bk 33 10T HE R

o BMEBRTEEFSHRELENRAHZRR.
d) EEBRA/NEENINFHFAOZRAERLDL, FREREREESEAREERERSN.
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IRELRS]

3) Mark& Sweep B3R W EE 2 7E T 51 R 7 18 50 T AU AER <F 9
a) EfTRAEAFHERAEEFHE N A EHEBRYARF.
b) ENTE—YIF R FR B 18 YR 70 & 2 fads &t
o) EMREANFHRN, AHITHRIEE.

d ENABRBIERERERNAFR.
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Homework 6
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