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Overview

* Address Translation
— Process &3, FAMMLLERRZ virtual address
— HiEipintEtar, FEE¥ N physical address
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* An Example

void func()
int xs

X = x + 3; // this is the line of code we are interested in

128: movl 0x0(%ebx), %eax ;load 0+ebx into eax
132: addl $0x03, %eax ;add 3 to eax register
135: movl %eax, 0x0(%ebx) ;store eax back to mem
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Overview
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Overview

* Address Translation & GEHIRERT A7

— Transparent
* FEFIRIEROMAE, SH{F va 3 pa #PEEETT
— Efficient
* HEER®R, RABESNMER ILBIRIE
- FRA, EfEAREREAY
* MMU : Memory Management Unit
* Load/store ¥R, CPU #F MMU A1 address translation
1E| OS Mt ESLS, K79 MMU HutiitFIiERTaRERIERNE
§j\) XIRAETEZ OS EEMEMN (MMU Z CPU BY—EB
- HEZENPRIAIE PA , BHARZEHR system call [aN
?JxluzkHXWBE (E ﬁitl ) , M= CPU BiZHMEHfE




Overview

* BIFRVBEFRER D=

— 1950’s : base and bounds/dynamic relocation
- EERM M E4TFES

* Base
* Bounds

- FEitt, BEMIXBIMNNAYIENTE, MARERIBF RE
1J’J'Iﬂ§E',E’JI7\]T_33|Eﬂ ( bound ZA)




Overview

* An example

128: movl 0x0(%ebx), %eax

— PC=128

— EX#§<: PA=PC+base = 128+32K = 32896
- BEEIRER PA EE3ES, WEI CPU BRVTE<EF 728
— CPU H1TI%1E<

— BN F a9ttt =0+ %ebx+base




Overview

* WFEAFB bounds
- E@#T‘ﬂ’ilﬂ?\]@ﬁu, %5‘&1‘ BEehER

- QD%@??, i CPU i exception , FAFIHEAN
exception handler B4R

- —RRIZABEIRRILE




Overview

* Example Translations
— process Byt =S a2 4KB
— U F4IERIE 16KB

Virtual Address 0 — Physical Address 16 KB
VA 1KB — PA 17 KB

VA 3000 — PA 19384

VA 4400 — Fault (out of bounds)
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Segmentation
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Segmentation

* BI@EFMAR base-bounds A%
Y [A]) &R
— heap # stack XiZZ [alAI K fE
RB= e ESEYIERTE
- mERE

0KB

16KB

32KB

48KB

64KB

Operating System

(not in use)

Code

Heap
!

(allocated but not in use)

Stack

(not in use)
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Segmentation

* RTE

- FEB#E— process HAHER

8] BREY 9 —E& A3

NTF

— MRS XIFIR I TIRET

* Code
* Heap
* Stack

Physic
al
AdAdAd v
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16KB

32KB

48KB

64KB

Operating System

(notin use)

Stack
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Segmentation

* H#HERIFE: VA=100 (code)

— Code

X 15y

— PA=32K+100=32868

* §NFRIpIE) VA=TK

— Z;T:E1£1EJ—/|\ Seg ment F Operating System
— Segmentation fault 16KB
(notin use)
39KB (notCi:deuse)
Segment Base Size NN
Code 32K 2K
Heap 34K 2K 48KB N
Stack 28K 2K

64KB
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Segmentation

* VA=4200
— Heap X1

— VA=4K+104=heap X1 {# % 104

* <2K (size)

— PA=34K+104=34920

Segment Base Size
Code 32K 2K
Heap 34K 2K
Stack 28K 2K
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Operating System

(notin use)

Stack
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(free)
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Segmentation

* UEAANTIHE
* 4 CPU EE|—/NVA , ELFNE

ERE

B segment IE?

0KB
Operating System
16KB
(notin use)
Stack
39KB (nOth:d:SE)
Segment Base Size R
Code 32K 2K
Heap 34K 2K 48KB .
(not in use)
Stack 28K 2K

64KB

0KB

1KB

2KB

3KB

4KB

5KB

6KB
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16KB
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(free)
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Segmentation

* #1. explicit approach
— £ VA FF&8 11 bits trid/E FHi1 segment
— 90 VAX/VMS Z# 4t

- 18R A 3 1 segment , BBAEE 2 1 bits
=i 00-code

* 01-heap Segment Base Size
. Code 32K 2K
1x-stack Heap 34K 2K
Stack 28K 2K

13121110 9 8 7 6 5 4 3 2 1 0

Segment Offset

17



Segmentation

* 14 VAR
— BIMAI 00 , BP VA &=F%EH code
— BIFAIA 01, BP VA=2"12=4K ¥4
* An example
— VA =4200 =4K + 104
- HIF{IZ 01, 2 heap
— PA = 34K+104

13121110 9 8 7 6 5 4 3 2 1 0
01 000001101000

Segr'nent Offset
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1KB
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3KB

4KB

5KB

6KB

14KB

15KB

16KB

Program Code

(free)

Stack




Segmentation

* Code
— SEG MASK would be set to 0x3000
— SEG SHIFT to 12
— OFFSET MASK to OxFFF.

1 // get top 2 bits of 14-bit VA

2 Segment = (VirtualAddress & SEG MASK) >> SEG SHIFT
3 // now get offset

4 Offset = VirtualAddress & OFFSET MASK

5 if (Offset >= Bounds|[Segment])

6 RaiseException(PROTECTION FAULT)

7 else

8 PhysAddr Base[Segment] + Offset

9

Register = AccessMemory(PhysAddr)

19



Segmentation

F 2 1 bit,

3 ‘N segment

/E%T /\'Iklb\

segment ,

A

Rt, BERSE code fl heap RE—

HEHA 19 bit

20



Segmentation

* #2. implicit approach
- @ FMUE ARz RS, KAIBE TR

segment
— {540, @3 PC AZpkpyttit, BABFLETE code BN
— Y8R @T stack or base pointer , ARFLETE stack E&
E gyt ER7E heap &

21



Segmentation

* Stack EZEAT?
- ERNTEIEIEE K
— &/ ERE
* Solution
- BREEREGZ—RF, 18R segment BY
R A g
- WMREHNIEK, B4 PatBEREELEXS

Segment Base Size Grows Positive?
Code 32K 2K 1
Heap 34K 2K 1
Stack 28K 2K 0

OKB

1KB

2KB

3KB

4KB

5KB

6KB

14KB

15KB

16KB

Program Code

Heap

(free)

Stack




Segmentation

* K segment HLHERF

— VA=15K

— PA=28K-1K=27K

11 1100 0000 0000 (0x3CO00)
e RIMIL 11 HERE stack segment
Offset = 1100 0000 0000 = 3K

Segment K AJEE

5=

N (4K)-3K=1K , {EHSE
frRizE2, MBEEM stack BB A REE

Segment Base Size Grows Positive?
Code 32K 2K 1
Heap 34K 2K 1
Stack 28K 2K 0

OKB

1KB

2KB

3KB

4KB

5KB

6KB

14KB

15KB

16KB

Program Code

Heap

(free)

Stack




Segmentation

* Support for sharing

— HREZBHRE—EDAF
* FlINMREDE (HERD)

— Sharlng EEEHIRE—SEIMIZ
* #7ic segment BIRPE ( R/W/E)
* #5140 code segment AIIEAIHIT, ERAIE; heap

stack RAIHAIT
Segment Base Size Grows Positive? Protection
Code 32K 2K 1 Read-Execute
Heap 34K 2K 1 Read-Write

Stack 28K 2K 0 Read-Write

24



Segmentation

* Fine-grained vs. Coarse-grained
Segmentation

— Coarse-grained
* Code, heap, stack
— Fine-grained
* {5140 Multics
* EEFKRTHICE segment IS
* Segment table , £ memory |

* WNEHBITEA Burroughs B5000 3 EF1 segments,
compiler ;JRZ1E code M data HEXLE segments

25



Segmentation

* OS Support

— #1. context switch
. ’rw‘%/l\ segment BY base, bounds &5 EEEE RN {REM
=
© KEHIE, SNHIEHFEEIHN—E
* Kernel space, process Z5tg{A&e
— #2. free space management
* [EEHZLIZEMEIUL, fragmentation [p]#
* Compaction 2{E

26



Segmentation

* OS Support

— #2. free space management

* Compaction 2. expensive

OKB

8KB

16KB

24KB

32KB

40KB

48KB

56KB

64KB

Not Compacted

Operating System

(not in use)

Allocated

(not in use)

Allocated

(not in use)

Allocated

0KB

8KB

16KB

24KB

32KB

40KB

48KB

56KB

64KB

Compacted

Operating System

Allocated

(not in use)
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Segmentation

* OS Support

— #2. free space management
* Free list (malloc 22 ir)EH )
— best-fit
— worst-fit
— first-fit
— buddy algorithm
— - FEPERE

“Dynamic Storage Allocation: A Survey and Critical Review” Paul R.
Wilson, Mark S. Johnstone, Michael Neely, and David Boles In
International Workshop on Memory Management

Scotland, United Kingdom, September 1995

A great survey paper on memory allocators. 26



Segmentation

* Segmentation B9

- =jg]

O

L F

&

=R

— segmentation still isn’t flexible enough to
support our fully generalized, sparse address
space.

* For example, if we have a large but sparsely-used
heap all in one logical segment, the entire heap must
still reside in memory in order to be accessed.

29



IRELRS]

* —MIENEIMRESEIAR/NG 1IMB , ¥ERETIEK
NS 8MB , EBEZTIEIMRRTT /Y 4 1 segment ( code,
data, heap, stack) , EF segmentation NEEIE,
F3 Va =&MW AIfRIC segment , BEERICR IS

" i
4KB

code 1MB 1
data 7MB 2KB 1
heap 2MB 8KB 1
stack 3MB 16KB 0

— 1) Va #itik% /M2
— 2) VA=2KB, 520KB, 1010KB, KXt PA (EtljiJr;%Iii
12, FNEREPE segment RS, offset)



HIER

* 1) VA: 20-bit
* 2) HHbtR
— VA=2K, segment=00, code £, offset=2K,
PA=1MB+2KB
— VA=520K, segment=10, heap £,
offset=8K , AFHIA)iHEAR
- VA=1010K, segment=11, stackE&, fatE{,
segment &x XBEJgEXR/VE 1MB/4=256KB ,
offset=256K-(1010-768)K=14KB ,
PA=3MB-14KB

31



Paging: Introduction

32



Paging

* VA->PABIE—#MAET (segmentation Z4H)
* Paging: BEEAX/\, BRSTAYEA(]
* BRHERIHEAN Atlas (1962 )

— e.qg., 64B Byt=S(8], page AX/\J7 16B

0
(page 0 of the address space)

16
(page 1)

@30
(page 2)

48

(page 3)
64 33




Paging

Va 8] 64B ,

0

16

32

48

64

80

96

112

128

reserved for OS

(unused)

page 3 of AS

page 0 of AS

(unused)

page 2 of AS

(unused)

page 1 of AS

Pa ==8] 128B

page frame 0 of physical memory

page frame 1

page frame 2

page frame 3

page frame 4

page frame 5

page frame 6

page frame 7
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Paging

* Paging IfiL=:
— #1. Flexibility
* BB AIRIEHIT BRI (#2/R segmentation HYir]ER)
— #2. simplicity (free-space management)
* XF7F
* ELR VA RFEENNESH PA

* FRLl, REZHIFFIEMN free page , BRIUNEEE, FF
EERARELZTE) (compaction)

35



Paging

* Paging B9tk

— VA->Pa BUGHE B LEIRZ (Eb segmentation Z1E

%)
— Page Table
* (Virtual Page 0 » o
*(VP1->PF7) 16
* (VP 2 - PF 5) 2
* (VP 3 - PF 2) 48

128

reserved for OS

(unused)

page 3 of AS

page 0 of AS

(unused)

page 2 of AS

(unused)

page 1 of AS

page frame 0 of physical memory

page frame 1

page frame 2

page frame 3

page frame 4

page frame 5

page frame 6

page frame 7
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Paging

* Page Table

- FM#EE—

_ _/l\éyéﬂ ’

— VPN: virtual page number

index /9 VPN,
(linear page table)

content g PA

* E.g.,, VAE[8] 64 bytes, VA 6 1i
* Page XK/V16B, offset 4 {ii
21, —H4 1

* VPN :

Va5

Va4

Va3

Va2 | Vai

Va0

VPN

offset

1T

0

1

0

16

32

48

64

37

(page 0 of

(page 1)

(page 2)

(page 3)



Paging

* Address translation
— VPN -> PFN (physical frame number)

— Offset A&
VPN offset
Virtual
Address 0 1 0 1 0 1
Address
Translation
A
Physical
Address 1 1 1 0 | 1 0 | 1

PEN offset



Address Translation

*V={0,1,...,N-1} virtual address space
*P={0,1,...,M-1} physical address

_space-
°*°N>M
* Address Translation

* MAP: V- P U {@} address mapping
function

* MAP(a) = a'if data at virtual address a is
present at physical address a'
in P
= @ If data at virtual address,a is
not



Address Translation

PTrocesso
Y

age
fault
fautt

7 ,lhandle

a

/

virtual
address

|

Hardware @ .
|Addr Trans|— econdary
Mechanis JMe‘r?or <_’smemory
m o

physical performs
part of the ;qgress this
on-chip _ transfer
memory mgmt unit (only if

(MMU)

miss)
40



Address Translation

* Basic Parameters
— N = 2" = Virtual address [imit
— M = 2™ = Physical address limit
— P = 2r = page size (bytes).

45



Address Translation

n—1 n p-1

virtual page number

page offset

m-1 n p-1

v

physical page number

page offset

virtual
address

physical
address

Notice that the page offset bits don't change as a result of

translation

46



Address Translation

* Basic Parameters
— N = 2" = Virtual address limit
— M = 2™ = Physical address limit
— P = 2° = page size (bytes).
* Components of the virtual address (VA)
— VPO: Virtual page offset
— VPN: Virtual page number

* Components of the physical address (PA)
— PPO: Physical page offset (same as VPO)
— PPN: Physical page number

47



Address Translation via Page Table

page table base
register

virtual
(PTBR) N—1 address [ p_1 0
VPN acts virtual page number (VPN) page offset
as
Fable valid access physical page number
iInde (PPN
if valid=0 |
then page
not in m-1 v p p-1 v 0
memory physical page number (PPN] page offset

physical

48
address




Simple Memory System Example

* Addressing

— 14-bit virtual addresses
— 12-bit physical address
— Page size = 64 bits (6-bit)

13 12 11 10 9 8 7 6 5 4 3 2 1

VPN VPO
(Virtual Page (Virtual Page

NUTT]RGI’?LO 9 8 7 6 (5)ffse4t) 3 2 1

PPN PPO
(Physical Page (Physical Page
Number) Offset)

49



Simple Memory System Page Table

* Only show first 16 entries

PPN Valid PPN Valid
00 28 1 08 13 1
01 - 0 09 17 1
02 33 1 OA 09 1
03 02 1 OB - 0
04 - 0 0C - 0
05 16 1 oD 2D 1
06 - 0 OE 11 1
07 - 0 OF oD 1

50



3] 4-2 : Address Translation

Virtual Address: .
Ox93224 12 10 9 8 7 6 :5 4 3 2 1 0

VPN j VPO

VPN: VPO: ~ Page Fault?

11109876%543210

o
U
2
X

PPO

51



%3] 4-2 BE

Virtual Address:

Ox93124 11 10 9 8 7 . S
ololo |01 |1 01110160
VPN VPO

VPN: 0xOf VPO: 0x14

11 10 9 8 7
o o112 0 |1]01]0
PPN < PPO

PPN: 0xOD VPO: 0x14

PA: 0x3°4

52



Simple Memory System Page Table

* Only show first 16 entries

PPN Valid PPN Valid
00 28 1 08 13 1
01 - 0 09 17 1
02 33 1 OA 09 1
03 02 1 OB - 0
04 - 0 0C - 0
05 16 1 oD 2D 1
06 - 0 OE 11 1
07 - 0 OF oD 1

53



¢53] 4-3

* BT 32 (U EAHINEZS ] — 24 (IR
Bk, JoamAK/hP 2 A% 1KB, 2KB,
4KB, 8KB ET, HEHE VPN. VPO. PPN.
PPO BY{ii%

54



i3] 4-3 EE

* P=1KB
— VPN=22; VPO=10; PPN=14; PPO=10
* P=2KB
* VPN=21; VPO=11; PPN=13; PPO=11
* P=4KB
* VPN=20; VPO=12; PPN=12; PPO=12
* P=8KB
* VPN=19; VPO=13; PPN=11; PPO=13

55



VA: virtual address
PTEA: page table entry address

= PTE: page table entry
Page Hit PA: physical address
2,
gz’u PTEA
- (1 L PTE
VA
CPU s, MMU 9 Cache/
PA ,, Memory
(4
Data
(5

1) Processor sends virtual address to MMU
2-3) MMU fetches PTE from page table in memory
4) MMU sends physical address to cache/memory

5) Cache/memory sends data word to processor
56



Page Faults

Except

|- ---dan- - — — I page fault handler

| 4

I

I

I J L
CP!J ' PgA Victim page
Chlp o > e —

CPU L » MMU ¢ PTE Cache/ Disk
O (3] Memory
New page

1) Processor sends virtual address to MMU

2-3) MMU fetches PTE from page table in memory

4) Valid bit is zero, so MMU triggers page fault exception

5) Handler identifies victim (and, if dirty, pages it out to disk)
6) Handler pages in new page and updates PTE in memory
)

7) Handler returns to original process, restarting faulting
Instruction



Integrating Caches and VM

CPU

VA

PA
Trans-
lation
hit
data

Cache

miss

Main
Memory

58




Integrating Caches and VM

* Most Caches “Physically Addressed”
— Accessed by physical addresses

— Allows multiple processes to have blocks in
cache at same time ( 402 cache A VAIE? )

— Allows multiple processes to share pages
* Cache Coherence

— Cache doesn’t need to be concerned with
protection issues

* Access rights checked as part of address
translation

59



Integrating Caches and VM

* Perform Address Translation Before Cache
Lookup

— But this could involve a memory access itself
(of the PTE)

— Of course, page table entries can also become
cached

60



Integrating Caches and VM

PTE

CPU
Chip

CPU VA | MMU

PTEA

PA

PTEA

PTE

hit
PTEA

PTEA

miss

PA

PA

miss
PA

Data

hit

Data

L1
cach
e

Memory

SEPRFRYE, B TLB £ {EH page table BEE (BEN

£R)

61




Paging

* Page table FFHitE
— {590 32 it &N, page K/ 4KB
— FREA VPN 20 fiI, offset 12 {iI
— 8> page table entry (PTE) & 4B
— RigE 100 MHERNEETT
— NIl page table 2K/\5 100%4B*220=400MB
il |3

62



Paging

* Page Table
0 page table:
3752
16
(unused)
32
page 3 of AS
48
page 0 of AS
64
(unused)
80
page 2 of AS
96
(unused)
112
page 1 of AS

128

ZIMETE MMU B EF6E, REERTE main memory A2

page frame 0 of physical memory

page frame 1

page frame 2

page frame 3

page frame 4

page frame 5

page frame 6

page frame 7

63



Paging

* E3M page table entry (PTE)

— valid bit

— protection bits (R/W) (r/w/e #[E)

— present bit (P) (on disk/ in physical

memory )

— dirty bit (D) (5 disk lRAE2E—E)

— reference bit/accessed bit (A) (&I page BIHIT
E, 5replacement X)
— U/S: user/supervisor , AFRASEE LA

— PAT/PWT/PCD/G: 554 cache 8%

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7

PFN ®

us [
R/W |-
P o

PWT |

PCD |~

5
<

6
(]

PAT




Paging

* IR SCA
— Movl 21, %eax (B#xIFHuk21) [2Bp%k$21)
— {R1% 8 page-table base register , fFi&Za1HIE
page table E#hit

— ¥KREY PTE thiit

* VPN_MASK = 0x30 (hex 30, or binary 110000)

* SHIFT = 4

(EB1z=5|8 64B , Page X/)v16B)

(VirtualAddress & VPN _MASK) >> SHIFT
PageTableBaseRegister + (VPN % sizeof (PTE))

VPN
PTEAddr

65



Paging

° ItuEERIR SO

1 // Extract the VPN from the virtual address

2 VPN = (VirtualAddress & VPN MASK) >> SHIFT

3

4 // Form the address of the page-table entry (PTE)
5 PTEAddr = PTBR + (VPN * sizeof (PTE))

6

7 // Fetch the PTE

8 PTE = AccessMemory(PTEAddr)

9

10 // Check if process can access the page

11 if (PTE.Valid == False)

12 RaiseException(SEGMENTATION FAULT)

13 else if (CanAccess(PTE.ProtectBits) == False)

14 RaiseException(PROTECTION_ FAULT)

15 else

16 // Access is OK: form physical address and fetch it
17 offset = VirtualAddress & OFFSET_ MASK

18 PhysAddr = (PTE.PFN << PFN SHIFT) | offset

j—
O

Register = AccessMemory(PhysAddr)



Paging

* A Memory Trace

int array[1000];

for (1 = 0; 1 < 1000; i++)
array[i] = 0;

0x1024
0x1028
Ox102¢
0x1030

prompt> gcc -0 array array.cC
prompt> ./array

movl $0x0, (%edi,%eax,4)
incl %eax

cmpl $0x03e8, $eax

jne 0x1024

-Wall -0

67



Paging

* DRAM footprint
_ 1E§i§@§'7‘£\|5—|_| PageTable[39]

64KB O O ] O O :1224
— Page X/ 1KB - 1124
— Page table M4/ roroe 1074

imit 1 KB 9::96 O 0000 0000 0000 0ooo [mo08lqo

— code }A 0x1024 - 40100 : - 7132

9:: lﬁ, VPN=1 % 40050 - 7282

— alray M 40000 FF = 40000 -—= ] O = = 7232

gll:.lxéu 44000 , g 1124—; Eg& - 4196

VPN=39 ~~ 42 g 1074 - - 4146

o S 1024 mmul, gul _ gub e ¥ w8 ® 0
40000/1024=39. 0 10 20 30 40 50

1 Memory Access

VB o %W o WallW E_ BN VU aly. | A -~

Page Table (PA)

Array (PA)

Code (PA)



Paging

* Pros:

— B E]AY fragmentation (3% page KN B
MK ERY page table 235, VA 4= AHEZE PA
FE4E)

~ Flexibility, VA SRS R SES

* Cons:
— Page table T FFHEAK
- BIMNRTFIAIR], SEItETE

69



Paging

* Page table BN E #R/ARBY [a] A
—iB1IXIE (FRIAIRAE)
- DARETEIAK

70



Paging: Faster Translations
(TLBs)

(Translation Lookaside Buffer)

71



Paging: Faster Translations (TLBs)

* B¥R:

— B ANR paging AEAFIHIR?
e HZE

- B4 BRE®E?

— FZ hardware AT 43257
- FE OS A7

72



Paging: Faster Translations (TLBs)

* Translation-Lookaside Buffer (TLB)
— Hardware support (old friend of OS)
— Part of memory-management unit (MMU)

— hardware cache of popular virtual-to-physical
address translations (VPN->PPN) (address-
translation cache)

- % B TLB, paging M virtual address HEFERE
FHHY

73



TLB Hit

CP_U TLB
Chip
g PTE
VPN 9
3 PA
CPU »y» MMU
| 0O
Data
(5

Cache/
Memory

A TLB hit eliminates a memory access



TLB Miss

CPU
TLB
Chip (4]
(2] PTE
VPN
3 O
] PTEA
CPU MMU Cache/
PA >, Memory
| o
Data
6

A TLB miss incurs an additional memory access
(PTE) 75

Fortunately, TLB misses are rare. Why?



Paging: Faster Translations (TLBs)

* Tiny Address Space Example
— VA space: 8-bit, one page: 16B

— Array: starting at VA=100 (VPN=06)

— VPN: 4-bit, VPO: 4-bit
— IWHETHICEBAY TLB pF

int sum = 0;

for (i = 0; i < 10; i++) {

}

sum += a[i];

I\
T

VPN =00
VPN =01
VPN =02
VPN =03
VPN = 04
VPN =05
VPN = 06
VPN = 07
VPN =08
VPN =09
VPN =10
VPN = 11
VPN =12
VPN =13
VPN = 14
VPN =15

Offset
00 04 08 1

2 16

b - - - -




Paging: Faster Translations (TLBs)

* Tiny Address Space Example
— VA space: 8-bit, one page: 16B

— Array: starting at VA=100 (VPN=0)

— VPN: 4-bit, VPO: 4-bit
- HE 5 TLB dnHH

I\
T

int sum = 0;

for (i = 0y 4 < 10y d++) {
sum += a[i];
}
;[i(&)_’];.a[B], a[7] (Spatial
B pit. fchs locality)

~ Page 1K, &/
=70% Spaft_ aEiETL

VPN =00
VPN =01
VPN =02
VPN =03
VPN = 04
VPN =05
VPN = 06
VPN = 07
VPN =08
VPN =09
VPN =10
VPN = 11
VPN =12
VPN =13
VPN = 14
VPN =15

Offset
00 04 08 1

2 16

b - - - -




Paging: Faster Translations (TLBs)

* Who Handles The TLB Miss?

— Hardware, or OS?
— BHA, #8= hardware &3 (REE0S) , TLBH
458 page table BY4IEHit
* E.g., intel x86 architecture

- i)bﬁ, software-managed TLB
* 3 TLB miss BY, #iH— exception
* AN kernel mode , 7£ handler & TLB miss
* Z2REEFIRESHR, EidiES, TLB hit
* E.g., MIPS R10k, Sun SPARK v9 (RISC)
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Paging: Faster Translations (TLBs)

* TLB Control Flow Algorithm (OS Handled)

1 VPN = (VirtualAddress & VPN MASK) >> SHIFT

2 (Success, TlbEntry) = TLB Lookup(VPN)

3 if (Success == True) // TLB Hit

4 if (CanAccess(TlbEntry.ProtectBits) == True)

5 Offset = VirtualAddress & OFFSET MASK

6 PhysAddr = (T1lbEntry.PFN << SHIFT) | Offset
7 Register = AccessMemory(PhysAddr)

8 else

9 RaiseException (PROTECTION FAULT)

10 else // TLB Miss

[
[

RaiseException(TLB MISS)

80



Paging: Faster Translations (TLBs)

* ERHALIE TLB miss FTlBILR:

— Flexibility: OS can use any data structure it
wants to implement the page table, without
necessitating hardware change.

— Simplicity: hardware doesn’t have to do much
on a miss

81



Paging: Faster Translations (TLBs)

* TLB Contents: What's In There?

- HATLB: 32, 64 3 128 entries , fully
associative ( £18i% )

- 5 W
* VPN | PFN | other bits
— Other bits:

* A Valid bit; iZ entry @& B MBYHLEEDF
— FR(EHAB TLB entries

— FIaNEIZTIEEY, E—MEFERY TLB entries %
Invalidate

» 3¢& TLB entries HE&H#HERE (ASID)
* Protection bits
* A Dirty bit 82
— page fault-> FAYMEY -> NAEEK page table-> BN



Paging: Faster Translations (TLBs)

n— P P—

virtual page number

page offset

virtual

TLBT (tag) TLBI (index)

|

address translation

v

address

¢H1H%E TLB .
TLBI HAGES

m— J P p-
1 T

T
physical page number

page offset

physical

Cache tag Cache index

Cache offset

address

83



Address Translation

* Components of the virtual address (VA)
— VPO: Virtual page offset
— VPN: Virtual page number
— TLBI: TLB index
— TLBT: TLB tag

* Components of the physical address (PA)
— PPO: Physical page offset (same as VPO)
— PPN: Physical page number
— CO: Byte offset within cache line
— CI: Cache index
— CT: Cache tag 8



Paging: Faster Translations (TLBs)

TLB
hit

cache
hit

n-— P p- 0
tirtual page numbefage offset virtual ~N
address
vali ta physical page
P nuumbor >TL
B
:@ J
' A v
physical page humbepage offset physical A
address
ta index
g
vali ta dat
o < a > Cach
e T e
e
3
4—(] v dat J o
a



Simple Memory System TLB

* TLB * Addressing
— 16 entries o | — 14-bit virtual addresses
— 4-way associative (2-bit) — 12-bit physical address

— Page size = 64 B (6-bit)

TLB TLBI
13 12 11 o 9 8 7 6 :5 4 3 2 1 0

VPN i VPO
Tag | PPN | Valid | Tag | PPN | Valid | Tag | PPN | Valid | Tag | PPN | Valid
0 03 ~ 0 09 | OD 1 00 - 0 07 | 02 1
1 03 | 2D 1 02 - 0 04 - 0 0A - 0
2 02 ~ 0 08 - 0 06 - 0 03 - 0
3 07 ~ 0 03 | OD 1 OA | 34 1 02 - 0




53] 2-4

Virtual Address
0x930A4 11

7

10 9 8 6 15 4 3 2 1
o000  o0j1 |11 )1 |0 |1 0|1 0 O
VPN VPO

VPN: ___ TLBI: __TLBT: __ TL;B Hit? ___ Page Fault? _ _

PPN:

11

10

9

8

7

6 5 4 3 2 1 0

PPO:

PPN

PPO

PA:

87



i3] 2-4 LXK

Virtual Address ;
Ox93bA 117 120 9 8 (7 6 5 4 3 2 1
0 0 0 0 1 1 1 1 0 1 0 1 0 0

VPN 5 § VPO

VPN: OxOf TLBI: 0x03 TLBT: 0x03 TLB Hit? __ Page Fault? _ _

11 10 9 8 7 6.5 4 3 2 1 0

PPN i PPO

PPN: PPO: PA:

88



3 2-4 FF

=z

w N = O

TLB

— 16 entries
— 4-way associative (2-bit)
°© MHERIEEAA (set) I, HAEK

* 16/4 = 4 (—%tPUZH, FRLATLBI 2-
bit) !

* Addressing
— 14-bit virtual addresses
— 12-bit physical address
— Page size = 64 B (6-bit)

TLB TLBI >

13 12 11 o 9 8 7 6 5 4 3 2 1 0

VPN > VPO
Tag | PPN | Valid | Tag | PPN | Valid | Tag | PPN | Valid | Tag | PPN | Valid
03 ~ 0 09 | OD 1 00 - 0 07 | 02 1
03 | 2D 1 02 - 0 04 - 0 0A - 0
02 ~ 0 08 - 0 06 - 0 03 - 0
07 ~ 0 03 | OD 1 OA | 34 1 02 - 0




i3] 2-4 LXK

Virtual Address
Ox030A4 117 120 9 8 7 6 5 4 3 2 1

0|0 |O 0 |1 111 |1 0 |1 0|1 |0 0

VPN § VPO

VPN: OxOf TLBI: 0x03 TLBT: 0x03 TLB Hit? Yes Page Fault?

No !
11 10 9 8 7 6 .5 4 3 2 1 0
0|l o110 1§ o/1/0 |20 0
PPN ; PPO
PPN: OxOD PPO: 0x14 PA:

0x354
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Simple Memory System Cache

* Cache o
. Cc CcoO
— 16 lines T
. i 11 10 9 6 5 4 1 0
— 4-byte line size
— Direct mapped
PPN PPO
Idx | Tag | Vali BO Bl B2 B3 Idx | Tag | Vali BO Bl B2 B3
d d
0 [ 19 | 1 |99 |11 |23 |11 | 8 [ 24 | 1 | 3A | 00 | 51 | 89
1 |15 | 0 - - - - 9 (2D | © - - - -
2 1B 1 00 02 04 08 A 2D 1 93 15 DA 3B
3 |36 | 0 - - - - B |[0B | O - - - -
4 | 32| 1 |43 | 6D | 8 |09 | C | 12| O - - - -
5 oD 1 36 72 FO 1D D 16 1 04 96 34 15
6 31 0o - - - - E 13 1 83 77 1B D3
7 16 1 11 C2 DF 03 F 14 0 - - - -




PA:
C C <— Cco —
0x354 |
11 10 9 8 7 6 5 4 3 2 1 0
o |o|1]|12 /01|10 0o |10 0
PPN PPO

92



i3] 2-5 £E

PA:
C C <— CO —>
0x354 |
11 10 9 8 7 6 5 4 3 2 1 0
o|lo0o|1/|12 01|10 o |10 0
PPN PPO

Offset: 0xO0 CI: 0x05 CT: 0xOD Hit? __ Byte: Ox

93



Simple Memory System Cache

* Cache o
. Cc CcoO
— 16 lines T
_ , 11 10 9 6 5 4 1 0
— 4-byte line size
— Direct mapped
PPN PPO
Tag | Vali | BO Bl B2 B3 Tag | Vali | BO Bl B2 B3
d d
0 [ 19 | 1 |99 |11 |23 | 11| 8 |24 | 1 | 3A | 00 | 51 | 89
1 |15 | 0 - - - - 9 [ 2D | O - - - -
2 1B 1 00 02 04 08 A 2D 1 93 15 DA 3B
3 |36 | 0 - - - - B | 0B | O - - - -
4 | 32| 1 |43 | 6D | 8 | 09| Cc | 12| o - - - -
5 oD 1 36 72 FO 1D D 16 1 04 96 34 15
6 31 0o - - - - E 13 1 83 77 1B D3
7 16 1 11 C2 DF 03 F 14 0 - - - -




Address Translation Example

PA:
C C <— Cco —
0x354 |
11 10 9 8 7 6 5 4 3 2 1 0
o |o|1]|12 /01|10 0o |10 0
PPN PPO

Offset: 0x0 Cl: 0x05 CT: Ox0OD Hit? Yes Byte:
0x36
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Paging: Faster Translations (TLBs)

* TLB Issue: Context Switches

— TLB H7EfiEEY 2 =7 process BY page table

— &4 context switch FBHE, |HRYEEFIMAIEETIE
— E.qg., #H#1EM P1 ]#2%E| P2, VPN=10 RIgEE®RD

entry

— BRRMZUAITE context switch BF4bE TLB ?

VPN | PFN | valid | prot
10 100 1 WX
_ _ 0 _
10 170 1 IrwX

0

96



Paging: Faster Translations (TLBs)

* TLB Issue: Context Switches
- #1. BEMBET TLB , EFHHA®

* OS : TR KizHIEM
* B BB TLB FRELMLES
° jAlE: TLB asH=[o|E 0, %RERE

— #2. address space identifier (ASID)
* AILURER PID SRIEfR

* AILIX 3 AR[E VA =(aEl, i

FEI

TLB , B A= &%EHIx

BT
VPN | PEN | valid | prot | ASID
10 100 1 rwx 1
_ _ 0 _ _
10 170 1 r'wx 2
— — 0 — — 97




Paging: Faster Translations (TLBs)

* TLB Issue: Context Switches
— 1~ VPN i5RE—" PFN (PPN)

- 5, AR THEHITTAREREE
* Fork

© HIZENE(E -> HERE

VPN | PEN | wvalid prot ASID
10 101 1 r-X 1

0 _
50 101 1 r-X 2
0 _
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Paging: Faster Translations (TLBs)

* Issue: Replacement Policy
— least-recently-used (LRU)
— random
— LRU R4 P ELEL random &
* FIEN#HFZEIE switch , LRU SEEMNHEVIAGPRER

99



Paging: Faster Translations (TLBs)

* A Real TLB Entry
— MIPS R4000: 32-bit address space, 4KB pages
— Software-managed TLB
— A TLB entry: 64 bits
— VPN: 20-bit, offset: 12-bit
— LR VPN 19 i, RARBRFRRER—%F, 5—-
kernel
— PFN: 24-bit , ¥ERFXZFFEI 64GB (224B)

[ ES
B
o

0 1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
VPN G ASID
PEN C |D}JV

100



Paging: Faster Translations (TLBs)

* A Real TLB Entry

— ASID: 8-bit, &% 256 MHIE

— A global bit (G): 2BHEELFIEHIEZ, WRIKE,
ASID #7ZB&

— Coherence bit (C): B cache tBx

~ Dirty bit (D)

— Valid bit (V)

- —f%8 32 5 64 N entry , DEFNEELS OS

6 27 28 29 30
VPN G ASID
PFN C D|V

101



Paging: Faster Translations (TLBs)

* A Real TLB Entry

- YNIES, 121ETLB
* TLBP: & TLB FEEFE—TIFEM translation

) A [y o -
3 4 2 Db {

9 10 11 12 13 14

15

16 17 18 19 20 21

TLBR: F—- TLB entry %£Z|FF2s
TLBWI: 5 AX— TLB entry
TLBWR: BENIE#—1 TLB entry

22 23 24 25 26 27 28

29 30 31

VPN

G

ASID

PFN

C

V

102



Paging: Faster Translations (TLBs)

* RAM ISN'T ALWAYS RAM (CULLER’S LAW)

— Random-access memory (RAM) , Bt Fifin)&it
E—f¥

HERYIR

— B[R

F[X

7B cache. TLB BNTETE, 1Al [E)HE

HIEREZE R fER K
RAM isn’t always RAM

_FEL19
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HIE S bR

* (Linux) 81N #1EE B S EIstE=S|8]
—ﬁ?ﬂ%?% — AN
* DI3R
- FMEEESHIINTIR (RRIMNAEFEXE)
- MMU EHE#HZES (PID) , AREFREINET1IR
— FRA MMU EEHINETIRYIAR], 1E|Bi%=z|7§7(¥mg 0OS =&,

FA#HIEZ OS T AEN#E (WF MMU 22 ID-> TIRXFZ
/l\ﬁi%%E’Jﬁjﬂ‘E‘t, AREBHNEHIZHER)

104



HIE S bR

* TLB
- WMHIETREEE HZE: Va->Pa, Va->Pb (REI#
RV EIILERE Va , (BXThEY47IEIEAR[E])
— &, BMRERENASR
* HIE B JEIHIZE A, invalidate TLB RERESH, MELFE
- i B, &% cache , LRSI EERT

— ASID (Address Space ID)
* 5 M#HE— ASID , ENER5l{E2=2 ASID+VPN

105



Paging: Smaller Tables

106



Paging: Smaller Tables

* [o]fi Paging 5BV R
- REIE (TLB iZE)
- FARE=ZEIK (7))

* 32-bit address space, 4KB pages, 4-byte page-table
entry

« — M#FE: 1M*4B=4MB
* 100 MHALHFE: 400MB

107



Paging: Smaller Tables

* Given:
— X86: 32-bit address space
4KB (2'?) page size, 4-byte PTE
— X86-64: 48-bit address space
4KB (2'?) page size, 8-byte PTE
* Problem:

— X86: Would need a 4 MB page table!
* 220%4 pytes (20bit = 32bit - 12bit)

— X86-64: Would need a 512 GB page table!
* 236 %8 pytes (36bit = 48bit - 12bit)

108



Paging: Smaller Tables

* Simple Solution : Bigger Pages
— Page size: 4KB -> 16KB
— —NHFE: 232/214 = 218 = 256K N entry , 1MB
= [g]
— 100 Mi#F 2. 100MB
— Al internal fragmentation
* BRELVSE— page , Balge RATHFAH—NES, R

* Page K, HIF5 paging 52 flexibility L%

109



Paging: Smaller Tables

* Hybrid Approach: Paging and Segments
— Paging: 4H¥UfE, TRIAFEK, EETERHIIZTE]
— Segment : MNE, TEIFFHE/D, EESHHIET(E]
— Hybrid: FAZHMNE
— &P multics /& Z— Jack Dennis £

110



Paging: Smaller Tables

* Hybrid Approach: Paging and Segments
— E.qg., 16KB address space, 1KB pages

PFN valid prot present dirty Virtual Address Space Physical Memory

[
-

r-X 1 0

code

heap

N
(GF)]

COoO~NOOP,WN=-O
CO~NOOP,WN=-O

P G Gy "y
P WN—=-O

stack

h ik ik b ok ek ek ek -k -k

PPN N
LN —=O

N
[e5)

PP OO OO OO OoOr OO O

=32 I I I O O O O =S O I
[ 1

e e T I A R T Y N (N N S = S T I |
el e T I E T T T T TR SR N = N R SR |
NN

~No

N
= Q0 + 1 1 1 0 0 0

wnN
ow

w
ui




Paging: Smaller Tables

* Hybrid Approach: Paging and Segments

— Segment: base+bound , BIEEINFESRF

* Code, heap, stack =4 segment , FHIttE =3
base+bound F1E28

* FEREFREEHAIEN =1 segment &
— 81 segment EiII—iKIi1k, bound AEEREHEH
HNERAREF
* EENEESEEMZTEIARTTA page table , FILAT &S]

* {iRi1% code segment RIEATERI= page (0, 1, 2) , ABA
code segment page table Ri2R=" entry , bound=3
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Paging: Smaller Tables

* Hybrid Approach: Paging and Segments
- BRIIZ\NFEE
— IFTEIRlRR
* MR=TEER (AT, MAREEST) , MRBAS
* WM AIN, SHEYMY fragmentation

113



Paging: Smaller Tables

* Nft4 Page Table ST RIS K?

- &1 VPN #FE—" entry
- BXPr L Z8HEHSEEL

/> PPN

FRIFAZD VPN, HH%

— i.e., Page Table XX 2#HilY, BRZ entry =

B, ANERATREXE]

— Solution: ZZpTiER, E4E=H entry Fr GBI 8]
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Paging: Smaller Tables

* Common solution
— multi-level page tables

— e.g., 2-level page table

* Level 1 table: 1024 entries,
each of which points to a
Level 2 page table.

* Level 2 table: 1024
entries, each of which
points to a page

Level 2
Tables
Level 1
Table
-

115



Paging: Smaller Tables

* Multi-level Page Tables

Linear Page Table

PTBR| 201 |

=%

€ S8 PFN

1] rx 12 -
1] rx 13 &
0 - : &€
1] rw 100 i
0 - . o
0 &
0 &
0 o
0 o
0 &
0 m
0 o
0 <
0| - - &
1] rw 86 &
1] rw 15 e

Multi-level Page Table

PDBR| 200 |

O
©
> PFN

. 1 201

~ (0 -

£ [0 :

ol B 204

The Page Directory

= ®
$ S8 PFN

> 1] rx 12 -
1| rx 13 &
0| - : &
1] rw 100 s

[Page 1 of PT: Not Allocated]

[Page 2 of PT: Not Allocated]

rw 86
rw 15

PFN 204




Multi-Level Page Tables: Hjas] I H %[

Virtual

MGIoTIP

/

VP 1023

VP 1024

VP 2047

Gap

Level 1 Level 2
page page
table tables
PTE O _— [ prEO
PTE 1

PTE 2 (null) PTE 1023
PTE 3 (null)
PTE 4 (null) BTE O
PTE 5 (null)
PTE 6 (null] PTE 1023
PTE 7 (null)
PTE 8 -
1023 null

(1K - 9) PTEs

null PTEs PTE 1023

32 bit addresses, 4KB pages,
4-byte PTEs

1023
nallocate
pages

i

VP 9215

AN

2K allocated VM

> pages
for code and
data

6K unallocated VM
> pages

1023 unallocated
pages

1 allocated VM
page

for the stack



Paging: Smaller Tables

n-1

VIRTUAL ADDRESS

p-1
s VPN1 |» WPN2 y VPN kK VPO
w
Leval 1 Lewal 2 Level k
Page Table Fage Tabla - Page Table
—
—m ¥
}—
rm-1 4. 1 ¥
PPN PPO

FPHYSICAL ADDRESS
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Paging: Smaller Tables

* A Detailed Multi-Level Example

— 14-bit virtual address space
— 8-bit for VPN, 6-bit for offset

— 4-byte PTE

0000 0000
0000 0001
0000 0010
0000 0011

— A linear page table: 256 entrie oo 0100

— Page table: 1KB (256*4B)
— Page 0, 1 -> code

— Page 4, 5 -> heap

— Page 254, 255 -> stack

0000 0101
0000 0110
0000 0111

1111 1100
1111 1101
1111 1110
1111 1111

code

code

(free)

(free)

heap

heap

(free)

(free)

... all free ...

(free)

(free)

stack

stack
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Paging: Smaller Tables

* A Detailed Multi-Level Example
— —{\page & 64B, #EHK 16 4 PTE
— BRLl—4RTiRE 16 P entry , {15 16(=256/16)
N VPN
— Page-directory index (PDIndex) /u VPN BYg] 4
I, AREMARETF—HKIIXRFTHIFE entry

VPN offset

1311211 [ 10| 9 8 7 6 5 4 3 2 1 0

Page Directory Index
120



Paging: Smaller Tables

* Page table index (PTIndex)
— VPN BY/EPEL, RZZRIIFKRAY index

VPN offset

13 (12 (11 |10 | 9 8 7 6 5 4 3 2 1 0

Page Directory Index Page Table Index
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Paging: Smaller Tables

* TERDIRE

Page Directory = Page of PT (@PFN:100)

Page of PT (@PFN:101)

PFN  valid? | PFN  valid prot PFN  valid prot
100 1 10 1 r-x - 0 —
— 0 23 1 r-X = 0 —
— 0 = 0 = = 0 —
S 0 = 0 — — 0 —
— 0 80 1 TW- — 0 —
— 0 59 1 IwW- - 0 —
— 0 - 0 —: - 0 —
— 0 = 0 = = 0 .
— 0 = 0 = = 0 o
m— 0 - 0 — - 0 —
— 0 - 0 = —~ 0 .
— 0 - 0 — - 0 —
— 0 - 0 — - 0 —
— 0 - 0 — - 0 —
— 0 - 0 — 55 1 IW-
101 1 - 0 — 45 1 IW-
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Paging: Smaller Tables

* More Than Two Levels

— 1£ VPN BIEX/93 %> PD Index

VPN offset
1 . | I
29|28|27(26(25|24|23|22|21(20(19|18]|17|16|15(14|13]|12|11|10( 9 514|3|2
L Il Il ]
1 | |
PD Index O PD Index 1 Page Table Index
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Paging: Smaller Tables

* Inverted Page Tables

~ VPN -> PPN, LLiRfRER, SNHHE => iaFrey

— 1B Pa E&&) *Uﬁﬁglgl%_) LEARFERR =>
— Inverted page tables (PPN->VPN)
- IRRERFEXZ VPN->PPN H&E#

— HEREFFEAKN, FTUFEERTINNEMRKINER

=, 5190 hash 25443
* e.g., IBM PowerPC

— Page table are just data structure. You can do

lots of crazy things on it.
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Summary

* Programmer’s view of virtual memory

— Each process has its own private linear address
space

— Cannot be corrupted by other processes

* System view of virtual memory

— Uses memory efficiently by caching virtual
memory pages
* Efficient only because of locality

— Simplifies memory management and
programming

— Simplifies protection by providing a convenient
Interpositioning point to check permissions



[=]p5

TLB
hit

cache
hit

>.TL
B

n-— P p- 0
tirtual page numbefage offset virtual ~N
address
vali ta physical page
P nuumbor
:@ J
—( v
physical page humbepage offset physical
address
ta index
g
vali ta dat
WY v &

 dat

} Cach
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IRELRS]

VA:14-
PA:12-

Page:64B

o]l
DIt

* TLB: [

¥iE, 16 items
* Cache: EizZR5Y, e

16 1M4H,
4B

e 2H

FETEK— RIS, RERR 9. 6.4 955 8K 6 77 R G 0 f 65 1B #0034 bt B9 9% AR 4 34 ot 4k
AR iR %47 . X TFREM B, #HEHUiME TLBRE., W3Etat, UKRENERF
FHE. HEWARE TLBAGH, BHERETHRI, BERETEHF ARG D, WREEFEAR
F, MFREMEFFHA"RER. MBART, ¥ FPPN"H“-"%k KR, MW CHHLHMD

Homz=E.
E#lil: 0x027¢
A. HE 903 1k A% X
¥ ¥ U 1 % 8 7 6 ¥ 4 5 2 1 o
R VI O 0 Tl N O A
B. it #%
¥ =1
VPN
TLB&3|
TLB#RiC
TLBfpH? (/&)
B B/H)

cacheliné #=eas

D. Y&t 5IH

FHwmE

KRG

RIFARIC

Fgarh? (R
iR Bl ) RAFF 1T




B. i it 8% D. Y3 sbht 5| H

- 5% 5 ¥
b
IRELRS] e —
e B %)
TLB fiE =
* Page:04B TLB&H? (/%) kil
_ : Bizarh? (R
* VA:14-bit (0x027c e T T

* PA:12-bit
* TLB: FUE8ZH+#HE, 16 items
* Cache: HiZME}, 16 14H, cacheline 4B

{1 BT PPN AR FRIE(E PPN 2L 4706 PPN 4 #fic6 PPN A2 | pRich AL RO K1 K2 B3
0 03 - 0 09 0D 1 00 - 0 07 02 1 0 19 1 99 11 23 11
1 03 2D 1 02 - 0 04 - 0 0A — 0 1 15 0 = = g R
2z |~ ] o || ~|a |®w]~| 0|0 = | 9 2{1B [ 1 | 00| 02 04 | 08
3] 07 - 0 03 0D 1 0A 34 1 02 - 0 3] 36 0 = = — ===
4 | 32 1 43 6D 8F 09

a) TLB: P4, 1614 H, MiHAREE 5 oD 1 % | % [ B0 |

6 | 31 0 — — —_ —_

VPN PPN A& VPN PPN &% o 16 1 11 2 DF 03

00 | 28 1 08 13 1 8| 24 1 3A 00 51 89

0l — 0 09 17 1 91| 2D 0 — —| — —

02 | 33 1 0A | 09 1 Al 2D 1 93 15 DA 3B

03 02 1 0B - 0 B| OB 0 - — — —

04 | — 0 0C - 0 C 12 0 — —_ — —

05 16 1 0D | 2D 1 D| 16 1 04 96 34 15

06 | — 0 OE 11 1 E| I3 1 83 97 1B D3

07 | — 0 OF | 0D 1 F 14 0 — —| — _

b) RR: RN THI 164 PIE D) BEEHE: 16N, 4TI, HiEmat



HIER

A. 00 0010 0111 1100 “ TLBT » «TLBI—
13 12 10 9 B8 1T 6 5 4 3 2 1 0
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