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Multiprogramming and Time Sharing

* Multiprogramming
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Time Sharing Implementation
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Multi-program -> Protection
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Multi-program -> Protection

* Address space
— COde Zigy =8 Program Code the code segment:

where instructions live
— i 1KB
—_— O the heap segment:
Sta C k é I Heap contains malloc’d data
dynamic data structures
- Heap X1
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(it grows upward)
the stack segment:
15KB contains local variables

arguments to routines,
Stack return values, etc.

16KB
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VM Overview



Virtual Memory

e Abstraction
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Virtual Memory

* Addresses
- Virtual address
- Logical address
- Physical address



Physical Addressing

* Attributes of the main memory

- Organized as an array of M contiguous byte-
sized cells

- Each byte has a unique physical address (PA)
started from O

* physical addressing

- A CPU use physical addresses to access
memory

* Examples

- Early PCs, DSP, embedded microcontrollers,
and Cray supercomputers
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A System Using Physical Addressing

Main memory

0:

1:

Physical addres<:

(PA) 3:
CPU >

Data word

e Used in “simple” systems like embedded microcontrollers
In devices like cars, elevators, and digital picture frames



Virtual Addressing

* Virtual addressing

- the Program accesses main memory by a
virtual address (VA)

* The virtual address is converted to the appropriate
physical address by hardware



Virtual Addressing

* Address translation

- Converting a virtual address to a physical
address

- Requires close cooperation between the CPU
hardware and the operating system
* HW: the memory management unit (MMU)

- Dedicated hardware on the CPU chip to translate
virtual addresses on the fly

* SW: A look-up table (MMU &JLLif18] )
- Stored in main memory
- Contents are managed by the operating system
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A System Using Virtual Addressing

Main memory

0:
CPU Chip 1:
Virtual address Physical addressgf
(VA) (PA) "
CPU/ MMU > 4:
yz 4100 5:

% 4
l 6:
7:
8:
M-1

Data word

* Used in all modern servers, desktops, and laptops
* One of the great ideas in computer science .



Address Space

* N-bit Address Space

- Virtual address space:
Set of N = 2" virtual addresses {0, 1, 2, 3, .., N-1}
- Physical address space:
Set of M = 2™ physical addresses {0, 1, 2, 3, ..,
M-1}

* Each object can now have multiple
addresses

- one physical address, one (or more) virtual
addresses



Virtual Memory

O 0 N N Tk N =

o FTENFZERFAR SR o7 st
- ¥TENH /B2 virtual address

#include <stdio.h>

#include <stdlib.h>

int main(int argc, char =xargv[]) {
printf ("location of code $p\n", (void *) main);
printf("location of heap $p\n", (void %) malloc(1l));
int x = 3
printf ("location of stack
return Xx;

$p\n", (void *) &x);

e 64-bit Mac OS .
- Jt& code, FAIFE heap , H= stack

location of code : 0x1095afe50
location of heap : 0x1096008c0O <
location of stack : 0x7fff691laeab4d



%3] 4-1

o IHE RPN ?

o K=21°(Kilo), M

=220(Mega), G=23°(Giga),
T=24(Tera), P=25(Peta), E=26(Exa)

#virtual address

#virtual address

Largest possible

bits (n) (N) virtual address
8
64K
232-1=7G-1
2°=256T

64




%3] 4-1 BER

e K=219(Kilo), M=22°(Mega), G=23°(Giga),
T=24(Tera), P=25(Peta), E=2°%(Exa)

#virtual address

#virtual address

Largest possible

bits (n) (N) virtual address
8 256 255
16 64K 64K-1
32 4G 41G-1
48 256T 256T-1
64 16E 16E-1




Memory API



Memory API

* Stack:

- BIERHTE

volid func () {
int x; // declares an integer on the stack




Memory API

* Heap .
- Malloc(), free()

int *Xx = malloc(l0 » sizeof(int));

free (x);

#include <stdlib.h>

void xmalloc(size_t size);



Memory API

* Malloc(), free() 2 system call
- A library call , C REERZE T —ENEIIRERFS

RIBEZDATAHRAE

- MFARF malloc KA/ VBE T BRI, BAK
B AR brk RGTIARXRIENRIAZIE, AEBaEC=IE
 JAREM system call : brk, mmap

- free BY , BRIRYNTFH

s

R EME

O

26 0s, MEFREERZRE

« RAFRBERE—MER/)\IIEE, MERBUESIRE

EEARE =Y IIEE,



Memory API

* brk
- IZ heap XA/)\HI system call , 82X heap end 3§
£t
- FEEERFEAR, —ERRTF2ECEYZEKRERIE B
o tkIMEREIT mmap RSEIRER
- EEFEAN A




Memory API

* Calloc()
- Malloc() + #8180
* Realloc()
- EfinEc=e], ¥ BT al
- Eﬁlﬂsﬁfﬁmﬁz |—PEXREV=IE], AEIEIHBSUEE S
g%, IR[OIFT=SEIRVIEE




VM Discussions



Why Virtual Memory (VM)?

* Uses main memory efficiently

- Use DRAM as a cache for the parts of a virtual
address space

* Simplifies memory management

- Each process gets the same uniform linear
address space

* |solates address spaces

- One process can't interfere with another’s
memory

- User program cannot access privileged kernel
information



Using Main Memory as a Cache

SRAM

DRAM

Disk




Using Main Memory as a Cache

* DRAM vs. disk is more extreme than SRAM
vs. DRAM

- Access latencies:
* DRAM ~10X slower than SRAM
* Disk ~100,000X slower than DRAM

- Bottom line:

* Design decisions made for DRAM caches driven by
enormous cost of misses



Design Considerations

* Line size? (Large vs. Small)

- Large, since disk better at transferring large
blocks

* Associativity? (Full vs. Direct)

- Full, to minimize miss rate (&18i&E /B1EiE | HiE
BR&T)

* Write through or write back? (WB vs. WT)

- Write back, since can’t afford to perform small
writes to disk



Page

* Virtual memory

- Organized as an array of contiguous byte-sized
cells stored on disk conceptually

- Each byte has a unique virtual address that
serves as an index into the array

- The contents of the array on disk are cached in
main memory



Page

* The data on disk is partitioned into blocks

- Serve as the transfer units between the disk

and the main memYripal memory

VP 0| Unallocat

0
pd

- virtual pages (VPs)VP 1] Cached

Physical memory

Uncached

Empty PP O

\

Unallocat

PP 1

pd

- physical pages (PPS) [cached

* or page frames

Empty

Uncached

Cached

Empty

e

PP 2me-1

M-1

VP 2nr-] Uncached

N-1

Virtual pages

stored on disk

(VPs) Physical pages (PPs)

cached in DRAM

3k



Page Attributes

* Unallocated:

- Pages that have not yet been allocated (or
created) by the VM system

- Do not have any data associated with them

- Do not occupy any space on disk.



Page Attributes

* Cached:

- Allocated pages that are currently cached in
physical memory.

* Uncached:

- Allocated pages that are not cached in physical
memory.



Enabling Data Structure: Page Table

* A page table is an array of page table entries
(PTEs) that maps virtual pages to physical pages.

- Per-process kernel data StrUCtU"EhinEa Am"’émory

Physical page (DRAM)
number or

Validisk address / VP 1 PP O
PTEd o null VP 2
— | VP 7
1 — VP4 |PP 3
1 —
0 Q.
1 — < _
0 null ~>{ Virtual memory
0 o | . (disk)
PTE 71 o =] . VP 1
Memory :ezilden*t\\ s VP 2
page tabie \\\ ~a
(DRAM) .. vP 3
The VP 4
VP 6
VP 7




( #M3€ ) RGP E BRPESH

o #WeH. ER. AT 1% (ZBAFI. IF)
o XMW, FHIIXM. ZLEM

B, B+

¢ LSM-Tree (ZEERF)

e BIZM (Trie &) . Radix Tree

e Skiplist

 Hash table

e (Hash is sort)

e Bitmap( fi.[& ), Bloom filter




Page Hit

. Page hit: reference to VM word that is in physical memory (DRAM cache hit)

Physical memory

Virtual Physical page DRAM
——address—— number or ( — )
Validisk address / B PPO
1 < - VP4 __ |PP 3
> 1 —
0 Q.
1 o/?\t/
0 null >{ Virtual memory
0 o | . (disk)
PTE 71 Ca0rul IR VP 1
Memory reside}l‘t\\ ISY VP 2
page table NN T~
(DRAM) .. VP 3
TSl VP 4
VP 6
VP 7




Page Fault

e Page fault: reference to VM word that is not in physical

memory (DRAM cache miss)

—adéleh

Virtual

Fess——

Physical memory

Physical page (DRAM)
number or TR
Validisk address / B PP O
1 ® — VP 4 PP 3
1 —
>1 0 Q.
1 L E\\
0 null >{ Virtual memory
0 o | . (disk)
PTE 71 Ca0ru IR VP 1
Memory reside}l‘t\\ ISY VP 2
page table NN T~
(DRAM) .. VP 3
TSl VP 4
VP 6
VP 7




Handling Page Fault

* Page miss causes page fault (an exception)

Physical memory

Virtuat Physical page (DRAM)
| gddress—— number or TR
Validisk address PP O
PTEd 0 null LA
— VP 7
1 — VP 4 PP 3
1 —
0 Q.
1 — < _
0 null >{ Virtual memory
0 o | . (disk)
PTE 711 o« "~ The VP 1
Memory reside}l‘t\\ ISY VP 2
page table NN T~
(DRAM) .. VP 3
TSl VP 4
VP 6
VP 7




Handling Page Fault

 Page miss causes page fault (an exception)
* Page fault handler selects a victim to be evicted (here VP 4)

Virtual

—address—

Physical memory

Physical page (DRAM)
number or TR
Validisk address / PP O
VP 2
12 < — VP4 |PP 3
1 —
v ) o
1 — < _
0 null >{ Virtual memory
0 NZA N (disk)
PTE 71 o« - N VP 1
Memory reside}l‘t\\ ISY VP 2
page table NN T~
(DRAM) .. VP 3
TSl VP 4
VP 6
VP 7




Handling Page Fault

 Page miss causes page fault (an exception)
* Page fault handler selects a victim to be evicted (here VP 4)

Virtual

—address—

Physical memory

Physical page (DRAM)
number or
Validisk address / VP 1 PP O
VP 2
PTE@ o null / T
1 « VP3 |PP3
1 —
v 1 ./‘
0 0\
0 null "~ Virtual memory
0 / X (disk)
PTE 71 o Y VP 1
Memory reside}l‘t\\ \\ VP 2
page table Sso s
(DRAM) ISR VP 3
~o VP 4
VP 6

VP 7




Handling Page Fault

Page miss causes page fault (an exception)
Page fault handler selects a victim to be evicted (here VP 4)
Offending instruction is restarted: page hit!

Physical memory

VP 7

Virtual Physical page (DRAM) PP O
L address—— number or
Validisk address / VP 1
VP 2
PTE@ o null / e oo 3
1 <« VP 3
1 —
> 1 — |
0 0\
0 null Virtual memory
0 ° / L. (disk)
PTE 711 « ~. B NN VP 1
Memory reside}ft\ VP 2
page table
(DRAM) N VP 3
-~ VP 4
VP 6



Allocating Pages

* Allocating a new page (VP 5) of virtual memory.

Physical memory

Physical page (DRAM)
number or
Validisk address / xg ;_ PP O
PTE@o null :/ VP 2
1 == VP 3 PP 3
1 o—
1 c/_
0 .
0 SR Virtual memory
0 e« (disk)
PTE7|1 /\\‘\\ N . VP 1
Memory resideént ~. >, 53
page table "~ .~
(DRAM) \\\ \\\ So VP 3
NN VP 4
N VP 5
VP 6
VP 7




Page Faults

* Swapping or paging

* Swapped out or paged out

* Demand paging( ZE T

Before fault

Memory

Page Table

Physical
Addresses

Virtual
Addresses

@

HEIAE --lazy)

After fault

Memory

Page Table

Virtual
Addresses

&




Servicing a Page Fault

(1) Initiate Block Read

* Processor Signals
Processor
Controller Reg
- Read block of length
P starting at disk Cache bio

address X and store
starting at memory
address Y

Memory-1/0O bus

/0O
controller

3k

Memory




Servicing a Page Fault

* Read Occurs

- Direct Memory
Access (DMA)

- Under control
of I/O
controller

Processor
Reg

Cache

(2) DMA Transfer

Memory

C

troller

—3

Disk Disk

N~

3k



Servicing a Page Fault

* | / O Controller
Signals Completion
- Interrupt processor

- OS resumes
suspended process

Processor
Reg

Cache

(3) Read

Done

Memory-1/O bus

Memory

/O

controller

‘ Disk

Ty
Disk

3k



Locality to the Rescue Again!

* Virtual memory works because of locality

* At any point in time, programs tend to
access a set of active virtual pages called
the working set

- Programs with better temporal locality will
have smaller working sets



Locality to the Rescue Again!

* If (working set size < main memory size)

- Good performance for one process after
compulsory misses

* If ( SUM(working set sizes) > main
memory size )
- Thrashing( El&g ): Performance meltdown

where pages are swapped (copied) in and out
continuously



Why Virtual Memory (VM)?

* Uses main memory efficiently

- Use DRAM as a cache for the parts of a virtual
address space

* Simplifies memory management

- Each process gets the same uniform linear
address space

* |solates address spaces

- One process can’t interfere with another’s
memory

- User program cannot access privileged kernel
information



VM as a Tool for Memory Management

Key idea: each process has its own virtual address space

- DERE ¥R MH. £E. RESESFREZFFENHETEEX, TEST
HERNAFZE—F; BIEN -> VIETTRREE, S EXERELX

- BN BRHAREEWMREFRAN, HEEZEESEAFH

Virtual

0 Physic
Address VP 1 — al
Space VP 2 > PP 2 | Addre
for SS
Process | , Space
1: Address i%R'ﬂe’g’d

o translation PP 6 on

Virtual orary
Address VP 1 B8 code)
Space VP 2
for Emn
Process

. N-1 M-1



VM as a Tool for Memory Management

* Memory allocation

- Each virtual page can be mapped to any physical page

- A virtual page can be stored in different physical pages at
different times

- AFERR, DENEERESZNANE, YIEAFIIRGIES

Virtual
Address
Space
for
Process
1:

Virtual
Address
Space
for

Process
o ™

0

N-1

N-1

0
V1 —0{
VP 2 > PP 2
Address
translation 7| _PP 6
—> PP 8
VP 1
VP 2
M-1

Physic
al
Addre
SS
Space
DRAM

(e.g., read-
Iy

library

code)



VM as a Tool for Memory Management

* Sharing code and data among processes
- Map virtual pages to the same physical page

Virtual
Address
Space
for
Process
1:

Virtual
Address
Space
for

Process
2:

0

N-1

0

N-1

0

VP 1

VP 2

PP 2

—
k

PP 6

VP 1

PP 8

translation 2
::::;":////’///j;

VP 2

Physic
al
Addre
SS
Space

l)§‘DRAM
g., read-

Ilbrary
code)



Simplifying Linking and Loading

* Linking
- Each program has

similar virtual
address space

- Code, stack, and
shared libraries
always start at the
same address

BNAPIEFEZ X
B SiZFFRTERY IR ht

Kernel virtual memory

0xc0000000

User stack
(created at runtime)

0x40000000

0x08048000

v
1

Memory-mapped region fc

shared libraries

T

Run-time heap
(created by malloc)

Read/write segment
(.data, .bss)

Read-only segment
(.init, .text, .rodata)

0

Unused

Memory
invisible t¢
user code

<« %esp

(stack
pointer)

<— brk

\Loaded
from

the
executable
file




Simplifying Linking and Loading

Memory
Kernel virtual memory {L"S‘gf'?‘:z:(
. 0xc0000000 User StaCk
o

LOad | ng (created at runtime) < 5

-execve() allocates ! (stack
virtual pages : pointer)
for .text and .data

Memory-mapped region for

sections ed re
shared libraries
= Ccreates PTEs 0x40000000
marked as invalid T
- The .text Run-time h <« brk
. un-time heap
and .dqta sections (created by malloc)
are copied, page by Read/write segment |Loaded
page, on demand by (.data, .bss) :Lom
. the
the virtual memory Read-only segment |executable
(.init, .text, .rodata) | [fil
SyStem 0x08048000 Je
Unused

0



Why Virtual Memory (VM)?

* Uses main memory efficiently

- Use DRAM as a cache for the parts of a virtual
address space

* Simplifies memory management

- Each process gets the same uniform linear
address space

* |solates address spaces

- One process can’t interfere with another’s
memory

- User program cannot access privileged kernel
information



VM as a Tool for Memory Protection

* Extend PTEs with permission bits

- The same physical page has different
permission for different process

Process i:
VP O:

VP 1:
VP 2:

Process j:
VP O:

VP 1:
VP 2:

(kernel/user mode) Physical
SUP READWRITE Address Address
No | Yes No PP 6 E':i c€
No Yes | Yes PP 4
Yes | Yes | Yes PP 2 > PP 2

: > PP 4
[ )
3 PP 6
SUP READWRITE Address / T
No | Yes No PP 9 / > PP 9
Yes | Yes | Yes PP 6
No | Yes | Yes PP 11 > PP 11




VM as a Tool for Memory Protection

* Page fault handler checks these before

remapping
- If violated, send process SIGSEGV (segmentation
fault)
Physical
Process i: SUP READWRITE Address Address
VP O: No | Yes | No PP 6 Space]
VP 1:i No | Yes | Yes PP 4
VP 2: Yes | Yes | Yes PP 2 > _PP2
> PP 4
SUP=Yes: Kernel A ®ijia] ) NP6
Process j: SUP READWRITE Address / 5P 8
VP O: No | Yes | No PP 9 / > PP 9
VP 1: Yes | Yes | Yes PP 6
VP 2: No | Yes | Yes PP 11 > PP 11
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