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Signals

* Unix signal
- BT #HEZ [ERVEE
— A higher-level software form of exception

— That allows processes and the kernel to
Interrupt other processes



The kill Program

* Kill program
— Is located in directory /bin/

— sends an arbitrary signal to another process
( F—EERIEHEIE, AILIERHMEENES)

e.g. unix> kill -9 15213
— sends signal 9 (SIGKILL) to process 15213.



Signals Type

* Signal @ BH— T #EEN—MNMER:
- RAFRETENMLENEH

* 8 signal type 3N RFZFHRIFE LT
- EEXNEGSRS
. %%EEE kernel By exception handler &8, [EERAF#HIE
NE
. :54%Erl1al RET MG, BXF exception WAL SHAR
T
=RV
38 kernel
* GRBHMARHIE

~d

. Ot



Hardware Events

* SIGFPE signhal (hnumber 8)

— If a process attempts to divide by zero, then
the kernel sends it a SIGFPE signal

* SIGILL signal (number 4)

— If a process executes an illegal instruction, the
kernel sends it a SIGILL signal.

* SIGSEGV signal (number 11)

— If a process makes an illegal memory
reference, the kernel sends it a SIGSEGV

signal.



Software Events

* SIGINT signal (number 2)

— While a process is running in the foreground
— if you type a ctrl-c
— then the kernel sends a SIGINT signal to the process

* SIGKILL signal (number 9)

— A process can forcibly terminate another process
— by sending it a SIGKILL signal

* SIGCHLD signal (number 17)

— When a child process terminates or stops,
— the kernel sends a SIGCHLD signal to the parent.




Linux Signals

> man signal

Number Name Default action Corresponding event
1 SIGHUP Terminate Termunal line hangup
2 SIGINT Termunate Interrupt from keyboard
3 SIGOQUIT Terminate Qut from keyboard
4 SIGILL Terminate Illegal instruction
5 SIGTRAP Terminate and dump core (1)  Trace trap
[ SIGABRT Terminate and dump core (1)  Abort signal from abort function
¥ SIGBUS Terminate Bus error
8 SIGFPE Terminate and dump core (1)  Floating point exception
9 SIGKILL Termunate (2) Kill program
10 SIGUSRI Terminate User-defined signal 1
11 SIGSEGYV Terminate and dump core (1)  Invalid memory reference (seg fault)
12 SIGUSR2 Terminate User-defined signal 2
13 SIGPIPE Termunate Wrote to a pipe with no reader
14 SIGALRM Terminate Timer signal from alarm function
15 SIGTERM Terminate Software termination signal
16 SIGSTKFLT Termunate Stack fault on coprocessor
17 SIGCHLD Ignore A child process has stopped or terminated
18 SIGCONT Ignore Continue process if stopped
19 SIGSTOP Stop until next SIGCONT (2)  Stop signal not from terminal
20 SIGTSTP Stop until next SIGCONT Stop signal from termunal



Linux Signals

* Linux RAHEENXT 64 M55

- AOJ§ES: WHAIELEYES, standard signal
* K EZ?#?#FBA, E50gesE%, LR EZRMEENES , #
’a‘~ REEURE]—R
S{EIEKXEH 1~31
- Té‘.éﬁ%‘ WIRAKLEES, real-time signal
* XFHBA , BEASEX, &AZDR, smuIUUKEIZ /DR
* S EEBEKXKEN 32~64



Linux Signals

* kill - EJLX;%EFEE%%

ARFR ERINTHE
1 SIGHUP i
2 SIGINT FlAT
3 SIGQUIT BH
4 SIGILL EEED
5 SIGTRAP W akfaftE <
6 SIGABRT abort R HEMIES
7 SIGBUS IEERTFISIA)
8 SIGFPE FRRE
9 SIGKILL kill (5 REEW BB, ANIBFIPHE
10 SIGUSR1 BRES1
11 SIGSEGV TR ATFIAIE
12 SIGUSR2 BFRiES2
13 SIGPIPE BB, RAERENEESHIE
14 SIGALRM alarm RHMES
15 SIGTERM KIHES

16 SIGSTKFLT s



Linux Signals

BB 2R RRRE BRIATH{E
17 SIGCHLD FHIZR ERINZBE
18 SIGCONT SR LT

19 SIGSTOP HIE(ZLE gﬁ‘é 2B SIEFIFR
20 SIGTSTP HIE(=1E

21 SIGTTIN HIEELE, FaHIEMRIRIEEIER

22 SIGTTOU HIEELL, FEeREERIRES HRIER

23 SIGURG /0 B E2ERAHAIHIE ZINZBE
24 SIGXCPU HFEH CPU Bia] & EHA

25 SIGXFSZ XNV LR

26 SIGVTALRM REABY £iEE A

27 SIGPROF profile BY$iBRY

28 SIGWINCH BOAK/ N ERINZBE
29 SIGIO /O tH%

30 SIGPWR *A ZINZBE

31 SIGSYS ANKERRE
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Signal Terminology

* Two steps to transfer a signal to a
destination process
— Sending a signal
— Receiving a signal
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Sending a signal

* The kernel
- 7§J§E (f£1x) 55 2IBirHiE
 EEIRHEHEN L TXFHNELRSHITIEE
* EEFENIRRA:
—ﬁ%#ﬁ
* WEeER (Ctrl+C)
— V\]ff%ﬁﬁﬂﬂéu%/l\%éﬁfa#
* FIEORRLL O, FHIERILTH
- L%zﬂﬁﬂit'ﬁ? AR (0 kill)

* kill() , raise() , sigqueue(), alarm(), setitimer() ,
abort()

* IERRGBINHEAES
* HIEEFLIRIZESHRED
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Sending a signal

* kill() : BFmE#HESHIZEALIEES,

* sigqueue() : REEE—MHEIERIXES, FEEAHIZH
REES; FEIMNEESIEL, 5 sigaction() A&
A, BAMZFIFXERESNAIX;

* alarm() : BFARA#EIEIEENB)G AL SIGALARM 15
=,

* setitimer() . 1IEEEMNES, 1THAZIFLEHIZRIE
SIGALRM {55, IhgEtk alarm EEK;

* abort() : AHIELRIESIGABORT 55, BINHIESRE
B,

* raise() : AFRHEBERIXES;
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Receiving a signal

* BiriERiES
— BAL: S#HEEMPIZS NI E R P S

—- AAESERENIZAIER, FrLUXBIA] LIMEZ B A&0X

SLHRIFEES (WEIARE) ;
- ZHRTIFERPSEE, RarERnEs

ANE

AHANRZS, TREFEES; kil 2RGAR)

- ERIZAS, signal E5EER;
- ITAPE, signal FIBXRXMREIKRIVE S EPIE

=a B .
TEI—:I—)
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Receiving a signal

* WFREINGES, #IERILB 3 MOELI
— Ignore the signal
— Terminate
— Catch the signal

* by executing a user-level function called a signal
handler

16



Pending Signal

* Pending signal
- BEAE, BEX&EERSHNES, UM pending signal
* Only one
— At any point in time,
— there can be at most one pending signal of a particular
type
* Not queued
— If a process has a pending signal of type k

— then any subsequent signals of type k sent to that
process are not queued

— they are simply discarded.
* A pending signal is received at most once.
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Blocking a Signal

* HIERLUEREY block S S RIIEIR
* 3—MM55% block BY

— AT LLRIX

— {82 pending signal A*SFIES

— HEZi#FE unblock Xf# signal
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Internal Data Structures

* For each process, the kernel maintains

— the set of pending signals in the pending bit
vector

— the set of blocked signals in the blocked bit
vector

* The kernel sets bit k in pending
— whenever a signal of type k is delivered

* The kernel clears bit k in pending
— whenever a signal of type k is received.

19



Process Groups

* AJUAREXESH—EiHIE
— Unix AFIRIE—ELIXESHLZ N HIENE
- XEEAHIEKFI T HIZH (process group , pg)
* ENARENET— N AESE
- HEHA— M ER SN (H#EHID, pgid)
* BIANERT, BB #ARER FE—1 i
F22H

20



Process Groups

#include <unistd.h>
pid_t getpgrp(void);
returns: process group ID of calling process
#include <unistd.h>
pid_t setpgid(pid_t pid, pid_t pgid);
returns: 0 on success, -1 on error

* setpgqid
— {E#HIZ pid BUFHFIEH IR E N pgid
— 1R pid=0, FFEIEIRIHIZ
— 30K pgid=0, BAWZA pid {FAH#IZA ID
- “HiIl']p” =



setgpid Function

e.g. setpgid(oe, 0);
— Suppose process 15213 is the calling process,

— then this function call

* creates a new process group whose process group
ID is 15213

* adds process 15213 to this new group.

22



The kill Program

* Kill program
— Is located in directory /bin/

— sends an arbitrary signal to another process

e.g. unix> kill -9 15213
— sends signal 9 (SIGKILL) to process 15213.

23



The kill Program

* Sending signals to
process group by Kkill
— Using a negative PID

— Which causes the signal to
be sent to every process in
process group PID

e.g. unix> kill -9 -15213

— sends a SIGKILL signal to
every process in process
group 15213.

linux> ./forks 16
Childl: pid=24818 pgrp=24817
Child2: pid=24819 pgrp=24817

linux> ps

PID TTY TIME CMD
24788 pts/2 00:00:00 tcsh
24818 pts/2 00:00:02 forks
24819 pts/2 00:00:02 forks
24820 pts/2 00:00:00 ps
linux> /bin/kill -9 -24817
linux> ps

PID TTY TIME CMD
24788 pts/2 00:00:00 tcsh
24823 pts/2 00:00:00 ps

linux>

24




Sending Signals from the Keyboard

* Job
— An abstraction used by Unix shells

— To represent the processes

* that are created as a result of evaluating a single
cmdline

— At any point, there is at most one foreground
job and zero or more background jobs

e.g. unix> 1ls | sort

- a foreground job consisting of two processes
connected by a pipe

25



Sending Signals from the Keyboard

* The shell creates a separate process
group for each job

— Typically, the process group ID is taken from
one of the parent processes in the job

26



Sending Signals from the Keyboard

pid=20

pgid=20 pgid=32

\ Background Background
process process
@ @ group 32 group 40
pid=21 pid=22
pgid=20 pgid=20
Foreground
process

group 20

27



Sending Signals from the Keyboard

* Typing ctrl-c at the keyboard
— causes a SIGINT signal to be sent to the shell
— The shell catches the signal

— Then sends a SIGINT to every process in the
foreground process group

— The result is to terminate the foreground job
(default)

28



Sending Signals from the Keyboard

* Typingcrtl-z
— sends a SIGTSTP signal to the shell
— The shell catches the signal

— Sends a SIGTSTP signal to every process in
the foreground process group

— The result is to stop (suspend) the foreground
job (default)

29



Example of ctrl-c and ctrl-z

bluefish> ./forks 17
Child: pid=28168 pgrp=28107

Parent: pid=28107 pgrp=28107

<types ctrl-z>
Suspended
bluefish> ps w

PID TTY STAT
27699 pts/8 Ss
28107 pts/8 T
28108 pts/8 T
28109 pts/8 R+
bluefish> fg
./forks 17
<types ctrl-c>
bluefish> ps w

PID TTY STAT
27699 pts/8 Ss
28110 pts/8 R+

TIME
0:00
0:01
0:01
0:00

TIME
0:00
0:00

COMMAND
-tcsh
./forks 17
./forks 17
ps w

COMMAND
-tcsh
ps w

STAT (process state)
Legend:

First letter:
S: sleeping
T: stopped
R: running

Second letter:
s: session leader
+: foreground proc

group

See “man ps” for more
details

Fg: resume the most
recently suspended or
backgrounded job



Sending Signals with kill Function

#include <sys/types.h>
#include <signal.h>
int ki1ll(pid_t pid, int sig);
returns: 0 if OK, -1 on error

* If pid Is greater than zero,

— then the kill function sends signal number
sig to process pid

* If pid is less than zero

— then kill sends signal sig to every process
In process group abs(pid)

31



1 #include "csapp.h"

2

3 1int main()

4 {

5 pid_t pid;

6

7 /* child sleeps until SIGKILL signal received */

8 if ((pid = Fork()) == 0) {

9 Pause(); /* wait for a signal to arrive */

10 printf("control should never reach here!
\n");

11 exit(0);

12 }

13

14 /* parent sends a SIGKILL signal to a child */
15 Kill(pid, SIGKILL);
16 exit(0);



Receiving a Signal

© SoRFAF:

— HARZM— exception handler A

— MEEASERKIEHINR T L #HE p i

Proces Proces

sA

l

user

code
kernel

code
user

code
kernel

code
user

code

Tim

S

} context

switch

context
switch
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Receiving a Signal

* Actions

— kernel checks the set of unblocked pending
signals (pending & “blocked)

— If this set is empty (the usual case)

* then the kernel passes control to the next

instruction (l__..)in the logical control flow of p.

— However, if the set is nonempty

* then the kernel chooses some signal k in the set
(typically the smallest k)

* and forces p to receive signal k.

AR RES—EREAES, RESMRESEARBPE
BY, mift%k BRI UMESLIEITA



Receiving a Signal

The receipt of the signal triggers some action by
the process.

* Once the process completes the action, then

control passes back to the next instruction (I, ;)

In the logical control flow of p.

(1) Signal received (2) Control passes
by process | to signal handler

cur Y

next (3) Slgnal
\ handler runs

(4) Signal handler

{ returns to

next instruction

35



Nested Signal Handlers

* Handlers can be interrupted by other handlers
* (BW; B LE—EEM kernel->usr space FH#ANES
WIEFERF)

Main program Handler S Handler T

l (2) Control passes
Icurr

(1) Program to handler S
catches signal s (4) Control passes
(3) Program to handler T
(7) Main program hext catches signalt Y >
(6) Handler S v (5) Handler T
returns to returns to
main handler S

program



Receiving a Signal

* Each signal type has a predefined default
action, which is one of the following:
— The process terminates.
— The process terminates and dumps core.

— The process stops until restarted by a
SIGCONT signal.

— The process ignores the signal.

37



Receiving a Signal

* SIGKILL

— The default action is to terminate th
receiving process

* SIGCHLD
— The default action is to ignore the si

e

gnal.

— NRAGHTZIAA wait() , N=UEOFFILIE

X MES

38



Receiving a Signal

* A process can modify the default action
associated with a signal

— by using the signal function

— The only exceptions are SIGSTOP and SIGKILL,
whose default actions cannot be changed.

39



Signal Function

#include <signal.h>
typedef void (*signalhandler_t)(int);

signalhandler_t signal(int signum, signalhandler_t

*handler)

returns: ptr to previous handler if OK,
SIG_ERR on error (does not set errno)

* A typedef YEFIRRE N — PR H R
signalhandler t

* Three ways to change default actions:
— If handler is SIG IGN, then signals of type signum are
ignored.
— If handler is SIG DFL, then the action for signals of type
signhum reverts to the default action.
— Otherwise, change action to handler (called signal
handler)




Signal Function

* Installing the handler

— Changing the default action by passing the
address of a handler to the signal function

* Catching the signal
— The invocation of the handler

* Handling the signal
— The execution of the handler

41



©OoONOGOOOG A~ WDNRE

10
11
12
13
14
15
16
17
18

#1

nclude "csapp.h"

void handler(int sig) /* SIGINT handler */

{

printf("Caught SIGINT\n");

exit(1);

}
in

{

}

¢

\>

t main()

/* Install the SIGINT handler */

if (signal(SIGINT, handler) == SIG_ERR)
unix_error("signal error");

pause(); /* wait for the receipt of a signal */

exit(0);

Z@. XPMEFERHRM status %
?



Signal Function

* Handling the signal
- HHEERER T —TEREANKNES
— K 3 RZE9 handler ERIEEE0E
* K{EA handler W&#EI#HE
— 3 handler HI4T7E)EM return 1548
* IFHINEEC]E BRI HIR
- BEXIROMW signal iU RTRIAIE
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Signal Function

* [E— handler KZR T LA F IR REIZEE Y
E"?
— FRLAAEE signal LEMENS T HE

44



Sending Signals With the alarm
Function

#include <unistd.h>

unsigned int alarm(unsigned int secs);

returns: remaining secs of previous alarm, or 0O if no previous
alarm

* Arranges for the kernel to send a SIGALRM signal to
the calling process in secs seconds.

* |If secs IS zero
— then no new alarm is scheduled.

* The call to alarm
- EGEIEEAFLRIERN (pending ) [®¥
— JR[EZH pending alarm X FIRAIFLER
— WIR&E pending alarm , iX[E] 0

45



1 #include "csapp.h"

2 void handler(int sig)

3 {

4 static int beeps = 0O;
5 printf("BEEP\n");

6 if (++beeps < 5)

7 Alarm(1); /* next SIGALRM will be delivered in 1s */
8 else {

9 printf("BOOM!\n");
10 exit(0);

11}

12 }

13 int main()

14 {

15 Signal(SIGALRM, handler); /* install SIGALRM handler */
16 Alarm(1l); /* next SIGALRM will be delivered in 1s */

17

18 /* signal handler returns control here each time */

19 while (1);

20 exit(0);

21 }



linux>
BEEP
BEEP
BEEP
BEEP
BEEP
BOOM!

/Jalarm
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26

code/ecf/counterprob.c
#include "csapp.h"
B —PMRAERERACTRL - IMRBBRREAE - NP TFHEPHIHNE. REEREXR LKL
int counter = 0; —NEhH, RYHR#BRE- M EREPY, FHUXEBNGEAERFA -1 2REE
counter fi—, EFHBRLEZE, XKABRTUREINE R, AT, YW EREK LEZ/THE 841
void bandler(int S18) wypifefret, KA YR #EMA printf B, counter MUK L2, HETHEHNKAELE

{ 4 ‘ j ) 5 3 o)
counters+; TSAGE. WRER, HEIRBH. FERBINMEEAGLSRD
sleep(1); /* Do some work in the handler */
return;

}

int main()

{
int i;

Signal (SIGUSR2, handler);
if (Fork() == 0) { /= Child %/
for (i = 0; i < 5; i++) {
Kill(getppid(), SIGUSR2);
printf ("sent SIGUSR2 to parent\n");
}
exit(0);
3
Wait (NULL) ;
printf ("counter=7%d\n", counter);
. exit(0); 48

code/ecf/counterprob.c



IR EHR ]

* 51 HENBAIXEXIET, 45
SIGINT — NI RKIEY ---- HS SR E! E’JE—jYEI’\J
=

* EEFE1TEY, kill -2 pid , ZREMSFTENHE
BB EIR R ARIEEX

* IREHAENZEHNAEA. ERRAFET
ﬁEIjJHI:n T%FE)&—T‘—
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HIER

#include <stdio.h>
#include <math.h>
#include <signal.h>

void printmaxprime(int signum);
static long int maxprime;
void main()

{
long int x=100,i,a,d=2000000000;
signal (SIGINT, printmaxprime);
for (x;x<=d;x++)
{
a=sqgrt(x);
for(i=2;i<=a;i++)
if(x%i==0) break;
if(i>=a)
{
maxprime = x;
//printf("maxprime is
}
}
}

void printmaxprime(int signum)
{

printf("maxprime is %d\n", maxprime);

$d\n", maxprime);

50



Signal Handling Issues

* Pending signhals can be blocked

— Unix signal handler —fi =R H I EEMIRES
Bl —ZE A8 pending signals

* Pending sighals are not queued
- EHUREM L, §—MESHKEZITN—1 bit, Ff
LUHEEIERE /| L5, TEIERKTILTES
- EZMNRUBELAR pending signal R 2= &
EFT

51



Signal Handling Issues

* System calls can be interrupted

— Slow system calls
* read, wait, and accept

— On some systems
* H—LE slow system call #{E= K5, signal handler
R T —NMESHIHTAEMIROG, system call AL
SZHITT
* MEIZREIFAFRER, HIKELRTE errno Kk
* FIUNEIEIREIAY sleep , BIREIRATIR[D]
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14 int main()

15 {

16 int i, n; char buf[MAXBUF];

17 if (signal(SIGCHLD, handlerl) == SIG_ERR)
18 unix_error("signal error");

19

20 /* parent creates children */

21 for (1 =0; i< 3; 1++) {

22 if (Fork() == 0) {

23 printf("Hello from child %d\n", (int)getpid());
24 Sleep(1),;

25 ex1it(0),

26 }

27 }

28 /* parent waits for term. input and then processes it
*/

29 if ((n = read(STDIN_FILENO, buf, sizeof(buf))) < 0)

30 unix_error("read");

31

32 printf("Parent processing input\n");

33 while (1) ;

34

35 exit(0);

206 1



#include "csapp.h"

void handleri(int sig)

{
pid_t pid;

unix_error("waitpid error");
printf("Handler reaped child %d\n",
10 Sleep(2);
11 return;

©OCoONOGOCUGA~,WNERE

if ((pid = waitpid(-1, NULL, 0)) < 0)

(1nt)pid);

54



linux> ./signall

Hello from child 10320
Hello from child 10321
Hello from child 10322
Handler reaped child 10320
Handler reaped child 10322
<cr>

Parent processing input
<ctrl-z>

Suspended

linux> ps
PID TTY STAT TIME COMMAND

10319 p5 T 0:03 signall
10321 p5 Z 0:00 signall <zombie>
10323 p5 R 0:00 ps



©OCoONOGOCUGA~,WNERE

#include "csapp.h"

void handler2(int sig)

{
pid_t pid;

while ((pid = waitpid(-1, NULL, 0)) > @)

printf("Handler reaped child %d\n",
if (errno != ECHILD)
unix_error("waitpid error");
Sleep(2);
return;

(1nt)pid);

56



linux> ./signal2

Hello from child 10378
Hello from child 10379
Hello from child 10380
Handler reaped child 10379
Handler reaped child 10378
Handler reaped child 10380
<cr>

Parent processing input

o/



sigaction Function

#include <signal.h>
int sigaction(int signum,
struct sigaction *act,

struct sigaction *oldact);
returns: 0 if OK, -1 on error

struct sigaction {

void (*sa_handler)(); /* addr of signal

handler,
or SIG_IGN, or SIG DFL */

sigset_t sa mask; /* additional signals to block */
int sa_flags; /* signal options */

}

58




sigaction Function

* Int sigaction(int sighum, const struct
sigaction *act, struct sigaction *oldact);
— signum : Z12{ERY signal 55,
— act : I&EX signal ESHVFAER T,
— oldact : [REMESHIIER I
—R[EE: 0 "R, -1 REBEIRAE

59



{

(o) a ~r WODN PR

00

10
11
12 }

handler_t *Signal(int signum, handler_t *handler)

struct sigaction action, old_action;

action.sa_handler = handler;

/* block sigs of type being handled */
sigemptyset(&action.sa_mask);

/* restart syscalls if possible */
action.sa_flags = SA_RESTART;

if (sigaction(signum, &action, &old_action) < 0)

unix_error("Signal error");
return (old_action.sa_handler),

60



signhal() vs. sigaction()

* signal() : A"EZFHESEZEER, TERATIFE
HES &L,
* sigaction(): ZIFSSEBER, FJHTFREES

F“l)l:l:.
ﬁﬁ)

61



Signal Function

* HBEIEFEHRIENES KRB FK
- B S TAH

* EFTBRRASH signal SRR, (ESEPASITFHF
BA

* WP ARSIER, =Er UM EBhEMHRN
17

ATl
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Signal Function

* —HI1Ed signal IEBUEME S I AIB IR K
¥, BBEYBXAR signal X, HiE
handler ¥4 SIG IGN 8¢ SIG DFL 7 8EEGH
- SIG_IGN : ZBI&ES
— SIG_DFL : MmEINGIELAT

63



Explicitly Blocking Signals

#include <signal.h>

int
int
int
int

int

Int

sigprocmask(int how, const sigset_t *set,

sigset_t *oldset)
sigemptyset(sigset_t *set) ;
sigfillset(sigset t *set);

sigaddset(sigset_t *set, int signum);
sigdelset(sigset_t *set, int signum);

Return: 0 if OK,

-1 on error

sigismember (const sigset_t *set, int signum);

Returns: 1 if member, 0 if not,

-1 on error
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Explicitly Blocking Signals

* sigprocmask

— E&Qél Bl A
RS

F&1EI ?z

& (blocked signal set) B

— SIG_BLOCK: add the signals in set to blocked
(blocked = blocked | set )

— SIG_UNBLOCK: Remove the signals in set from
blocked (blocked = blocked & ~set)

— SIG_SETMASK: blocked = set

— If oldset is non-NULL, the previous value of the
blocked bit vector is stored in oldset

65



Explicitly Blocking Signals

* Signal set

— Set manipulations are provided by the rest of
the functions

* Sigemptyset . FsetE—1bitiENO
* Sigfillset : ¥ set&—bitigEN 1

* Sigaddset : 7f set HEM— 1M EikiES

* Sigdelset : £ set FIENMBFE— P REHRIES

66



Explicitly Blocking Signals

N O bW NN -

10
11

sigset_t mask, prev_mask;

Sigemptyset (&mask) ;
Sigaddset (&mask, SIGINT);

/* Block SIGINT and save previous blocked set */
Sigprocmask (SIG_BLOCK, &mask, &prev_mask);
// Code region that will not be interrupted by SIGINT

/* Restore previous blocked set, unblocking SIGINT */
Sigprocmask (SIG_SETMASK, &prev_mask, NULL);
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Linux S IRIEFEM S

* WEREFSEREFAL, HERFNZ
tErTRE B AE 4L ;

= /IR =
EEE:

A

* WA AW E SRS E A EANER;

* FAEINRFERERESLEEX
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Guidelines for Writing Safe Handlers

* GO: Keep your handlers as simple as
possible
— e.g., Set a global flag and return

* G1: Call only async-signal-safe functions in
your handlers

- EAZAEANN (FlIINRipnlEHTE) , BEATREH
5 5 A IEIE T

— printf, sprintf, malloc, and exit are not
safe!

* G2: Save and restore errno on entry and
exit
— So that other handlers don’t overwrite your
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Guidelines for Writing Safe Handlers

* G3: Protect accesses to shared data structures
by temporarily blocking all signals.

— To prevent possible corruption

* G4: Declare global variables as volatile

— To prevent compiler from storing them in a
register

— Cannot get the updated value
* Gb5: Declare global flags as volatile
sig_atomic_t

— flag: variable that is only read or written (e.qg. flag
= 1, not flag++)

— Flag declared this way does not need to be .,
protected like other globals



Safely Generating Formatted Output

* Use the reentrant SIO (Safe I/O library) from
csapp.c in your handlers.
— ssize_t sio_puts(char s[]) /* Put string */
— ssize_t sio_putl(long v) /* Put long */
— vold sio_error(char s[]) /* Put msg & exit */

void sigint_handler(int sig) /* Safe SIGINT handler */
{

Sio_puts("So you think you can stop the bomb with ctrl-c, do
you?\n");

sleep(2);
Sio_puts(“Well...");
sleep(l);
Sio_puts(“OK. :-)\n");
_exit(0);

}




volatile long counter = 2;

void handlerl(int sig)

Sigfillset (&mask) ;

]

2

3

> B AL c

é p 5 sigset_t mask rev_mask;
Eig:—v \-—;] gset_ » prev_ H

6

i

8

Sigprocmask (SIG_BLOCK, &mask, &prev_mask); /* Block sigs */

o 9 Sio_putl(--counter);
|:§IJ$E’ 10 Sigprocmask (SIG_SETMASK, &prev_mask, NULL); /* Restore sigs */
11
FURILEE 0, oo

HAa? .

15 int main()

16 {

17 pid_t pid;

18 sigset_t mask, prev_mask;

19

20 privtf(*%1d", counter);

21 fflush(stdout) ;

22

23 signal (SIGUSR1, handler1l);

24 if ((pid = Fork()) == 0) {

25 while(1) {};

26 }

27 Kill(pid, SIGUSR1);

28 Waitpid(-1, NULL, 0);

29

30 Sigfillset (&mask) ;

31 Sigprocmask (SIG_BLOCK, &mask, &prev_mask); /* Block sigs */
32 printf("%1d", ++counter);

33 Sigprocmask (SIG_SETMASK, &prev_mask, NULL); /* Restﬁie sigs */
34

35 exit(0);



Nasty Concurrency Bugs

10 int main(int argc, char **argv)

11 {

12 int pid;

14 Signal(SIGCHLD, handler);

15 initjobs(); /* initialize the job list */
16

17 while(1) {

18 /*child process */

19 if ((pid = Fork()) == 0)

20 Execve(”/bin/1s”, argv, NULL);

21

22 /* parent process */

23 addjob(pid) ; /* Add the child to the job list */
24 }

25 exit(0)

26 }



Nasty Concurrency Bugs

1 void handler(int sig)

2 {
3 pid_t pid ;
/*reap a zombie child */
4 while (pid = waitpid(-1, NULL, WNOHAN) > 0)
/* delete the child from the job list */
5 deletejob(pid);
6
7 if (errno != ECHILD)
8 unix_error(“waitpid error”) ;
9 }
ZEFEt4

bug?
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Nasty Concurrency Bugs

* Incorrectly sequence of events

— Parent executes fork and kernel schedules
the newly created child

— Child terminates and kernel delivers a
SIGCHLD signal to parent

— Parent receives the SIGCHLD signal and runs
the signal handler

— Signal handler calls deletejob
— Parent return from fork and calls addjob

FIEF 2B job #H1TH
B! 75



1 void handler(int sig)

2 {
3 pid_t pid ;
/*reap a zombie child */
4 while (pid = waitpid(-1, NULL, WNOHAN) > 0)
5 deletejob(pid); /* delete the child from the job list */
6 if (errno != ECHILD)
7 unix_error(“waitpid error”) ;
8 }
9

10 int main(int argc, char **argv)

11 {

12 int pid;

13 sigset_t mask;

14

15 Signal(SIGCHLD, handler),

16 initjobs(); /* initialize the job list */
17



18 while(1) {

19 Sigemptyset (&mask);

20 Sigaddset(&mask, SIGCHLD);

21 Sigprocmask(SIG_BLOCK, &mask, NULL);

22 Block SIGCHLD
23 /*child process */

24 if ((pid = Fork()) == 0) {

25 Sigprocmask(SIG_UNBLOCK, &mask, NULL);

26 Execve(”“/bin/1s”, argv, NULL);

27 }

28

29 /* parent process */

30 addjob(pid) ; /* Add the child to the job list */
Lgl . Sigprocmask(SIG_UNBLOCK, &mask, NULL);

3; ;xit(O) Unblock SIGCHLD

34 }




Explicitly Waiting for Signals

* Handlers for program explicitly waiting for
SIGCHLD to arrive.

volatile sig_atomic_t pid;

void sigchld_handler(int s)

{
int olderrno = errno;
pid = Waitpid(-1, NULL, 0); /* Main is waiting for nonzero pid */
errno = olderrno;

}

void sigint_handler(int s)
{
}
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Explicitly Waiting for Signals

| int main(int argc, char **argv) {
sigset_t mask, prev;
Signal(SIGCHLD, sigchld _handler);
Signal(SIGINT, sigint_handler);
Sigemptyset(&mask);
Sigaddset(&mask, SIGCHLD);

while (1) {
Sigprocmask(SIG_BLOCK, &mask, &prev); /* Block SIGCHLD */
if (Fork() == 0) /* Child */
exit(0);
/* Parent */
pid = 0;
Sigprocmask(SIG_SETMASK, &prev, NULL); /* Unblock SIGCHLD
*/

/* Wait for SIGCHLD to be received (wasteful!) */
while (!pid)
/* Do some work after receiving SIGCHLD */
printf(".");
}
exit(0);




Explicitly Waiting for Signals

* Program is correct, but very wasteful
* Other options:

while (!pid) /* Race! */ while (!pid) /* Too slow! */
pause(); sleep(1);

Pause/sleep AIEEMEME ST, FRUFE—TEN

Race: 7£ while & {FARfE. pause FHiaEIURE!
SIGCHLD {55, N pause Alge=KkiztER (EBEFME

xFE)
* Solution: sigsuspend
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Waiting for Signals with sigsuspend

°* 1nt sigsuspend(const sigset_t *mask)

* Equivalent to atomic (uninterruptable)
version of:

sigprocmask(SIG_SETMASK, &mask, &prev),
pause();
sigprocmask(SIG_SETMASK, &prev, NULL);
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Waiting for Signals with sigsuspend

int main(int argc, char **argv) {
sigset_t mask, prev;
Signal(SIGCHLD, sigchld_handler);
Signal(SIGINT, sigint_handler);
Sigemptyset (&mask);
Sigaddset (&mask, SIGCHLD);

while (1) {
Sigprocmask(SIG_BLOCK, &mask, &prev); /* Block SIGCHLD */
if (Fork() == 0) /* Child */
exit(0);

/* Wait for SIGCHLD to be received */

pid = 0; sigprocmask(SIG_SETMASK, &prev, &tmp);
while ( 'pld) pause(); N

Sigsuspend(&prev);  ojgprocmask(SIG_SETMASK, &tmp, NULL);

/* Optionally unblock SIGCHLD */
Sigprocmask(SIG_SETMASK, &prev, NULL);
/* Do some work after receiving SIGCHLD */
printf(".");
}
exit(0);
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