Virtual Memory (lll)
Dynamic Memory Allocation
(CSAPP e3 9-9)



Dynamic Memory Allocation

* Programmers use dynamic memory allocators
(such as malloc) to acquire VM at run time.
- BHEHE—EHREN, Rzt seRERE X/

Application

Dynamic Memory Allocatqr
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Dynamic Memory Allocation

* Dynamic memory allocators manage an area of
process virtual memory known as the heap.

User stack
f l Top of
. " heap
Heap (via malloc) (brk

Uninitialized data (.bss)| Ptr)
Initialized data (.data)
Program text (. text)




Dynamic Memory Allocation

* Heap:
— HIE—EELE R I ZS 8]
— & page table B¢, ¥IBRpAIELE

— Memory Allocator £ heap H{E—4HrRIZ A/ \By blocks ,
blocks Z{E&E = allocated IR, HER free RS

- SRR W (heap) REXR, XEIEM. ABNE
==

TNy



Dynamic Memory Allocation

* Memory Allocator 28!
— Explicit allocator: application allocates and frees
space
* E.g., malloc and freein C
— Implicit allocator: application allocates, but does not
free space
* E.g. garbage collection in Java, ML, and Lisp



The malloc Function

#include <stdlib.h>

void *malloc(size_t size)
— Successful:

* Returns a pointer to a memory block of at least size bytes
aligned to an 8-byte (x86) or 16-byte (x86-64) boundary

* If size == 0, returns NULL
* (WRFEHSRAE, F190 4K X755, EEH memalign X% )

— Unsuccessful: returns NULL (0O) and sets errno



The free Function

void free(void *p)

— Returns the block pointed at by p to the pool of available
memory

— p must come from a previous call to malloc or realloc

Other functions

— calloc: Version of malloc that initializes allocated block
to zero.

— realloc: Changes the size of a previously allocated
block.

— shrk: Used internally by allocators to grow or shrink the
heap



malloc Example

<4 #include <stdio.h>
#include <stdlib.h>

void foo(int n) {
int i, *p;

/* Allocate a block of n ints */
p = (int *) malloc(n * sizeof(int));
if (p == NULL) {
perror("malloc");
exit(0);
}

/* Initialize allocated block */
for (i=0; i<n; i++)
plil = i;

/* Return allocated block to the heap */
free(p);




Allocation Example

pl = malloc(4)

p2 = malloc(5)

p3 = malloc(6)

free(p2)

p4 = malloc(2)




Constraints

* Applications
— A AEREIEAE malloc  free 153K, FREEIRREE malloc # free

52
— Free i RATEIT—PNELZ malloc T8 block (HBE3EES double
free)

* Allocators
— REEIEHISEC blocks MEh=8 AX/Iv (A application JR%E)
- MBI ZIMA malloc 353K
* AEEET reorder ¢ buffer 1I5KEM 1L IERE
WM free =a]R 2D blocks
* FEEBEZEEAR
AIIFTT A ECRY blocks , HEXTTFEK
8-byte (x86) or 16-byte (x86-64) alignment on Linux boxes
- HEREMEB A= NAE
- REERR B L9 blocks
* 530, EEMM compaction 21E (T REZMEERE

S~

S~

an> aop



Performance Goal #1: Throughput

* Given some sequence of malloc and free requests:
- R, R, ...R, ..., R,

* Goals: maximize throughput and peak memory
utilization
— These goals are often conflicting

* Throughput:
— Number of completed requests per unit time

— Example:
* 5,000 malloc calls and 5,000 free calls in 10 seconds
* Throughput is 1,000 ops



Performance Goal #2: Memory Utilization

* Given some sequence of malloc and free
requests:

- Ry, Ry, .., Ry, ..., R,

* aggregate payload P,
— malloc(p) results in a block with a payload of p bytes

— After request R, has completed, the aggregate payload
P, is the sum of currently allocated payloads

* Current heap size H,

— Assume H, is monotonically nondecreasing (A& Iig{)
* i.e., heap only grows when allocator uses sbrk

* Peak memory utilization after k+1 requests
- U, =(max,__,.P;.) / H,

!



Performance Goal: Peak Memory

Utilization

* Peak memory utilization ) ¥

pl = malloc(1024);

// util = 1K/4K = 25%
p2 = malloc(2048);

// util = 3K/4K = 75%
free(pl);

// util = 2K/4K = 50%
p3 = malloc(2048);

// util = 4K/8K = 50%

free(p3);
// util = 2K/8K = 25%
free(p2);

// util = 6/8K = 0%

// all non-Lleaking
// programs end in 0%

Heap

(gwen: 4KB page size)
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Fragmentation

* Poor memory utilization caused by
fragmentation

— internal fragmentation
— external fragmentation



Internal Fragmentation

* For a given block, internal fragmentation occurs if payload is
smaller than block size

Blo
ck
o N
Internal Internal
fragmenta nayicas S~ fragmenta
tion tion

= allocator %1% 16B M EHSHECAFES, malloc(n), n FgE
16 B[RS~ X internal fragmentation



External Fragmentation

* Occurs when there is enough aggregate heap
memory, but no single free block is large enough

pl = malloc(4)

p2 = malloc(5)

p3 = malloc(6)

free(p2)

p4 = malloc(6) Oops! (what would happen

now?)
* Depends on the pattern of future requests

— Thus, difficult to measure ( WU B RETeEEES, WAJaER
= )



Implementation Issues

* #1 Block @& HY, WAIEEZE block BY size?

* #2 free block *—E &4, WMAIEEFRER free
blocks?



Issue #1: Block metadata

* Standard method

— Keep the length of a block in the word preceding the

block.

* This word is often called the header field or header

— Reniilirec an extra waord for everv allncated block

31 Header 3210

a = 1. Allocated

malloc returns a '
Block size 00a } a = 0: Free

pointer to the beginning b
of the payload

The block size includes
the header, payload, and
any padding

Payload
(allocated block only)

Padding (optional)

1 block E/V A2
word

177 block size
£ 16B

aligned , R

4bit 220,
IR LRz —LE
Frigfi



Issue #2: Keeping Track of Free Blocks
* Method 1: Implicit list using length—Ilinks all

blocks/\/\/_\
5 a4 6 2

* Method 2: Explicitfist among the free blocks using
pointers.- 4 6| 12

* Method 3: Segregated free list
— Different free lists for different size classes

* Method 4: Blocks sorted by size
— Can use a balanced tree (e.g. Red-Black tree) with



Issue #2: Keeping Track of Free Blocks

Method 1: Implicit list

of
hea

p

8/0

Sta Unuse/\/\
rt d
Tk

T~ ™\

‘Olll

=

' Double-word Allocated blocks: shaded
| Free blocks: unshaded

. alignment

Headers

: labeled with size in

32 s, —+ whiaP@lgqateq ait

T9)

=



IRELRS]

B T HAY malloc HRFFIBEI AR A/PALTBE. R DARKJRIFNFENF, FHARKE
WEER, UKRE 9-35 FHIBRBEN. DK/ mE EEANRELN 8 F7HFEH

WK B/ (R FD BELHER (7Nt

malloc (3)

malloc(11)

malloc (20)

malloc(21)

21




HIER

Request Block size (decimal bytes) | Block header (hex)
malloc (3) 8 0x9
malloc(11) 16 Ox11
malloc (20) 24 0x19
malloc (21) 32 0x21

22



Implicit List: Finding a Free Block

* First fit:
- MEER list, JZEZE—ITRFEEKMN free block
p = start,;
while ((p < end) && \\ not passed end
((*p & 1) || \\ already allocated

(*p <= len))) \\ too small
p=p+ (*p & -2); \\ goto next block (word addressed)

- KXEEZE, 52H% (83F allocated # free blocks ) —MKER
— SCPRIR(ERR, BIRETE list FFARIER Y SRR Z 1A
* Next fit:
— IBERTF first fit, REM E—RIERERTMAFIE T —REER
— WS EREA list

- E%&ﬁmﬁﬁﬁﬁ(Hﬁ%ﬁﬁ—%ﬁk%?ﬁﬁ,Wﬁmﬁﬂﬁ%%ﬁﬁﬁﬁ

- B—LEMRR, HERUIRETE



Implicit List: Finding a Free Block

* Best fit:
- EREA list, HIFMEFEEHH free blocks , ARIEFRR/NEI—
- ROJREFREAM free blocks , —fRRENSIRSNETBF AR
— EEREA list, FRAXLL first fit Eig—LE

* Worst fit:
— 5 Best fit ##1EE{A, BRERIEMER, REIZRAH free block
— BEUZBEGR best fit BRAV/INES
- B—RRMEE, BRHU™E
— 48E5S best fit 221U



Implicit List: Finding a Free Block

* fBlF

head —» 10 —» 30 —¥» 20 —» NULL

— 72 15 , best fit, £ 20 PfEd (REEFFREY 5
B2/, AlgERNHMERLEE S EEEK)

heed —» 10 —» 30 —¥» 5 —» NULL

— YR ERE worst fit, LRI

heed —» 10 —» 15 —» 20 —» NULL

25



Implicit List: Finding a Free Block

* NERTLZEIKEISIEM free block
- EME 2N A= |82
* Fail , 3E[E NULL

* B sbrk() RAFEBHIRIE K heap X, EIIFHYIERTE,
BREY EFTH KBV heap X VA

26



Implicit List: Allocating in Free Block

* Allocating in a free block: splitting
— Since allocated space might be smaller than free space,

we might want to split the block

a a 6 2
t
p
addblock(p,
4) /\/\/‘\/-\
Len=3;
laoan—
void addblock(ptr p, int len) { E‘:s%?rz?uz\

int oldsize = *p & -2;
*P = newsize | 1,
if (newsize < oldsize)

int newsize = ((len + 1) >> 1) << 1;

*(ptnewsize) = oldsize - newsize;

//
//
//

//
//

round up to even 1Y
mask out low bit
set new length

set length in remaining
part of block




Implicit List: Freeing a Block

* Simplest implementation:

— Need only clear the "allocated" flag
void free_block(ptr p) { *p = *p & -2 }

— But can lead to “false fragmentation”

4 4

4
t
free(p) P

4 4 4 2 2

malloc(5) Oops
/

There is eno.ugh free space, but the allocator won't be
able to find it



Implicit List: Coalescing (&)

* Merge (coalesce) with next/previous blocks, if they
are free

— Coalescing with next block immediately or later

///’—‘\\\M///’—5\\\(//’—_\\\\/,-\\
a4 a a4 2 2 .
f logica
free(p) /\/\"/_}/ Iy
gone
a a4 6 2 2

Coalescing the next block is

voidsfree_block(ptr p) {
*P = *p & -2; // clear allocated flag
next = p + *p; // find next block
if ((*next & 1) == 0)
*P = *p + *next; // add to this block if
} // not allocated

But how do we coalesce with previous block?



Implicit List: Bidirectional Coalescing

* Boundary tags

— Replicate size/allocated word at “bottom” (end) of free blocks
— Allows us to traverse the “list” backwards, but requires extra

Space
— Important and general technique!
/\/\/_\
4 4 4 4 6 6 4 4
\_/\/\/
Head —— Size a a = 1: Allocated
er block
Format of a = 0: Free block
Payload and
a”gcatEd gadding Size: Total block
an size
free
blocksBoundary —  sjze |a| Payload:
tag Application data
(footer) (allocated blocks



Constant Time Coalescing (Case 1)

both previous and next blocks are
allocated

ml 1 ml 1

ml 1 ml 1

n 1 n 0
—

n 1 n 0

m2 1 m2 1

m2 1 m2 1




Constant Time Coalescing (Case 2)

previous block is allocated, next block

is free
ml 1 ml 1
ml 1 ml 1
n 1 n+m?2 (0]
—)
h 1
m2 0
m2 0 n+m2 0




Constant Time Coalescing (Case 3)

previous block is free, next block is

allocated
ml 0 n+ml 0
ml 0
n 1
—p
n 1 n+ml 0
m2 1 m2 1
m2 1 m2 1




Constant Time Coalescing (Case 4)

both previous and next blocks

are free
ml (0] n+ml+m2| 0
ml 0
n 1
—
n 1
m2 0
m2) 0 n+ml+m2 O




Disadvantages of Boundary Tags

* HAEZINAETE]

* Can it be optimized?
— Which blocks need the footer tag?
* SE—REZHIRE, B4 FEE footer

— What does that mean?
* 37] block Y Header FIZII—IiIdREI—REST TN
* TRIEZEE footer , FIRER

* BESNEIRAEE footer

* ERDBECRBET, BRTET—1TIRM header , FJLUZE[E]
& L—1 R footer



Summary of Key Allocator Policies

* Placement policy:
— First-fit, next-fit, best-fit, etc.
— Trades off lower throughput for less fragmentation

* Splitting policy:
— When do we go ahead and split free blocks?

— How much internal fragmentation are we willing to
tolerate?

* Coalescing policy:
— Immediate coalescing: coalesce each time free is
called

— Deferred coalescing: try to improve performance of
free by deferring coalescing until needed. Examples:

* Coalesce as you scan the free list for malloc

* Coalesce when the amount of external fragmentation
reaches some threshold



Implicit Lists: Summary

* Implementation: very simple

* Allocate cost:
— linear time worst case

* Free cost:
— constant time worst case, even with coalescing

* Memory usage:
— will depend on placement policy
— First-fit, next-fit or best-fit

Not used in practice for malloc/free because of
linear-time allocation
" used in many special purpose applications

* However, the concepts of splitting and boundary
tag coalescing are general to all allocators



IR EHR ]

: RTINS, FAFERAEN0, TKIF

T, header ¥ footer B2 4 =1,

- X35 BN A/, 8 head, footer £
XIFER EARHS = BN (F)
e AR S EABS

PE; S, (B TOHIE SRR

W7 SRR AR

e KH, BRI S A

38




HIER

X FFER EA B SRR BRI CFFD
R SKHRAREI R S ERAN AR 12
By KHER, (HEBH HFE Sk ERAN B 8
XUF Sk ERA B SKERAN B 16
YT LS, (BREA S ER AN AR 8
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Keeping Track of Free Blocks

* Method 1: Implicit free list using length—links all
blocks _——~_——~_ —
5 4 6 2

* Method 2: Explicit free list among the free blocks

using point
sl | [a 6 2

* Method 3: Segregated free list
— Different free lists for different size classes

* Method 4: Blocks sorted by size

— Can use a balanced tree (e.g. Red-Black tree) with pointers
within each free hloclk aAand the lenath 1iced ac A kav



Explicit Free Lists

Allocated (as Fre
before) e
Size a Size a
Next
Payload and Prev
padding
Size a Size a

* Maintain list(s) of free blocks, not all blocks

— "next" free block RIBEFEEfIMF

* RM&Za1implicit list 2 next 21EMESHRNTE
* FRrAwiZnE forward/backward pointers , REERZICRE size

— HPRZEZE boundary tag , BF&FH4E4E block
- DI EERIEHI free block , FAIUAREELSABMAEST



Explicit Free Lists

* Logically:

— A

* Physically: blocks can be in any order

el _
A meﬁt) links

Forward

4

4| —1ala 4 6

/

N

6

4

4

4

\

4

c\\/

Back (prev)
links



Allocating From Explicit Free Lists

Befo
re

Aft
er

T

W

= malloc(..)

(with
splitting)



Freeing With Explicit Free Lists

* Insertion policy: Where in the free list do you put a
newly freed block?

* LIFO (last-in-first-out) policy
— Insert freed block at the beginning of the free list
— Pro: simple and constant time

— Con: studies suggest fragmentation is worse than
address ordered

* Address-ordered policy

— Insert freed blocks so that free list blocks are always in
address order:

addr(prev) < addr(curr) < addr(next)
— Con: requires linear search

— Pro: studies suggest fragmentation is lower than LIFO



Freeing With a LIFO Policy (Case 1)

Befo
re free( p)

Ro @)
ot

* |nsert the freed block at the root of the list

Aft
er

e W7 e i




Freeing With a LIFO Policy (Case 2)

A free( p)
re ®

ao

* WNRHIFEND free block BEILFIFHSE free block &3,
BASHENFIRESHIE BAE ( root 8$HEMIBVAIE)

. .h H*\“\E?

ot il

ot II




Freeing With a LIFO Policy (Case 3)

conceptual
Befo free( p) graphic
re ®
Ro O
ot i I
®

* e, FIFERLERT

Aft
er

Ro
ot




Freeing With a LIFO Policy (Case 4)

Befo

re

free( p)

Ro
5 1
®

I

Aft

?

!

* FENR@AE. [E 3 1 free blocks §F

conceptual
graphic

ao

, EEAIALE T

i:? B 0
l TR




Explicit List Summary

* 5 implicit list Eb3%
— SECBIBT B FFES 5 free blocks BRE&EMX, TAE
’—ﬁﬁﬁﬁ blocks
s QRNEFEMABAXRILRE (Ebim) B, EEEREZ

— B ZRTERIEE, 11%@3*%25&%%1-&%2"—5

— FIPPEREELIMITE] (2 extra words needed
for each block)
* &N internal fragmentation 13 ?




Keeping Track of Free Blocks

* Method 1: Implicit list using length—Ilinks all
blocks _——~_——~_ —
5 4 6 2

* Method 2: Explicit list among the free blocks using
pointers

/_\
s| - | | lal el | | | [2]

* Method 3: Segregated free list
— Different free lists for different size classes

* Method 4: Blocks sorted by size

— Use a balanced tree (e.qg. Red-Black tree) with pointers
within each free block, and the length used as a key



Segregated List (Seglist) Allocators

* Each size class of bloc

kS has its own free list

—

1-
2

3

5-

8

O-

—

inf
* Often have separate c
* For larger sizes: One c

* e.g., Memcached (s

asses for each small size
ass for each two-power size

ab)



Segregated List (Seglist) Allocators

* #1. BRIDEEME (Simple Segregated
Storage )

* #2. DEIER (Segregated Fit)

* #3. NFARS (Buddy System)

52



Segregated List (Seglist) Allocators

* #1. BEDEFME (Simple segregated
storage)
- SPMANNENTHBREEK/IEFIR
* W {17~32} £, FRERBKR/NERZE 32
- FRBEIRAKNEEXNNEZE, MNHPoEE— R
* WEIRKNE 20, WaE—1 32 BIR
* WRZEFZEZTE, A 0S BHIF— M XEFEXR/NHAE
- =
* DEEMBREMERRIRIE, #EXETE]
* IB{EEE, &F/ spliting # coalescing
* ERERARELRE (EAXRNDMMERFREH, BFAEFH)
* DECABRIRERTE free list SLERHIT, FﬁLXR%E%Iﬁ%E%
- R REREAAINEBEER (RAFREH)




Segregated List (Seglist) Allocators

* #2. 7BEEfE (Segregated Fit)
— 81 free list FE2—1"=ESEER free blocks
— To allocate a block of size n:
* 2 free list , HFI#REIAIER block (m >= n)
* WRKET—1E1ER block:
— IZBRSCPR AR/ n D ER
— FTHE D REIE1ERIPATIF (optional )
* MRHARR, ME=1 F—REKBIPAY
* FUTEE, BIFIHEIESEM free block
— If no block is found:
* [[@ OS ERiEERSMY heap memory (using sbrk())
* MFIREFEFSES n bytes
* {EFITFHIZ R HEIEIERIEAT R

54



Segregated List (Seglist) Allocators

* To free a block:

— Coalesce and place on appropriate list
* Advantages of seglist allocators

— Higher throughput

* log time for power-of-two size classes
* 20, HAE, BEEEEN (EEXEFE
— Better memory utilization

* First-fit search of segregated free list approximates a
best-fit search of entire heap.

* Extreme case: Giving each block its own size class is
equivalent to best-fit.

* CHrEERR GNU malloc EH Segregated Fit




Buddy Systems ( {R{¥F %)

KFERSEZE Segregated Fit B9—MF5)

- BPMARNEEE 2 NEBHE

HEZS|E) 2™, &1 class B block size Jg 2k

(0<=k<=m)

- HBRRE— 2™ K/)EYR

7T 2 2« RANBUIR, B3R EI—1D K/ 21 BYR]F3R

(k<=j<=m)

- R j=k , IBARETERK

- MR >k, MBEATHXAMR, B j=k, FEHTHESR (@
) BEIFBNA free list B

SRE— 2% BUR, BRI EHMNFEHAITSHF, BEAHTT,

BEH&EIE BRI FE e

56



Buddy System

* B+, 2=EE 1IMB (220)

1 Mbyte block |

1M |
Request 100K | A=128K | 128K | 256K | 512K |
Request 240K | A=128K | 128K | B = 256K | 512K |
Request 64 K | A=128K [c=6k]| 64K | B = 256K | 512K |
Request 256 K | A=128K [c=6k| 64K | B = 256K | D = 256K | 256K |
Release B | A=128K [c=64] 64K | 256K | D = 256K | 256K |
Release A | 128K [c=64k| 64K | 256K | D = 256K | 256K |
Request 75K | E = 128K |c=6:| 64K | 256K | D = 256K | 256K |
Release C | E=128K | 128K | 256K | D = 256K | 256K |
Release E | 512K | D = 256K | 256K |

M

Release D |




Buddy System

* Tree Representation of Buddy System

1M
512K
256K
128K

64K

A4 A4 A 4 A 4
[ A=128K [c=s4x] 64K | 256K D =256 K 256K

O Leaf node for Q Leaf node for @ Non-leaf node 58
allocated block unallocated block



Buddy System

* AMAIER R
— {E—TIRIVMUEA A/, REZITREE R
— 30— 4B HYIR, HiHtA

* XxX...x000

— MRk

* XxX...x100

I \E_1ﬁz:|ﬁl

59



Buddy System

* e
— B35, RIRERFRESFH
* TRE:

- BT, PR
* FEGEABNR D ECES, WMRMNARDECE
L2 WBRHEENNE, WRES




GB Used

Log-structured Memory for DRAM-based Storage

Stephen M. Rumble, Ankita Kejriwal, and John Ousterhout
{rumble, ankitak, ouster } @cs.stanford.edu
Stanford University

Log-StrUCtu red Allocalt"t[ ://www, nix.or tem/fil nference/f

t1l4/fastlq- r rumble.pdf

* YHIRZF memory allocator WREFIBXRLLER

NN\
/f

glibc 2.12 malloc Hoard 3.9 jemalloc 3.3.0 tcmalloc 2.0 memcached 1.4.13 Java 1.7 Boehm GC 7.2d

Allocators OpenJDK
Workload | Before | Delete | After
Wi Fixed 100 Bytes N/A N/A
W2 Fixed 100 Bytes 0% Fixed 130 Bytes
W3 Fixed 100 Bytes 90% Fixed 130 Bytes
W4 Uniform 100 - 150 Bytes 0% Uniform 200 - 250 Bytes
W5 Uniform 100 - 150 Bytes 90% Uniform 200 - 250 Bytes
weé Uniform 100 - 200 Bytes 50% Uniform 1,000 - 2,000 Bytes
w7 Uniform 1,000 - 2,000 Bytes 90% Uniform 1,500 - 2,500 Bytes 61
W38 Uniform 50 - 150 Bytes 90% Uniform 5,000 - 15,000 Bytes



https://www.usenix.org/system/files/conference/fast14/fast14-paper_rumble.pdf
https://www.usenix.org/system/files/conference/fast14/fast14-paper_rumble.pdf

Log-structured Allocator

* #1. Non-copying allocator

— BAl CiES malloc FE N allocator #88 F1X—

— R EohE 7 BCRIIR, 4REYF, BIMSIER %

— LEAIEN workload $HEZHBYIER, FIA0FEK
10GB small objects , Af58/% 10GB large
objects

- XMZ 1k workload MEBENEFRIGERARZAE, BT
BRNEERSRRALREZ A E

62



Log-structured Allocator

* #2. Copying allocator
— BEi Java FREZESHBEIRFEIENFIRKAEIXE
allocator

— @3 %%5h allocated blocks KE/VEER , {BM4REFFE

AN

— FTA—RR#EBRAIER garbage collection (GC) #75

0
- [
HE

-3

Ite, —ARFREE D ECE

J

z 1.5-5 EH = EERRES S

NFEI, 2 allocated blocks #5h/E, #70 halt
threads SREFIEFTHIMIUE (STW, stop-the-world)
M B ms 89 pause time

WE&ETESE, WUrlES



Log-structured File System

— Rosenblum M, Ousterhout ] K. The design and
Implementation of a log-structured file
systeml[]]. ACM Transactions on Computer
Systems (TOCS), 1992, 10(1): 26-52

* Rosenblum & Vmware HBXEEI%EA, Ousterhout 2
RaftiIfEE Z—

- B/LBENE, append-only A=XEB A\ insert/update

iR

Write Sequentially: never overwrite data

64

BREINENZERIRFE AN, 55 N\t



https://link.zhihu.com/?target=https%3A//raft.github.io/raft.pdf

Log-structured File System

- BB ET R NEEXR/NDEE (segment)
- BiR2EFELESWE ANEl memory buffer #; ¥ buffer
h#IEBE R A/NG, LFS BEIE—RMENEIT

AIBYEZ

flush l

Memory
Buffer

Disk

LR AR HYRLE

et
B
i
]
4
B
J
Al
att
dn]
>
RE
o

TS5



Log-structured File System

— IR1R(E

* LFS 3XF append only BT LA [B]— 1 SRV [E)
— data block AIEEFIEZ T hRAS (FEAREIER

1)

* B LR A FIESAIEFTATE], LFS BB ¥R i
segment HHY data block E&EHHR

Z A =S —E Y= (Bl 1

66



Log-structured File System

— bk B4
* ZPOEETHYEE block BRI (XEFRNEREMIE K

MiER) =¥ compact BUFTRIEHER, AITEPRYIRSHTESK
il B

Garbage Collection

- Segmen'
compact l

Segment Segment

* Garbage Collector reads M consecutive segments with
stale data blocks, compact their content into N new
segments where N < M.

B O =EREBRAR (BIREZSRIEN) -




Log-structured File System

— ¥ﬁE’J$l1fF%,;b1§J§D btrfs tBEF LSM append only
BT copy-on-write T multi-version

E’\JfI%'L&L
- iR Btteesr (EAN—B3R)

ol 3=
—iﬂ SHMEMAZEIELUAFBYF E
ﬁEfEﬁJZS‘dfFHH'J block Ai&E4%:, MR IZENTE
Hb

— &5 write-intensive IH=fETF SSD HNERHER S
(REBABEFRUEF. FENIEZERELF)

— Log-structured BREFRZITEN RS F LN R
* Log-structured merge tree (LSM-tree), 1996



Log-structured Allocator

— Treating memory as a sequentially written log

— 80-90% memory utilizations while providing
high performance

— MEENRNFEREEM, BReTER

- EEMFABR . A E IRk
* FE copy , BoiBEMEURE, SN EERRIHREE
* BiTNENBERES, copy #%, BHIEIEAEE 90% #]

FAIZE, ARAIREREMTZ O bytes BXNEUE, ENTEK
1 byte hiikEE
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Log-structured Allocator

Coordinator

* RAMCloud [J [J {J

— &1 master Jhi #1THIK[
%

1) Clea ner 5 El::F)'L/\ (Masterw (Masterw (Master) Master |
segment FEIE, ERM sacop
LFS *32 E/J COSt beneﬁt E/i Figure 2: RAMCloud cluster architecture.
(BT free space # age of -
data &L= segment) T
- 2) 3@ target segments EA9 |EH [ ]
live objects #£ D1 EI E fttRY Soers

Buffered Segment

survivor segment B live
objects #%M8 age K&, 1B
1A age BY object RIRE—i2k

ok ‘=S /I\TRx H-

" [Buffered Segment )




Log-structured Allocator

Coordinator

* RAMCloud [} [] (}

— 3) RAMCloud 7% segment -D -

EZENE, —1 segment
oY, SBEHEM replica (e | (vesor | (vasor |
T R RITEIF RS = =

—

— E%iﬁ-ﬁ_ém jﬁ-aﬂ] ’HE ﬁEﬁt’ﬂﬁBEIE Figure 2: RAMCloud cluster architecture.
-ﬁéml/b\;z Master

Hash Table

<eble keys | Log-structured Memory

EH';‘Q I 1’E? Buffered Segment | [ Buffered Segment }
f / e y oo~




Today

* Explicit free lists

* Segregated free lists

* Garbage collection

* Memory-related perils and pitfalls



Explicit Memory Management

At

£ explicit memory management i, FIFEFER
BRRAEF
EMESHAEHE
void foo() {
int *p = (int*) malloc(128);
return; /* p block is now garbage */

}

~

EENAFHESSH heap PHZETLEE EIUL
HMEMEERERE, EESH OOM (out-of-memory)

gEﬁEﬁE’\JW#*%ﬁ&, MAZHIEF REBE— T RARIHE



Implicit Memory Management:
Garbage Collection

* Garbage collection: BapEIREREN=E], NHAIZERF
AEAMTE free (REXRERFGERAEF)

* 1960s &1 Lisp iES &R FEH

* MNENAEREZERIZITIESH
— Python, Ruby, Java, Perl, ML, Mathematica




Classical GC Algorithms

* Mark-and-sweep collection (McCarthy, 1960)
— Does not move blocks (unless you also “compact”)
* Reference counting (Collins, 1960)
— Does not move blocks (not discussed)
* Copying collection (Minsky, 1963)
— Moves blocks (not discussed)
* Generational Collectors (Lieberman and Hewitt, 1983)

— Collection based on lifetimes
* Most allocations become garbage very soon
* So focus reclamation work on zones of memory recently allocated

* For more information:

* Jones and Lin, “Garbage Collection: Algorithms for
Automatic Dynamic Memory”, John Wiley & Sons, 1996.



Reference counting ( 5|,

HITEX )

'-E” P g 4 A3

%.

7181 block 43F—4* counter

°’§
- 7

Iﬁ*ﬁﬁ'gl

= Ji%Z block B, counter++
HIEFHRTHEREY, counter--

* 3 counter @7 0 BY, X block

C++ By shared ptr %

JEIRLZS | AT EX

std::shared ptr<int> spl(new int(10));
std :shared _ptr<int> sp2 = spl; // 5|Bit#k

SE’l

heae

(block)

s

g

JHYE:

BT R



Memory as a Graph

* E?s E,JTU_?K >|1'

— &1 memory block 2—

NFEW—1TEME

- 8 1MMEITE—1 edge
— 15[ heap (BEARTEMETE heap FHIIEFTE root nodes ( 40

registers, locations on the stack, global variables)

Root O

nodes /

T

IR

™ node

Heap
nodes

A

7 O

O

reachable :1Z1IEME1 root El node (block) BJR[XERR

O
O

reacha

ble
Not-

reachable
(garbage)

Non-reachable nodes are garbage (cannot be needed by the

application)



Memory as a Graph

root T HRHESRTE Java FiE= P55 GC root
set

GC Root Set

object 1

object §

object 3 object 6 object 7 |
"y }
object 4

=

[ tsktrmiant g
(] s o Il n



Memory as a Graph

Garbage collection HXEME:

AR FN4ER reachability graph

#{el&id reachability graph Ri&H heap F1
garbage



II}\éltark and Sweep Collecting ( 7idi5
N )

* {3, BILUTE c/c++ BY malloc/free Eiti ESEI— collector
- ®EFRER malloc ZECARE, BIIRERERFALR GC
* H heap TEAER :
— Use extra mark bit in the head of each block
— Mark: Start at roots and set mark bit on each reachable block
— Sweep: Scan all blocks and free blocks that are not marked

here denote

/}ti {_\r Note: arrows
Before l_'l\y/ I | _I memory refs,
/—\IT

k not free list
mar ptrs.

B Mark bit
set

After [ | | -] °
mark

After |_ free | |° free _|
sweep




Assumptions For a Simple
Implementation

* Application
* new(n): returns pointer to new block with all bytes cleared
* read(b,1): read location i of block b into register
* write(b,i,v): write v into location i of block b

* Each block will have a header word

— addressed as b[-1], for a block b
— Used for different purposes in different garbage collectors

* Instructions used by the Garbage Collector

— isPtr(p): determines whether p is a pointer

— length(b): returns the length of block b, not including the
header

— get_roots(): returns all the roots



Mark and Sweep (cont.)

Mark using depth-first traversal of the memory

PRk (ptr p) {

if (!'is_ptr(p)) return; // do nothing if not pointer

if (blockMarked(p)) return; // check if already marked

markBlock(p); // set the mark bit

for (i=0; i < length(p); i++) // call mark on all words
mark(p[i]); // in the block

return;

Sweep using lengths to find next block

ptr sweep(ptr p, ptr end) {
while (p < end) {
if (blockMarked(p))
clearMark(p);
else if (blockAllocated(p))
free(p);
p += length(p);




Mark and Sweep (cont.)

isPtr() FE X
F—EE&E=ET, SHEENBNFEIRIAZIED memory

block HHES word BEE—1 pointer

7AT C IBE H A REXE!




Conservative Mark & Sweep in C

* A '"conservative garbage collector"” for C programs

— isPtr () determines if a word is a pointer by checking if
it points to an allocated block of memory

— But C pointers can poILrt1t to the middle of a block
Head t
er

* S0 how to find the beginning of the block?

— Use a balanced binary tree to keep track of all allocated
blocks (key is start-of-block)

— Balanced-tree pointers can be stored in block header
(use two additional words) : FJF size FIEIEFH p 2EE%

EQV\]T?':F' Hea Da
Si &
/ \
ch/ \ Left: smaller
\ addresses
Le Rig

£t ht Right: larger



Conservative Mark & Sweep in C

* {%1% false positive [rl#, BIl—“ unreachable pointer
o] BE#IRIAN reachable M# mark

* Ak, BIRESH—LE block LA IFHATRR

© BAXNN)E, EBRRIZESE pointer T L type

CE Y int/float FEEARIIEZLEY

tag , LUEFL

X 77



Generational Hypothesis

1. REPREKZSHBIERNREEHAE Y SEN
(ephemeral) , FJLARIR#E GC
2. FLIHZ R OBV IR X Rt LUE T

Generational Garbage Collection :

¥ heap B AZTXE, S1TXIEEHRAREFRIZEEX
R

XN AR XIBRARER GC BiE

- N9 AEEL (young generation) A1 &1 (old
generation)




Generational GC

£ Java F1IBE P/ Z2fEHA
- —I& Java GC #% young generation #i3 eden

44— Mror GC—P (’ 3 ‘—\laic- (e —
— SO | S1 Otd Memory Perm
¢ JVM Heap (-Xms -Xmx) » XX:PermSize

-
& Young Gen (-Xmn) = -XX:MaxPermSize



Today

* Explicit free lists

* Segregated free lists

* Garbage collection

* Memory-related perils and pitfalls (f&f.

e brt)



Memory-Related Perils and Pitfalls

* [B)3Z5|BHFIETT
* EARVBHIRANEF
* AIFREPXED
* RIZIEIT M EIERBIRA/NERF]
* EAIEUTEIR

* IRFRIETHER

* 5| BIETTMARERRBINR

* 5|RAAEFRERNEE

° %/ﬂ free

* 5| AHAEREHIIR

* ZEREDBUR




C Pointer Declarations: Test Yourself!

int

int

int

int

int

int

int

int

*p

*p[13]

*(p[13])

*xpy

(*p)[13]

*f()

(*f)()
(*(*f())[13])()

p is a pointer

to int

p is an array[13] of
pointer to int

p is an array[13] of
pointer to int

p is a pointer to a pointer
to an int

p is a pointer to an

array[13] of int
f is a function returning a

pointer to int

f is a pointer to a function

returning int
f is a function returning ptr to an

array[13]

of pointers to functions returning

int
Source: K&R
Sec 5 12



[EES| A EEt

* The classic scanf bug

int val; 1E 6 int val; FHIR
scanf (“%d"”, scanf(“%d”, val);
&val);

1% int TE(E1F pointer £
RV RIESI T LI XM IRB TR EHA N ES



RIS HERIAE

* IZLAN heap RFRIVRBE #8479 O
- BEEB ¥R 0, A calloc

/* return y = Ax */

int *matvec(int **A, int *x) {
int *y =

malloc(N*sizeof (int));
int 1, j;

for (1=0; i<N; 1i++)
for (j=0; j<N; j++)
y[i] += A[11[31*x[3]1;
return vy,

}




RigtaEHERRANRKIERE

* EB—/ malloc, PERIN1ZE N*sizeof(int *)
XEBEZE2ZE int K/ BCEY, 1£ 64 AN TS

int **p;
p = malloc(N*sizeof(int));

for (i=0; i<N; i++) {
p[i] =
malloc(M*sizeof(1int));

}




& PR R IR

* Off-by-one error

int **p;
p = mallOC(N*SiZEOf(int *));
for (i=0; i<=N; i++) {

p[i] = malloc(M*sizeof(int));

}




SRR X

* Not checking the max string size

char s[8];
int 1;

gets(s); /* reads “123456789"” from stdin */

* Basis for classic buffer overflow attacks
* EER(EH gets XFHARPRERNIKERI K £




xR

© SR p+=4, TIPS T RETE, B p++

|

int *search(int *p, int val) {

while (*p && *p !'= val)
p += sizeof(int);

return p;

}




5| e MAREIRFBMR

* *size-- WM (*size)--
- --5* ALk, BEMNEEELES, FLLIT size 155H#
17T 71R(E, MAREREAENITR

int *BinheapDelete(int **binheap, int *size) {
int *packet;
packet = binheap[0];
binheap[0] = binheap[*size - 1];
*size--;
Heapify(binheap, *size, 0);
return(packet);




C operators

Operators

~“Associativity

O [1 -> . left to
right

I ~ ++ -- + - * & (type) sizeof rightto
left

* /% left to
right

+ - left to
right

<< >> left to
right

< <= > >= left to
right

== I= left to
right

& left to

fight (), and [] have high precedence, with * and & just below

'r}éh?ry +, -, and * have higher precedence'tffdf binary forms

| left to Source: K&R



S5|IAFFENES

* AERBESEENEITR

int *foo () {
int val;

return &val;

}

. fE

152 5h



%X free

* Nasty!

x = malloc(N*sizeof(int));
<manipulate x>
free(x);

y = malloc(M*sizeof(int));
<manipulate y>

free(x);




5| FA1B X RIIR

* Evil!

x = malloc(N*sizeof(int));
<manipulate x>
free(x);

y = malloc(M*sizeof(int));
for (1i=0; i<M; i++)
y[il = x[i]++;




ZBEMIR (Memory Leaks)

* Slow, long-term killer!

foo() {
int *x = malloc(N*sizeof(int));

return;

}




ZBEMIR (Memory Leaks)

* Freeing only part of a data structure

struct list {
int val;
struct list *next;

};

foo() {
struct list *head = malloc(sizeof(struct list));
head->val = 0;
head->next = NULL;
<create and manipulate the rest of the list>

free(head);
return;




Dealing With Memory Bugs

* Debugger: gdb

— Good for finding bad pointer dereferences

— Hard to detect the other memory bugs
* Binary translator: valgrind

— Powerful debugging and analysis technique

— Rewrites text section of executable object file

— Checks each individual reference at runtime

* Bad pointers, overwrites, refs outside of allocated block

* glibc malloc contains checking code

— setenv MALLOC_CHECK_ 3



IRELRS]

THSEHT=ZHXTAFTEMNERRENKE. B —4H+P, RA-AKERREHMN. KHE
35 BR 2 F W BR — /) B IE W A
D a) E—MKERGD, RETIXSOXNMEE A LIE I ATHER TERET .

b) BERERNFIERERREEREEEE - LCEHIMS).

o RESZNEREMAF LB EHTFR, AR ERERASHRE.

d kFERZER2AARBER, MASHEITES.
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IRELRS]

2) a) ERBRADERINFHFHZRERL, FRAEBKEREESSBORERBK, EHET

DAL S Sh IR
b) X F BAEE B T, & RBREE R N % % B 9 AF b HE 633 10U HE R

o BEBRTEEFSHRELENRZAKZRR.
d) EHRBERADEEAOFFHEFHZERAERL, FATKERERSEAREEREESM,

106



IRELRS]

3) Mark& Sweep b7 3R W5 85 7 T 51 SR 7 1 5L T AU ARGR <F 9
a) EfTRAEAFERAEHEFHE N A EHEBROARF.
b) ENHE—YIF BB 18 YR 70 & 2 s &t
o) ENMREANFHRE, APITHRIEE.

d ENABRBERBERERNAFR.
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Homework 6
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