Virtual Memory (1)

Introduction



OS: Three Easy Pieces
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* VM Overview
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* VM Discussions



Early Systems
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Multiprogramming and Time Sharing

* Multiprogramming
- ZPMEFHA, SBERERTIHTT IO BFH, HitHiE
] LAFIF CPU , 2= CPU FJAX
* Time Sharing
— Batch processing IR N X8, AP R ALT
* 5190 debug 2R 5T ENRK
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Time Sharing Implementation

* Method 1. 1
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Multi-program -> Protection

* AT AL#EHEZE EAEE (po)

8] (huai) W75 BIRTE

Program Code

— Abstraction: address space'«s -
eap
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the code segment:
where instructions live

the heap segment:
contains malloc’d data
dynamic data structures

(it grows downward)
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the stack segment:
contains local variables
arguments to routines,
return values, etc.
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Multi-program -> Protection

* Address space
— COde Ziﬁ =8 Program Code the code segment:

where instructions live

— Stack X1 " Hoap | onelwmsone
— Heap XiF

oKB dynamic data structures

l (it grows downward)

- AR HEtARERNNFTE] ree
~-EAREINZEFRNREFES ‘

A
| E—J (it grows upward)
the stack segment:
15KB contains local variables
arguments to routines,
Stack g

return values, etc.

16KB

*



VM Overview



Virtual Memory

* Abstraction
- AEEXANE, BEHEEH
* Transparent
- ARPEREIAAE, UAEER
— TE¥PIE RN st it &R BE
* Efficient
- MfeeEriE, SNARAXEERES VM HF!
* Protection / Isolation
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Virtual Memory

* Addresses
— Virtual address
— Physical address
— Address Translation



Physical Addressing

* Attributes of the main memory

— Organized as an array of M contiguous byte-
sized cells

— Each byte has a unique physical address (PA)
started from O
* physical addressing
— A CPU uses physical addresses to access
memory
* Examples

— Early PCs, DSP, embedded microcontrollers,
and Cray supercomputers



A System Using Physical Addressing

Main

0
. 1
Physical 9
address g
CPU (PA) , g
- 4 5
6
7
8

M-

1:
Data
word

* Used in “simple” systems like embedded
microcontrollers in devices like cars, elevators, and
digital picture frames



Virtual Addressing

* Virtual addressing

— the Program accesses main memory by a
virtual address (VA)

* The virtual address is converted to the appropriate
physical address by hardware



Virtual Addressing

* Address translation

— Converting a virtual address to a physical
address

— Requires close cooperation between the CPU
hardware and the operating system
* HW: the memory management unit (MMU)

— Dedicated hardware on the CPU chip to translate
virtual addresses on the fly

* SW: A look-up table (MMU =B LLifiA] )
— Stored in main memory
— Contents are managed by the operating system



A System Using Virtual Addressing

Main
0
CPU 1
Chip Virtual Physical 2
address address 3
CPU —NMA)—5 MMU (PA) > 4
< 4100 4 5
6
7
8
M-
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Data
word

* Used in all modern servers, desktops, and laptops
* One of the great ideas in computer science .



Address Space

* N-bit Address Space

— Virtual address space:
Set of N = 2" virtual addresses {0, 1, 2, 3, .., N-1}
— Physical address space:
Set of M = 2™ physical addresses {0, 1, 2, 3, ..,
M-1}

* Each object can now have multiple
addresses

— one physical address, one (or more) virtual
addresses



O 00 N1 oy U ok N

Virtual Memory

FTENFE AR & 2F 97 st sk
— FTENH RAVERZ virtual address

#include <stdio.h>
#include <stdlib.h>

int main(int argc,

int x = 3:

printf("location of stack

return Xx;

04-bit Mac OS :

char xargv([]) {
printf("location of code : %p\n",
printf ("location of heap : %p\n",

%p\nulr

— St code , 7Afg= heap , B stack

location of code
location of heap
location of stack

0x1095afe50
0x1096008c0
Ox7fff69laeabd

(void %) main);
(void %) malloc(1l));

(void =) &x);
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* IBEE FERANTH
* K=21(Kilo), M=22°(Mega), G=23°(Giga),
T=24%(Tera), P=25%(Peta), E=2%°(Exa)

#virtual address

#virtual address

Largest possible

bits (n) (N) virtual address
8
64K
232-1=7
2'=256T G-1

64
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* K=21%(Kilo), M=22°(Mega), G=23°(Giga),
T=24%(Tera), P=25%(Peta), E=2%(Exa)

#virtual address

#virtual address

Largest possible

bits (n) (N) virtual address
3 25 25
1 ®4K 6AK-
82 4 UG-
4 266T 2536T-
84 16 116E-
E 1




Memory API
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Memory API
* Stack
- HIERETE

void func ()
int x;

{

// declares an ir

kernel virtual memory
(code, data, heap, stack)

user SEaCk

(created at runtime)

v
A

memory mapped region for
shared libraries

!

run-time heap
(managed by malloc)

read/write segment
(.data, .bss)

read-only segment
(.init, .text, .rodata)

unused




Memory API

* Heap:
— Malloc(), free()

int *Xx = malloc (10 » sizeof(int));

free (x);

#include <stdlib.h>

void xmalloc(size_t size);



Memory API

* Malloc(), free() 7FxE'E system call
— Q& library call , C REERIRE T —ERSEFRKR
@émﬁ%“T%W§

— MNERIFERF malloc WA/NMNEH TEEMBFI=E], AR
2B brk RFFARIEMAIAS 8], ARBS
Ad=Sa]

— free BY , BIAYAREHARILENR[EIZ 0os, MEeRB1E
NERLE

* AFRABERRHE—ME/IIEE, MERIUES

LR E Z2mThEE,




Memory API

kernel virtual memory memory
(code, data, heap, stack) || invisible to
T AR m— user code
(created af runtime) |, o4esp (stack pointer)
f

memory mapped region for
shared libraries

run-time heap 0

(managed by malloc)

read/write segment
(.data, .bss)

read-only segment
(.init, .text, .rodata)

loaded from the
executable file

unused




Memory API

* brk
— T heap XA/ system call , €2 heap end
ity
- FEEZEER, —RERAED BRI ER B
* b9 malloc AZE]T mmap RSAEE
- EEFANA




Memory API

* Calloc()
— Malloc() + #1880

* Realloc()

- B fd=ia), ¥ ToEC=IE]
,JZISEH’EE& |— P EARB=IE], ARIEIHBEIEE
g7, IR[OIFT=SEIRVIEE




VM Discussions

28



Why Virtual Memory (VM)?

* ESXEH DRAM
— SLIE DRAM F{E address space EBJ— cache

* BUAREFEER
- FPHRREA A LA —1T&ER. S—yiik=(g]

* fREMILEE(E], RERFRF
— HELE DD EMHENNFZTIE
— AP #EETARIRAZBINEFZE




Using Main Memory as a Cache

SRA

.| DRAM

Disk




Using Main Memory as a Cache

* DRAM vs. disk is more extreme than SRAM

vs. DRAM

— Access latencies:
* DRAM ~10X slower than SRAM
* Disk ~100,000X slower than DRAM

— —H DRAM Cache Fk&f, SN EX




Using Main Memory as a Cache

* Virtual memory

— Organized as an array of contiguous byte-sized
cells stored on disk conceptually

— Each byte has a unique virtual address that
serves as an index into the array

— The contents of the array on disk are cached in
main memory



Design Considerations

* ZiFETTA/N (line size)? (Large vs. Small)

— Large, since disk better at transferring large
blocks




Page

* The data on disk is partitioned into pages

— Serve as the transfer units between the disk and

the main memory Virtual Physical
memory
_ VP | Unallocatpd 0 PP
— virtual pages (VPs) vP[cached —— [ Emew Iy
1 [ uncached 1
— physical pages (PPs) et Empty
Uncached Empty
* or page frames Cached _ PP 2m-
VP 2 | Uncached N 1 P-1
"Mirtual pagés Physical
(VPs) pages (PPs)
stored on cached in

page i@E1E 4KB-2MB Zid, pmMm ZERBALEE Fl'iﬂl"

associative)



Page Attributes

* Unallocated:

— Pages that have not yet been allocated (or
created) by the VM system

— Do not have any data associated with them

— Do not occupy any space on disk or physical
memory



Page Attributes

* Cached:

— Allocated pages that are currently cached in
physical memory

* Uncached:

— Allocated pages that are not cached in physical
memory



Page Table

* A page table is an array of page table entries
(PTEs) that maps virtual pages to physical pages
— Per-process kernel data structure in DRAM

Physical
Physical page memory
number or VP 1 PP
Pﬁﬁid disk addreMv VEH 0
0 null /
1 0/4 x:: 171 PP
1 0/ 3
0 4
1
0 ull ),\ Virtual
0 . \\ memory
PT; . AN . — e
Memory \\\ I VP 2
resident DR T VP 3
page table RN
~. VP 4
valid bit A 1 ié?r pabe 3 DRAM VP e
73 0 &% page unallocated R —

dick F




Page Hit

* Page hit: reference to a VM word that is in physical
memory (e.g., access,MR1)

N page Physical
virtual number memory op
. or VP 1
ali . 0
‘ PTE, disk / VP 2
"1 — VP 4
1 — 3
) o
1 —<_
0 null >t Virtual
pTE L2 *\/ s memory
PGPS . fep—
Memory s~ s VP2
resident NN T VP 3
page table Tl
(DRAM) So VP 4
VP 6
VP 7




Page Fault

* Page fault: reference to VM word that is not in

physical memory (g.3;.;access VP3)

page Physical
Virtuat number memory
ali or VES i’
PTE, disk VP 2 0
o I Iy T VP 7
1 — VP 4 PP
1 — 3
»| O Q
1 /?\4\
) null  >f Virtual
pTE L2 g\/ s memory
SOImeST] ™ R
Memory -~ Thel P >
resident NN T VP 3
page table Tl
. . (DRAM) .. VP 4
CPU kﬂ! VP3 E"J PTE 7‘] invalid, Mk—/l\ VP 6
page fault, VP 7

H exception handler & VP3 i \ DRAM




Handling Page Fault

* Page miss causes page fault (an exception)

Virtuat

—address

Physical
page Physical
number memory
I'-.‘*ali e / VP 1 POP
PT 41-5-11 VP 2
612 adg%ss"/v VP 7
1 — VP 4 PP
1 — 3
A 0 “
1 —~_
0 null__ ¢ Virtual
pTE L2 *\/ s memory
SOImeST] ™ R
Memory “~. s VP2
resident NN T VP 3
page table Tl
(DRAM) So VP 4
VP 6
VP 7




Handling Page Fault

* Page miss causes page fault (an exception)
* Page fault handler selggts a \'/ictim to be evicted (here VP 4)
ysica

page Physical
Virtuat number memory
——address
é*a" or VP 1 PP
PT T VP 2 0
— VP 4
1 — 3
A 0 “
1 —<_
0 null__ ¢ Virtual
pTE L2 *\/ s memory
SOImeST] ™ R
Memory s~ s VP 2
resident NN T VP 3
page table Tl
(DRAM) . VP 4
VP 6
VP 7




Handling Page Fault

* Page miss causes page fault (an exception)
* Page fault handler selggts a \'/ictim to be evicted (here VP 4)
ysica

page Physical
Virtuat number memory
——address
é*a" or VP 1 PP
PT T VP 2 0
— VP 3
1 — 3
A 1 ./I‘
0 -
0 null "~ _ Virtual
— *\/‘\\ memory
;eSS — g —
Memory “~( T~ VP 2
resident Sso s VP 3
page table DR
(DRAM) So VP 4
VP 6
VP 7




Handling Page Fault

* Page miss causes page fault (an exception)
* Page fault handler selects a victim to be evicted (here VP 4)
* Offending instruction is rﬁﬁ;c%%g?l: page hit!

A W L. [
virtuadl

—address

page Physical
number memory POP
. or VP 1
A AATN o nd 3
1 ./*4 VP 3
A 1 ./I‘
0 e
0 null "~ Virtual
PTE 0 o« ~ ™k memory
1 o "~ \\\ _(.q.E.p_
7 =~ S
Memory “~. T~ VP 2
resident oo s VP 3
page table sol s
(DRAM) .. VP 4
VP 6
VP 7




Allocating Pages

* Allocating a new Rage (VP 5) of virtual memory.

ica
page Physical
number memory
PP
ali or VP 1 0
PTE, disk VP 2
610 ad:‘?;‘:i;sé VP 7 PP
1 — VP 3
1 — |
0 . _
0 e -~ Virtual
0 > C memory
PTE ; e ik
Memory \\\\\ VP 2
resident AN VP 3
page table \\\\ NN
(DRAM) AN VP 4
S~ VP 5
VP 6
VP 7




Page Faults

Before fault Memor After fault
Memor
Page Table Page Table
Virtual Phvsical
- ysica , .
Addresse —1| Addresse Virtual Physical
S ' Addresse Addresse

X

&8

DEl

b
S PR3
.
.
.....
., *
108
. L4 v
Py , “-‘
PNt e,
. AL S
3 0

{f page fault B IEIEREET H
42 )



Servicing a Page Fault

(1) Initiate Block Read

* Processor Signals I/O
Processor
Controller Reg
— Read block (page) of
length P starting at Cache bio

disk address X and
store starting at
memory address Y

Memory-I/O bus

/O
controller

*

Memory




Servicing a Page Fault

* Read Occurs Processor
— Direct Memory Reg
Access (DMA)
under the control Cache

of I/O controller

(2) DMA Transfer

Memory

Disk

N~

Disk

sk



Servicing a Page Fault

* | /O Controller
Signals Completion
to CPU
— Interrupt processor

— OS resumes
suspended process

Processor
Reg

Cache

(3) Read

Done

Memory-I/O bus

Memory

/O

controller

‘ Disk

™
Disk

*



Locality to the Rescue Again!

* Virtual memory works because of data
locality

° Temporal locality:
MRINIZIARIEY page EAR ARG RIE =4 IHIR]
° Spatlal locality:
* —1> page NN, MERSEEWR#EIIR

DRAM cache FIE T HiFh
locality?



Locality to the Rescue Again!

* Working set: the active pages of a
process

* If (working set size < main memory size)

— Good performance for one process after
compulsory misses

* If ( SUM(working set sizes) > main
memory size )

— Thrashing( 8i&g ): Performance meltdown

where pages are swapped (copied) in and out
continuously



Why Virtual Memory (VM)?

* =X {EA DRAM
— LI DRAM FB{E address space EBY—4 cache

* BEREFERE
- ’é/l\ﬂﬁz%B_JLXEJ TR Gi—RYItESS 8]

* fREMIL=(E], RERFRF
— HELE DD EMHERNFZTIE
— AP #EETRRIRAZBINEFZE




VM as a Tool for Memory Management

* Key idea: each process has its own virtual address

Space
- DEEA: #E. NE. HE. AEFESEFRZHR/EMiE=E]E
X, TERSMHENMITE—&F,; ZiE01 -> V)RR HEE, 5
A EXEARET X
_ ) 100 N = = o
,F'\;quﬁ)ﬂni*&‘;&i&mgﬁﬂﬁi, #PE %@E;Eg?ﬁsﬂpc
Address VP 1 al
Space VP 2 T PP 2 | Addre
for - SS
Process Space
1: 1 Address g{gﬁ'ﬂe’g’d-
transiat PP 6 I'bly
Virtual ion—" | ibrary
Address VP 1 FE8 | code)
Space VP 2
for -

Process
o ™




VM as a Tool for Memory Management

* Memory allocation

— Each virtual page can be mapped to any physical page

— A virtual page can be stored in different physical pages at
different times

- BTANR, DENEERE

Virtual
Address
Space
for
Process
1:

Virtual
Address
Space
for

Process
o ™

0

0

VP 1 —
VP 2 PP 2
Address
transilat PP 6
— PP 8
VP 1

VP 2

SZHRNTE, YIEERFIURDES

Physic
al
Addre
SS
Space
DRAM

(e.g., read-
Iy

library

code)



VM as a Tool for Memory Management

Sharing code and data among processes
— Map virtual pages to the same physical page

Virtual
Address
Space
for
Process
1:

Virtual
Address
Space
for

Process
2:

0

0

VP 1 —
VP 2 PP 2
Address
transilat PP 6
— PP 8
VP 1
VP 2
M-

Physic
al
Addre
SS
Space
DRAM

(e.g., read-
Iy

library

code)



Simplifying Linking and Loading

* Linking
—Each program has

similar virtual
address space

—Code, stack, and
shared libraries
always start at the
same address

SNAPEREZXD
B SiEFFRiTER IRt

Memory
Kernel virtual memory 't';‘"s'ble
OxcO000000
User stack user
(created at runtime) code
I «—%esp
(stac
+ k
point
Memory-mapped region for ger)
shared libraries
0x40000000
T <— brk
Run-time heap
(created by malloc)
\
Read/write segment Loaded
(.data, .bss) from
v the
Read-only segment executa
(.init, .text, .rodata) ble
0x08048000 / ﬁle

Unused

0




Simplifying Linking and Loading

* Loading
—execve() allocates

virtual pages

for .text and .data
sections

= creates PTEs
marked as invalid

—The . text

and .data sections
are copied, page by

0xc0000000

0x40000000

page, on demand by

the virtual memory

system

0x08048000

0

Unused

Memory
Kernel virtual memory 't';‘"s'ble
User stack user
(created at runtime) code
I «—%esp
(stac
+ k
point
Memory-mapped region for ger)
shared libraries
T «— brk
Run-time heap
(created by malloc)
\
Read/write segment Loaded
(.data, .bss) from
v the
Read-only segment executa
(.init, .text, .rodata) ble
" file



Why Virtual Memory (VM)?

* =X {EA DRAM
— LI DRAM FB{E address space EBY—4 cache

* BIUAREFEER
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VM as a Tool for Memory Protection

* Extend PTEs with permission bits

— The same physical page has different
permission for different process

Physical
Proces SU REA WRI Addre Address
Si: VP | No | Yes | No PP 6 Space-
Oi’ No | Yes | Yes PP 4
VP | Yes | Yes | Yes PP 2 — PP 2
2-
: PP 4
PP 6
Proces SU REA WRI Addre 5P 8
s J: VP | No | Yes | No PP 9 I pP9
Op | Yes | Yes | Yes PP 6 /
illi’ No | Yes | Yes PP 11 > PP 11




VM as a Tool for Memory Protection

* Page fault handler checks these before

remapping
— If violated, send process SIGSEGV
(segmentation fault)

Physical
Address

Space

PP 2

PP 4

PP 6

PP 8

PP 9

Proces SU REA WRI Addre
S i: VP No | Yes | No PP 6
O | No | Yes | Yes PP 4
VP | Yes | Yes | Yes PP 2
2: R
[ ]
(SUP=Yes: Kernel 7
Alifia] )
Proces SU REA WRI Addre
S j: VP No | Yes | No PP 9
O | Yes | Yes | Yes PP 6
No Yes | Yes PP 11

VP
2:

PP 11




Homework 4




	Virtual Memory (I) Introduction
	OS: Three Easy Pieces
	Outline
	Early Systems
	Multiprogramming and Time Sharing
	Time Sharing Implementation
	Multi-program -> Protection
	Multi-program -> Protection (2)
	VM Overview
	Virtual Memory
	Virtual Memory (2)
	Physical Addressing
	A System Using Physical Addressing
	Virtual Addressing
	Virtual Addressing (2)
	A System Using Virtual Addressing
	Address Space
	Virtual Memory (3)
	课堂练习
	课堂练习答案
	Memory API
	Memory API (2)
	Memory API (3)
	Memory API (4)
	Slide 25
	Memory API (5)
	Memory API (6)
	VM Discussions
	Why Virtual Memory (VM)?
	Using Main Memory as a Cache
	Using Main Memory as a Cache (2)
	Using Main Memory as a Cache (3)
	Design Considerations
	Page
	Page Attributes
	Page Attributes (2)
	Page Table
	Page Hit
	Page Fault
	Handling Page Fault
	Handling Page Fault (2)
	Handling Page Fault (3)
	Handling Page Fault (4)
	Allocating Pages
	Page Faults
	Servicing a Page Fault
	Servicing a Page Fault (2)
	Servicing a Page Fault (3)
	Locality to the Rescue Again!
	Locality to the Rescue Again! (2)
	Why Virtual Memory (VM)? (2)
	VM as a Tool for Memory Management
	VM as a Tool for Memory Management (2)
	VM as a Tool for Memory Management (3)
	Simplifying Linking and Loading
	Simplifying Linking and Loading (2)
	Why Virtual Memory (VM)? (3)
	VM as a Tool for Memory Protection
	VM as a Tool for Memory Protection (2)
	Homework 4

