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Signals

* Linux/Unix signal
- BT #EZBIRNEE
— A small message that notifies a process
that an event has occurred in the system

— A higher-level software form of exception
—That allows processes and the kernel to
Interrupt other processes

ZHIH#EY 4 # Exception FEREHFMANIEFECMEA



Example: The kill Program

* Kill program
— Is located in directory /bin/

— sends an arbitrary signal to another process
( F—EERIEHEIE, AILIERHMEENES)

e.g. unix> kill -9 15213
— sends signal 9 (SIGKILL) to process 15213.



Signals Type

* Signal @ BH— T #EEN—MNMER:
- RAFRETENMLENEH

* M signal type WNRAFSEHHIE KR
- REXEHRS
. —’yJLEEl kernel BY exception handler 2328, [FERAFH#HESR
AE
. :54%Erl1al RET MG, BXF exception WAL SHAR
HiE
EYNE/NEEE S
kB8 kernel
* ICREHEHMAR HIZ

~d
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Hardware Events

* SIGFPE signhal (hnumber 8)

— If a process attempts to divide by zero, then
the kernel sends it a SIGFPE signal

* SIGILL signal (number 4)

— If a process executes an illegal instruction, the
kernel sends it a SIGILL signal.

* SIGSEGV signal (number 11)

— If a process makes an illegal memory
reference, the kernel sends it a SIGSEGV

signal.



Software Events

* SIGINT signal (number 2)

— While a process is running in the foreground
— if you type a ctrl-c
— then the kernel sends a SIGINT signal to the process

* SIGKILL signal (number 9)

— A process can forcibly terminate another process
— by sending it a SIGKILL signal

* SIGCHLD signal (number 17)

— When a child process terminates or stops,
— the kernel sends a SIGCHLD signal to the parent.




Linux Signals

> man signal

Number Name Default action Corresponding event
1 SIGHUP Terminate Termunal line hangup
2 SIGINT Termunate Interrupt from keyboard
3 SIGOQUIT Terminate Qut from keyboard
4 SIGILL Terminate Illegal instruction
5 SIGTRAP Terminate and dump core (1)  Trace trap
[ SIGABRT Terminate and dump core (1)  Abort signal from abort function
¥ SIGBUS Terminate Bus error
8 SIGFPE Terminate and dump core (1)  Floating point exception
9 SIGKILL Termunate (2) Kill program
10 SIGUSRI Terminate User-defined signal 1
11 SIGSEGYV Terminate and dump core (1)  Invalid memory reference (seg fault)
12 SIGUSR2 Terminate User-defined signal 2
13 SIGPIPE Termunate Wrote to a pipe with no reader
14 SIGALRM Terminate Timer signal from alarm function
15 SIGTERM Terminate Software termination signal
16 SIGSTKFLT Termunate Stack fault on coprocessor
17 SIGCHLD Ignore A child process has stopped or terminated
18 SIGCONT Ignore Continue process if stopped
19 SIGSTOP Stop until next SIGCONT (2)  Stop signal not from terminal
20 SIGTSTP Stop until next SIGCONT Stop signal from termunal



Linux Signals

* Linux RAHTEXT 64 HES

- AR ES: WHRAIELER{ES, standard signal

* FEFEHBA, ESHIEREX, HNREZXRERNES , #
R R EI—x

* signal number 7 1~31

— A {ES:. W AXER{ES, real-time signal
* ZEHBA, ESARER, KZR, RMAIUKEIZ DR
* signal number A 32~64
* BPAIUEENXLEEFES

https:// www.man7.org/linux/man-pages/man7/
signhal.7.html



Linux Signals

kill -1 TAEEBFRE{ES

BB B FR RRTE

1 SIGHUP EES!

2 SIGINT i

3 SIGQUIT R

4 SIGILL EEES

5 SIGTRAP i mEParHTE <

6 SIGABRT abort K HMES

7 SIGBUS EEARFIAIR]

8 SIGFPE EREE

9 SIGKILL kill 55

10 SIGUSR1 BRES1

11 SIGSEGV T ATFIAIA]

12 SIGUSR?2 FAFES 2

13 SIGPIPE BER, ZBERENEES
I

14 SIGALRM alarm KHMES

15 SIGTERM KIHES

16 SIGSTKFLT SR tan

ARIAENE

TRER RS, AIBMPHZE



Linux Signals

BB 2R RRRE BRIATH{E
17 SIGCHLD FHIZR ERINZBE
18 SIGCONT SR LT

19 SIGSTOP HIE(ZLE gﬁ‘é 2B SIEFIFR
20 SIGTSTP HIE(=1E

21 SIGTTIN HIEELE, FaHIEMRIRIEEIER

22 SIGTTOU HIEELL, FEeREERIRES HRIER

23 SIGURG /0 B E2ERAHAIHIE ZINZBE
24 SIGXCPU HFEH CPU Bia] & EHA

25 SIGXFSZ XNV LR

26 SIGVTALRM REABY £iEE A

27 SIGPROF profile BY$iBRY

28 SIGWINCH BOAK/ N ERINZBE
29 SIGIO /O tH%

30 SIGPWR *A ZINZBE
31 SIGSYS RARARE

[G4:R18, FK1FEEitHie standard signal , EIJESERS

1%% 11



Signal Terminology

* Two steps to transfer a signal to a
destination process
— Sending a signal
— Receiving a signal

12



Sending a signal

* Kernel
— RIX(5SFIBir#HiE
* BEBNEMAE L TYXFHNELERSHITIEE
* EEFENIREA:
— P R(E
* 907F shell g Ctrl+C
— W’f%ﬁi}ﬂﬂéﬂ%ﬁ\%éﬁfa#
* FIANBRLL O, FHIERIESE
— L%zﬂﬁ%?%‘tb? AR (0 kill)

* kill() , raise() , sigqueue(), alarm(), setitimer() ,
abort()

* IERRGBINHEAES
* HIEEFLIRIZESHRED

13



Sending a signal

* kill() : BFmE#HESHIZEALIEES,

* sigqueue() : REEE—MHEIERIXES, FEEAHIZH
REES; FEIMNEESIEL, 5 sigaction() A&
A, BAMZFIFXERESNAIX;

* alarm() : BFARA#EIEIEENB)G AL SIGALARM 15
=,

* setitimer() . 1IEEEMNES, 1THAZIFLEHIZRIE
SIGALRM {55, IhgEtk alarm EEK;

* abort() : AHIELRIESIGABORT 55, BINHIESRE
B,

* raise() : AFRHEBERIXES;

14



Receiving a signal

mRiEEIES

— SHEMAIZSNITIREI AR SN ENEFHIERES;

— (HRWHEW signal

HYA/LHY)

— ERES, ESAEEIER;

- AP, FMERK

FREV (S SERAE

=

15



Receiving a signal

* WFREIRVES, HEALE 4 MLAELI:
— Ignore the signal (e.g., SIGCHILD)
— Terminate (e.qg., SIGKILL)
— Stop (e.qg., SIGSTOP) or restart (SIGCONT)
— Catch the signal

* by executing a user-level function called signal
handler

16



Pending Signal

* Pending signal

- B/%iE, BB EZES, WK pending signal
* Only one

- E—0Z%l, EMEERZE— pending signal
* Not queued

- NR—MHEEZE—1EE kB pending signal

- ZE%iEW signal k A=A, MEEEEER .

K EitiesyE standard signal, &2 real-time 17
signal



Blocking a Signal

* HIERLUEREY block S S RIIEIR
* 3—MM55% block BY

— AT LLRIX

— {82 pending signal A*SFIES

— HEZi#FE unblock Xf# signal

18



Internal Data Structures

* For each process, the kernel maintains

— the set of pending signals in the pending bit
vector

— the set of blocked signals in the blocked bit
vector

* The kernel sets bit k in pending
— whenever a signal of type k is delivered

* The kernel clears bit k in pending
— whenever a signal of type k is received

19



Process Groups

* AUAREESH LS HIE
— Unix AFIRIE—ELIXESHLZ N HIENE
- XEEAHIEKFI T HIZH (process group , pg)
* ENARENET— N AESE
- HEHA— M ER SN (H#EHID, pgid)
* BIANERT, BB #ARER FE—1 i
F22H

i.inux PRILIERLEIEA, RMUFHIE
¢H

20



Process Groups

#include <unistd.h>
pid_t getpgrp(void);

#inc lude <unistd.h>

returns: process group ID of the calling process

pid_t setpgid(pid_t pid, pid_t pgid);

returns: 0 on success, -1 on error

* setpgqid

— fE#HAE pid RYHTEHIRE A poid
— 1R pid=0, FHWLETESAHIE
— WR pgid=0, ABFLEA pid {EHTZEH ID

- 3T "Bl IR

21




setgpid

e.g., setpgid(o, 0);
— Suppose process 15213 is the calling process,

— then this function call

* creates a new process group whose process group
ID is 15213

* adds process 15213 to this new group

22



The kill Program

* Kill 22— Linux/Unix B ERF
— {iiF /bin/
- BFmEM#EAIELIX signal

e.g. unix> kill -9 15213
— sends signal 9 (SIGKILL) to process 15213

23



The kill Program

* AILLA kill @ process
group &i% signal
— negative PID:

— sends the signal to every
process in process group
PID

e.g. unix> kill -9 -15213

— sends a SIGKILL signal to
every process in process
group 15213

linux> ./forks 16
Childl: pid=24818 pgrp=24817
Child2: pid=24819 pgrp=24817

linux> ps

PID TTY TIME CMD
24788 pts/2 00:00:00 tcsh
24818 pts/2 00:00:02 forks
24819 pts/2 00:00:02 forks
24820 pts/2 00:00:00 ps
linux> /bin/kill -9 -24817
linux> ps

PID TTY TIME CMD
24788 pts/2 00:00:00 tcsh
24823 pts/2 00:00:00 ps

linux>

24




Sending Signals from the Keyboard

* Job
— Linux/Unix A— shell s $ERQIERHIEES

- E—NZIRZEE— foreground job , Kz 0 g}
% background job

e.g. unix> 1ls | sort

- a foreground job consisting of two processes
connected by a pipe

25



Sending Signals from the Keyboard

* Shell 381 job €I#E— process group

— @&, process group ID XH job HFHIEN
parent process

26



Sending Signals from the Keyboard

pid=20

pgid=20 pgid=32

\ Background Background
process process
@ @ group 32 group 40
pid=21 pid=22
pgid=20 pgid=20
Foreground
process

group 20

27



Sending Signals from the Keyboard

* EEE LW ctrl-c

— causes a SIGINT signal to be sent to the shell
— The shell catches the signal

— Then sends a SIGINT to every process in the
foreground process group

— The result is to terminate the foreground job
(default)

28



Sending Signals from the Keyboard

* EEE WA crtl-z
— sends a SIGTSTP signal to the shell
— The shell catches the signal

— Sends a SIGTSTP signal to every process in
the foreground process group

— The result is to stop (suspend) the foreground
job (default)

29



Example of ctrl-c and ctrl-z

bluefish> ./forks 17
Child: pid=28168 pgrp=28107

Parent: pid=28107 pgrp=28107

<types ctrl-z>
Suspended
bluefish> ps w

PID TTY STAT
27699 pts/8 Ss
28107 pts/8 T
28108 pts/8 T
28109 pts/8 R+
bluefish> fg
./forks 17
<types ctrl-c>
bluefish> ps w

PID TTY STAT
27699 pts/8 Ss
28110 pts/8 R+

TIME
0:00
0:01
0:01
0:00

TIME
0:00
0:00

COMMAND
-tcsh
./forks 17
./forks 17
ps w

COMMAND
-tcsh
ps w

STAT (process state)
Legend:

First letter:

S: sleeping

T: stopped

R: running or ready

Second letter:
s: session leader
+: foreground proc

group

See “man ps” for more
details

fg: resume the most
recently suspended or
backgrounded job



Sending Signals with kill Function

#include <sys/types.h>
#include <signal.h>
int ki1ll(pid_t pid, int sig);
returns: 0 if OK, -1 on error

* If pid Is greater than zero,

— then the kill function sends signal number
sig to process pid

* If pid is less than zero

— then kill sends signal sig to every process
In process group abs(pid)

31



1 #include "csapp.h"

2

3 1int main()

4 {

5 pid_t pid;

6

7 /* child sleeps until SIGKILL signal received */

8 if ((pid = fork()) == 0) {

9 pause(); /* wait for a signal to arrive */

10 printf("control should never reach here!
\n");

11 exit(0);

12 }

13

14 /* parent sends a SIGKILL signal to a child */
15 kill(pid, SIGKILL);
16 exit(0);



Receiving a Signal

* FoREMH:
— YAZM— exception handler FiR[g],
- MBIEEZFITHINE L HIZE B BT ( NNZEAIE

signal)

Proces
s A

l

Proces
s B

user

code
kernel } context

code switch

Tim user

code

kernel ]-context
code switch
user 33
code



Receiving a Signal

* Actions

- R#ZKZE unblocked pending signals (pending
& “blocked)

— If this set is empty (the usual case)
© NIZFIEHIREEEETE B PR —%IES (I .0

— However, if the set is nonempty
* RzEFREP— signal k (1BE2&/]\8Y signal)
* oRHHIE B EUW signal k.

A= signal HAZELE, EPERRMNARSEABRSH,
Mt BRI UH{ESAETA

34



Receiving a Signal

* HFE B LIEiZ signal
« AMETERfE, ITHIRFEREE BT —FES ()

(1) Signal received (2) Control passes
by process | to signal handler

Inext | (3) Slgnal
\ handler runs
(4) Signal handler

y returnsto
next instruction




Nested Signal Handlers

* =M A[E signal B9 handler 2RI LUERER ( #8[E signal
HYAR1T)
* MW —FE=M kernel->usr space BHENESAMEEF
Main program Handler S Handler T
(2) Control passes
(1) Program I, to handler S
catches signal s (4) Control passes
(3) Program to handler T
(7) Main program [ catches signalt Y >
resumes l\‘\l
(6) Handler S Y ’(Zﬂzgifr T
returns to handler S
main

program



Receiving a Signal

* Each signal type has a predefined default
action, which is one of the following:
— The process terminates.
— The process terminates and dumps core.

— The process stops until restarted by a
SIGCONT signal

— The process ignores the signal

37



Receiving a Signal

* SIGKILL

— The default action is to terminate th
receiving process

* SIGCHLD
— The default action is to ignore the si

e

gnal.

— NRAGHTZIAA wait() , N=UEOFFILIE

X MES

38



Receiving a Signal

* A process can modify the default action
associated with a signal

— by using the signal function

— The only exceptions are SIGSTOP and SIGKILL,
whose default actions cannot be changed.

39



Signal Function

#include <signal.h>
typedef void (*signalhandler_t)(int);

signalhandler_t signal(int signum, signalhandler_t

handler)
returns: ptr to previous handler if OK,
SIG_ERR on error (does not set errno)

* typedef fEARENX —MKZISFTEE signalhandler t
* Three ways to change default actions:
— If handler is SIG IGN, then signals of type signum are

ignhored

— If handler is SIG DFL, then the action for signals of type
signum reverts to the default action

— Otherwise, change action to handler (called signal
handler) 40




Signal Function

* Installing the handler

— Changing the default action by passing the
address of a handler to the signal function

* Catching the signal
— The invocation of the handler

* Handling the signal
— The execution of the handler

41



©OoONOGOOOG A~ WDNRE

10
11
12
13
14
15
16
17
18

#1

nclude "csapp.h"

void handler(int sig) /* SIGINT handler */

{

printf("Caught SIGINT\n");

exit(1);

}
in

{

}

¢

\>

t main()

/* Install the SIGINT handler */

if (signal(SIGINT, handler) == SIG_ERR)
unix_error("signal error");

pause(); /* wait for the receipt of a signal */

exit(0);

Z@. XPMEFERHRM status %
?



Signal Function

* Handling the signal
— SAIEEIR T — 1 EE I kB signal
— K MZBY handler #805E
* K{EM handler W&#E#HE
— 3 handler HI4T7EIEM return 148
* ITHINEEC] I B IERE IR
- BEXIROM signal I RTRIAIE

* [E— handler FTLARAFEIRAESREN{ES
— FRUAAEE signal 2EMERSEUETHE

43



Sending Signals With the alarm

Function

#include <unistd.h>

unsigned int alarm(unsigned int secs);
returns: remaining secs of previous alarm, or 0O if no previous

alarm

* Arranges for the kernel to send a SIGALRM signal to
the calling process in secs seconds (4582 NH

)

If secs IS zero

— any pending alarm is canceled ( BUEFr&E R )

* The call to alarm

— BUHIEEAFRIERN (pending ) [#¥

— IR[EIFI— pending alarm RIRAIFLER

- MR Z81EE pending alarm , 3&[8] 0

44



1 #include "csapp.h"

2 void handler(int sig) E87 5 FBIYE

3 { (L

4 static int beeps = 0O;

5 printf("BEEP\n");

6 if (++beeps < 5)

7 alarm(1); /* next SIGALRM will be delivered in 1s */
8 else {

9 printf("BOOM!\n");

10 exit(0);

11}

12 }

13 int main()

14 {

15 signal(SIGALRM, handler); /* install SIGALRM handler */
16 alarm(1); /* next SIGALRM will be delivered in 1s */
17

18 /* signal handler returns control here each time */

19 while (1);

20 exit(0);

21 }



linux>
BEEP
BEEP
BEEP
BEEP
BEEP
BOOM!

/Jalarm

46



o N o LR B N

26

code/ecf/counterprob.c

#include "csapp.hT iy ARBREEAGERL-ARKHAEGEAE-NATFREFHBES K, LEREEALA
—ABAE, BHARHAELRE A ERELY, FEUREEHEEABERS -2 BER
counter fi—, AF#HELLEZE, X#BRTURERXNITE. AW, YHARLLE/TE 8-41
void handler(int sig) PTHRREFH, RALX#BE WA printf if, counter HE B R 2, HEFHBHRAABLR

int counter = 0;

{ TSAMEE. ARER, HEIREE. FEBBXNMEFEHLEED?
counter++;
sleep(1); /* Do some work in the handler */
return;
¥
int main()
{
int 1i;

Signal (SIGUSR2, handler);

if (Fork() == 0) { /= Child %/
for (i = 0; i < 5; i++) {
Kill(getppid(), SIGUSR2);
printf ("sent SIGUSR2 to parent\n");
}
exit(0);
3

Wait (NULL);
printf ("counter=7%d\n", counter);

exit (0); 47

code/ecf/counterprob.c



IR EHR ]

* BE— 1 AMFIREAIER, BG5S SIGINT —
ROIERRIEN ---- IS H AR R ARBIEEK

* BFIE1TE, kill -2 pid , IZFEFSITEIHF
A S IR KRV ZE R

s IHEHAENEZHNAEIR, EFRREER
ﬁiljjﬁba T%FE)&—T‘—

48



HIER

#include <stdio.h>
#include <math.h>
#include <signal.h>

void printmaxprime(int signum);
static long int maxprime;
void main()

{
long int x=100,i,a,d=2000000000;
signal (SIGINT, printmaxprime);
for (x;x<=d;x++)
{
a=sqgrt(x);
for(i=2;i<=a;i++)
if(x%i==0) break;
if(i>=a)
{
maxprime = x;
//printf("maxprime is
}
}
}

void printmaxprime(int signum)
{

printf("maxprime is %d\n", maxprime);

$d\n", maxprime);

49



Signal Handling Issues

* Pending signhals can be blocked

— Unix signal handler —fi =R H I EEMIRES
Bl —ZE A8 pending signals

* Pending sighals are not queued
- EHUREM L, §—MESHKE RN —1 bit, Ff
LUHEEIERE /| L5, TEIERKTILTES
- EZNMRUBELAR pending signal R 2= i
EFT

50



Signal Handling Issues

. Slgnal handlers #1 main program &3 %H89,
B EeFTE

FHizizW signal YA WAV B ERER
* AEIRAXT signal VAR AT AIgEARA—1E

51



14 int main()

15 {
16
17
18
19
20
21
22
23
24
25
26
27

28
29
30
31
32
33
34
35
36 }

int i, n; char buf[MAXBUF];
if (signal(SIGCHLD, handlerl) == SIG_ERR)
unix_error("signal error");

/* parent creates children */
for (1 =0; 1< 3; i++) {
if (fork() == 0) {
printf("Hello from child %d\n", (int)getpid());
sleep(1);
ex1it(0),
}
}
/* parent waits for input and then processes it */
if ((n = read(STDIN_FILENO, buf, sizeof(buf))) < 0)
unix_error("read");

printf("Parent processing input\n");
while (1) ;

exit(0);



#include "csapp.h"

void handleri(int sig)

{
pid_t pid;

unix_error("waitpid error");
printf("Handler reaped child %d\n",
10 Sleep(2);
11 return;

©OCoONOGOCUGA~,WNERE

if ((pid = waitpid(-1, NULL, 0)) < 0)

(1nt)pid);

53



linux> ./signall

Hello from child 10320
Hello from child 10321
Hello from child 10322
Handler reaped child 10320
Handler reaped child 10322
<cr>

Parent processing input
<ctrl-z>

Suspended

linux> ps
PID TTY STAT TIME COMMAND

10319 p5 T 0:03 signall
10321 p5 Z 0:00 signall <zombie>
10323 p5 R 0:00 ps



©OCoONOGOCUGA~,WNERE

#include "csapp.h"

void handler2(int sig)

{
pid_t pid;

while ((pid = waitpid(-1, NULL, 0)) > @)

printf("Handler reaped child %d\n",
if (errno != ECHILD)
unix_error("waitpid error");
sleep(2);
return;

(1nt)pid);

55



linux> ./signal2

Hello from child 10378
Hello from child 10379
Hello from child 10380
Handler reaped child 10379
Handler reaped child 10378
Handler reaped child 10380
<cr>

Parent processing input

20



Signal Handling Issue

S

* HFEEE. BHEEEM signal handler
* 7x signal handler FXRAA async-signal-safe

functions

* BIEN (reentrant) 3iE& T BE# signal FFHTEYEKIER

EE[E

* 7f handler B{R%F errno , F
* %% handler Bt errno BY{&

* MFBRRER/RPBIEEN, N b

AITE errno

I EMiZF
ock EAtt signal
* BeRZT=/EA volatile IR FL=

57



ASF function:

BZEBANRSAX
¥, W0 printf.
sprintf . malloc .

exit F, #A async-
signal-safe AY

B] LA write 5(& sio
package AHBYER KA
H, %sio puts

_Exit

_axit

abort
accept
aAccass
ajio_srror
ajo_return
aie_suspend
alarm

bind
cifgatispead
cifgatospead
cfsetispead
cfsatospead
chdir

chmod

chown

clock_gettime

close
connact
creat
dup

dup2
axecl
axecle
axecy
axecve
faccessat
fehmed
fehmodat
fchown
fchownat
fentl
fdatasyne

faxecve
fork
fstat
fatatat
faync
ftruncate
futimens
gatagid
gataunid
gatgid
Eetgroups
getpeername
getpgrp
getpid
getppid
gatsocknamne
gatsockopt
getuid
kill

link
linkat
listen
lzeak
latat
mkdir
mkdirat
mkfifa
mkfifoat
mknod
mknodat
open
opanat
pause

pipe

poell
posix_trace_event
peelect
raise

read
readlink
readlinkat
recv
recvirom
FrecVmsE
rename
renamaat
rmdir
selact
sem_post
send
sendmsg
sendto
setgid
setpgid
setsid
setsockopt
setuid
shutdown
sigaction
sigaddset
sipgdelset
sigemptyset
sigfill=at
sigismembar
signal
sigpause
sigpending
sigprocmashk

sigqueus
sigset
sigsuspend
sleap
sockatmark
socket
socketpair
stat
symlink
symlinkat
tedrain
toflow
tceflush
tcgetattr
tcgetpgrp
tesandbraalk
tcsatattr
tesatpgrp
time
timer_getoverrun
timer_gettime
timer_ settime
times

umask

uname
unlink
unlinkat
utime
utimensat
utimes

wait
waitpid
write




Safely Generating Formatted Output

* Use the reentrant SIO (Safe I/O library) from
csapp.c in your handlers.
— ssize_t sio_puts(char s[]) /* Put string */
— ssize_t sio_putl(long v) /* Put long */
— vold sio_error(char s[]) /* Put msg & exit */

void sigint_handler(int sig) /* Safe SIGINT handler */
{

Sio_puts("So you think you can stop the bomb with ctrl-c, do
you?\n");

sleep(2);
Sio_puts(“Well...");
sleep(l);
Sio_puts(“OK. :-)\n");
_exit(0);

}




IRELRS]

* Zaiffl#ERY signal handler B2, LA RFTSLL L
B9 guideline?

#include "csapp.h"

void handler2(int sig)

{
pid_t pid;

while ((pid = waitpid(-1, NULL, 0)) > 0)
printf("Handler reaped child %d\n", (int)pid);

if (errno != ECHILD)

10 unix_error("waitpid error");

11 sleep(2),;

12 return;

©OCoONOCGUA~,WNDNERE
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R

B - EF

©OoOoO~NOCO AL, WNIE

#include "csapp.h"

void handler2(int sig)

{

int olderrno = errno;

while (waitpid(-1, NULL, 0) > 0)
sio_puts("Handler reaped child\n");

if (errno != ECHILD)
sio_error("waitpid error");

sleep(2);

errno = olderrno;

61



Signal Handling Issues

* System calls can be interrupted

— Slow system calls
* read, wait, and accept

— On some old systems
* H—LE slow system call #{E= K5, signal handler
R T —NMESHIHTAEMIREG, system call AL
SZHITT
* MEIZREIFAFRER, HIKE2RTE errno Kk
* FIUNEIEIREIAY sleep , BIREIRATIR[D]

62



sigaction Function

#include <signal.h>
int sigaction(int signum,
struct sigaction *act,

struct sigaction *oldact);
returns: 0 if OK, -1 on error

struct sigaction {

void (*sa_handler)(); /* addr of signal

handler,
or SIG_IGN, or SIG DFL */

sigset_t sa mask; /* additional signals to block */
int sa_flags; /* signal options */

}
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sigaction Function

* Int sigaction(int signum, struct sigaction
*act, struct sigaction *oldact);
— signum : Eig{ERY signal 5
— act : &EX signal ESHFHLIEAR
— oldact : RRMESHILIERI(
—R[EE: 0 RERLN, -1 REBIHEIRAS
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{

(o) a ~r WODN PR

00

10
11
12 }

handler_t *Signal(int signum, handler_t *handler)

struct sigaction action, old_action;

action.sa _handler = handler;

/* only block sigs of type being handled */
sigemptyset(&action.sa_mask);

/* restart syscalls if possible */
action.sa_flags = SA_RESTART;

if (sigaction(signum, &action, &old_action) < 0)

unix_error("Signal error");
return (old_action.sa_handler),
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signhal() vs. sigaction()

- B FIESC

L1l

* signal() : *XHFESEEER
E5 %3,

. S|gact|on() >HFESEEER, JTHTFRAERE

T (struct sigaction i E 3 B B
handler) ;
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Signal Function

* HBEIEFEHRIENES KRB FK
— B S TR

* EFTBRRASH signal SRR, (ESEPASITFHF
BA

* WP ARSIER, =T UM EBhEMHRN
17

ATl
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Signal Function

* —HI1Ed signal IEBUEME S I AIB IR K
¥, BBEYBXAR signal X, Hi%
handler ¥4 SIG IGN 8¢ SIG DFL 7 8EBGH
- SIG_IGN : ZBI&ES
— SIG_DFL : MmEINGIELAT
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Explicitly Blocking Signals

#include <signal.h>

int
int
int
int

int

Int

sigprocmask(int how, const sigset_t *set,

sigset_t *oldset)
sigemptyset(sigset_t *set) ;
sigfillset(sigset t *set);

sigaddset(sigset_t *set, int signum);
sigdelset(sigset_t *set, int signum);

Return: 0 if OK,

-1 on error

sigismember (const sigset_t *set, int signum);

Returns: 1 if member, 0 if not,

-1 on error
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Explicitly Blocking Signals

* sigprocmask

— E&gél Bl A

N

F&1EI ?z

& (blocked bit vector) BEJIR

— SIG_BLOCK: add the signals in set to blocked
(blocked = blocked | set )

— SIG_UNBLOCK: Remove the signals in set from
blocked (blocked = blocked & ~set)

— SIG_SETMASK: blocked = set

— If oldset is non-NULL, the previous value of the
blocked bit vector is stored in oldset
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Explicitly Blocking Signals

* Signal set
* Sigemptyset ;. ¥ set 8 bitiIgEHN O
* Sigfillset : B set&—1bitigEAN 1
* Sigaddset : 7f set HEM— 1M EiKiES
* Sigdelset : 7£ set A —MNRKKISS
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Explicitly Blocking Signals

N O bW NN -

10
11

sigset_t mask, prev_mask;

Sigemptyset (&mask) ;
Sigaddset (&mask, SIGINT);

/* Block SIGINT and save previous blocked set */
Sigprocmask (SIG_BLOCK, &mask, &prev_mask);
// Code region that will not be interrupted by SIGINT

/* Restore previous blocked set, unblocking SIGINT */
Sigprocmask (SIG_SETMASK, &prev_mask, NULL);
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Linux S IRIEFEM S

* WEREFSEREFAL, HERFNZ
tErTRE B AE 4L ;

= /IR =
EEE:

A

* WA AW E SRS E A EANER;

* FAEINRFERERESLHEEX
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volatile long counter = 2;

void handlerl(int sig)

]
2
3
> B AL c
1 ié p 5 sigset_t mask rev_mask;
) \/J gset_ » prev_ H
6
7
8

Sigfillset (&mask);
Sigprocmask (SIG_BLOCK, &mask, &prev_mask); /* Block sigs */

) _F§|J %%}? 9 Sio_putl(--counter);

10 Sigprocmask (SIG_SETMASK, &prev_mask, NULL); /* Restore sigs */

E/\J ?Fﬁélj tj /_LEE 1; _exit(0);
(VN -

15 int main()

16 {
17 pid_t pid;
- 18 sigset_t mask, prev_mask;

A child created - = P

via fork(Z) 20 printf ("%1d", counter);

- - 21 fflush(stdout) ;

inherits a copy of .,

Its parentls 23 signal (SIGUSR1, handler1l);

. 24 if ((pid = Fork()) == 0) {
signal 25 while(1) {};
= —_ 26 }

dispositions. 27 Kill(pid, SIGUSR1);
28 Waitpid(-1, NULL, 0);
29
30 Sigfillset (&mask);
31 Sigprocmask (SIG_BLOCK, &mask, &prev_mask); /* Block sigs */
32 printf("%1d", ++counter);
33 Sigprocmask (SIG_SETMASK, &prev_mask, NULL); /* Restyie sigs */
34
35 exit (0);



IRELS] - ER

* MIiER
iNE b
TA4?

* 213

00 N O AW =

1

12
13
14
15
16
17
18
19
20
21

22
23
24
25
26
27
28
29

30
31
32
33
34
35
36

volatile long counter = 2;

void handlerl(int sig)
{

sigset_t mask, prev_mask;

Sigfillset (&mask) ;

Sigprocmask (SIG_BLOCK, &mask, &prev_mask); /* Block sigs */
1 Sio_putl(--counter);

Sigprocmask (SIG_SETMASK, &prev_mask, NULL); /* Restore sigs */

_exit(0);

int main()

pid_t pid;
sigset_t mask, prev_mask;

2 printf("%1d", counter);
fflush(stdout);

signal (SIGUSR1, handlerl);
if ((pid = Fork()) == 0) {
while(1) {};

}
Kill(pid, SIGUSR1);

Waitpid(-1, NULL, 0);

Sigfillset (&mask) ;
Sigprocmask (SIG_BLOCK, &mask, &prev_mask); /* Block sigs */
3 printf("%1d", ++counter);

Sigprocmask (SIG_SETMASK, &prev_mask, NULL); /* Re%%?re sigs */

exit(0);



Nasty Concurrency Bugs

10 int main(int argc, char **argv)

11 {

12 int pid;

14 signal(SIGCHLD, handler);

15 initjobs(); /* initialize the job list */
16

17 while(1) {

18 /*child process */

19 if ((pid = fork()) == 0)

20 execve(“/bin/1s”, argv, NULL);

21

22 /* parent process */

23 addjob(pid) ; /* Add the child to the job list */
24 }

25 exit(0)
26 }



Nasty Concurrency Bugs

1 void handler(int sig)

2 {
3 pid_t pid ;
/*reap a zombie child */
4 while (pid = waitpid(-1, NULL, WNOHANG) > 0)
/* delete the child from the job list */
5 deletejob(pid);
6
7 if (errno != ECHILD)
8 unix_error(“waitpid error”) ;
9 }
ZEFEt4

bug?
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Nasty Concurrency Bugs

* Possibly incorrect sequence of events

— Parent executes fork and kernel schedules
the newly created child

— Child terminates and kernel delivers a
SIGCHLD signal to parent

— Parent receives the SIGCHLD signal and runs
the signal handler

— Signal handler calls deletejob
— Parent return from fork and calls addjob

FIEF 2B job #H1TH
B! 78



1 void handler(int sig)

2 {
3 pid_t pid ;
/*reap a zombie child */
4 while (pid = waitpid(-1, NULL, WNOHANG) > 0)
5 deletejob(pid); /* delete the child from the job list */
6 if (errno != ECHILD)
7 unix_error(“waitpid error”) ;
8 }
9

10 int main(int argc, char **argv)

11 {

12 int pid;

13 sigset_t mask;

14

15 Signal(SIGCHLD, handler),

16 initjobs(); /* initialize the job list */
17



18 while(1) {

19 Sigemptyset (&mask);

20 Sigaddset(&mask, SIGCHLD);

21 Sigprocmask(SIG_BLOCK, &mask, NULL);

22 Block SIGCHLD
23 /*child process */

24 if ((pid = fork()) == 0) {

25 Sigprocmask(SIG_UNBLOCK, &mask, NULL);

26 execve(”“/bin/1s”, argv, NULL);

27 }

28

29 /* parent process */

30 addjob(pid); /* Add the child to the job list */
31 Sigprocmask(SIG_UNBLOCK, &mask, NULL);

32 h Unblock SIGCHLD
33 exit(0)

34 }




Explicitly Waiting for Signals

* Handlers for program explicitly waiting for
SIGCHLD to arrive.

volatile sig_atomic_t pid;

void sigchld_handler(int s)

{
int olderrno = errno;
pid = Waitpid(-1, NULL, 0); /* Main is waiting for nonzero pid */
errno = olderrno;

}

void sigint_handler(int s)
{
}
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Explicitly Waiting for Signals

| int main(int argc, char **argv) {
sigset_t mask, prev;
Signal(SIGCHLD, sigchld_handler);
Signal(SIGINT, sigint_handler);
Sigemptyset(&mask);
Sigaddset(&mask, SIGCHLD);

while (1) {

Sigprocmask(SIG_BLOCK, &mask, &prev); /* Block SIGCHLD
*/

if (Fork() == 0) /* Child */

exit(0);

/* Parent */

pid = 0;

Sigprocmask(SIG_SETMASK, &prev, NULL); /* Unblock
SIGCHLD */

/* Wait for SIGCHLD to be received (wasteful!) */
while (!pid);
/* Do some work after receiving SIGCHLD */
printf(".");
}

exit(0);




Explicitly Waiting for Signals

* Program is correct, but very wasteful
* Other options:

while (!pid) /* Race! */ while (!pid) /* Too slow! */
pause(); sleep(1);

Pause/sleep AIgE Eft{E S, PAIAFEE—MEIF
Race: T while &1iAB/fG. pause FiaETWE]
SIGCHLD 15, M pause AJgesKizkER (&BEREFMH

xFE)
* Solution: sigsuspend
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Waiting for Signals with sigsuspend

°* 1nt sigsuspend(const sigset_t *mask)

* Equivalent to atomic (uninterruptable)
version of:

sigprocmask(SIG_SETMASK, &mask, &prev),
pause();
sigprocmask(SIG_SETMASK, &prev, NULL);
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Waiting for Signals with sigsuspend

int main(int argc, char **argv) {
sigset_t mask, prev;
Signal(SIGCHLD, sigchld_handler);
Signal(SIGINT, sigint_handler);
Sigemptyset (&mask);
Sigaddset (&mask, SIGCHLD);

while (1) {
Sigprocmask(SIG_BLOCK, &mask, &prev); /* Block SIGCHLD */
if (Fork() == 0) /* Child */
exit(0);

/* Wait for SIGCHLD to be received */
pid = 0O;
while (!pid)
Sigsuspend(&prev);

/* Optionally unblock SIGCHLD */
Sigprocmask(SIG_SETMASK, &prev, NULL);
/* Do some work after receiving SIGCHLD */
printf(".");
}
exit(0);
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