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Outline

* Interuption ( #l#f )
* Exceptions (&)

* Classes of Exceptions



Control flow ( 5537 )

* MFAHEIXRA, CPU RYZ

C{EIEE

— While(1) {
* FiES;
* ITIES;

— 1

* XNMESHEIIFLERSFEY physical control flow

Tim

inst_

Physical control

flow startup>
inst,
inst,
inst,

<shutdow

n>



Altering the Control Flow

* ZRIEN]F IR EERRA G A
— Jumps and branches

— Call and return using the stack discipline.

— Both react to changes in program state.



Altering the Control Flow

* BEWNRISREMIEHIZE ZBIYiR control
flow :

- 2455 (mul g RN
RiX 26k .



Altering the Co

ntrol Flow

° LtbIh, —LEINEFEHEE CPU XZ control

flow :

- B SFE E BN / BB MMIEEE ready.
- BT T—NRLL O Bo3ES

— FAP7E shell £

ENT ctl-c



Exceptional Control Flow

* X HEFESRABRRANTIEFM
XA g R T ITHIRIM AT B IEGIR

( exceptional control flow, ECF)
- Mé A program | HY$E Il 7R AR 2 A B
i, ¥EHEHMES

— R ERAE —E RIS KT

ECF

i



Exceptions

© BIEMRECF, HARBEMBAR

Exception ( B& )

* Exception 7£ OS 2Rz~ Sequenual
Control Flow BYZRSACRE, XX

CPU IAEHIXZ (event) FHHY

* MRFEIBS (MW C++ . Java) RN
Exception R@— 1AM




Exceptions

* event X4%Bt, CPU &M application BYE &R BkEE E)
exception handler , #1T exception processing

* ZERERIEESIR[E] application BYIEE (B EIBE abort
application)

Application program Exception Handler
event ——1 .. exception , | |
I exception processing
next
exception
return (optional)
: 9




Exceptions

RSP SMAgER R B EfA — T IE—BIIEEIEY
exception number

* BLk exception number 7Ei&it CPU BIFEEXIF T ,
BN LLE OS Kernel 4 &

Exception number Description Exception class
0 Divide error Fault
13 General protection fault Fault
14 Page fault Fault
18 Machine check Abort

32-127 OS-defined exceptions Interrupt or trap
128 (0x80) System call Trap
129-255 OS-defined exceptions Interrupt or trap
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0S TR &eIZM#IaHE exception
table, &1 exception number ¥ WHE

Exception Table‘F'El'J—l entry , FIEHHE exception

handler BYigt
Exceptio 1. & event EHE—
n exception number k
nuinbers
code-for 2. Exception table
Exception exception,handler,0 entry k 3gm—1
& table code for exception handler.
X rovd exception,handler, 1 3 Handler k 7E
1 v cade.for exception k &R
2 '/ exception,handler,2 A .
n-1 .
code.for

exception, handler,n-1
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Exception Table

Exception table

|

Exception number
(x 8)

Address of entry
for exception # k

Exception table

base register

—1 CPU

register , 17X
exception table

RUECYRhE

>®
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Exception Handler

* Exception handler B OS &%, i&1T1E kernel
mode , HBERFEFHREINE

* [Fltk, Exception EEk%E control flow £ user
mode 1 kernel mode Z [8]fYTJ# (transfer) , B[
1 H A%

* User and kernel modes
— User mode: BFEH|, BELEESZENHHUIT
* g0 1/0 EX
— Kernel mode: OS kernel EREE
* RHILIESHBEIES system call
* BEFEA system call , E%I#E] kernel mode EHR1T |,



Exception Handler

event

Application program
(User mode)

— 1

I

curr

next

N

; exception

Exception Handler
(Kernel mode)

exception
return (optional)

‘\1 exception processing
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ECF and Process

* ECF @x# "#iE" HXEVH
- HEEERZIREEN &S
— BL[fF LS MHBEAHAAT, HEUEN

— HIZZ BN, REIE1T, FEMKHE ECF
— HIEN B MEMIBIEN G IE DT ECF
— HIEHIT system call H{&#i ECF
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Exception 93

* FhkT (interrupt)
* @t (trap)

* ¥FE (fault)

* &1 (abort)
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Interrupts

* FhkT (interrupt)
— 3B CPU 5M3B, %0 1/0 =& FEH
- BPRE (5ELAXT, EAEEERELRE)
— CPU B % JBVEHFER (pin) X HPETEXK
— XAy exception handler B0 interrupt handler

17



HhERIgE 1§ exception number &%

system bus L, #i&d interrupt
Interrupts controller & CPU EA pin LBYEBFHIS

Keyboard Mouse Printer
| \ Interrupt Keyboard UusB
Processor
controller controller controller
System Bus
Memor erlal AT IDE Video Network
y ontrolle c,ontrolle adapter adapter

% @ Display Network

18



Interrupts

* PR EEF TR S AIfE<T (IR ARRFIE)
* SRR ERENITHETLIEREF
* AEREITT—%ES

+ TR U (CRUAM AR BT B 4R 21 oh B P i)

(2) Control passes
to handler after current

1) Interrupt pin . : .
gc(:: é)s high d{;’; rﬁ'.- g - instruction finishes 1

(3) Interrupt
handler runs

execution of Thext
current instruction
(4) Handler
returns to
next instruction

19



Traps

faft (trap)

- EENEE, IETH?‘TF_Qﬁ%TE%\ (syscall & int 5§
) NER, ERAFEEN

— WY software interrupt

- trap REENAREERFRRERNRZZ B HE—H
O, BIRFAFIAR (system calls)

20



Traps

f&abt (trap)

— Sl AL

X, HITSElERAIERERFE, =iR[E

BRI —518<

(2) Control passes

(1) Application to handler
makes a sysc?ll A > 37
next rap
system call ‘\i Sl A

(4) Handler returns
to instruction
v following the syscall

21



Traps and System Calls

* Exceptions in x86-64 systems

Exception number Description Exception class
0 Divide error Fault
13 General protection fault Fault
14 Page fault Fault
I8 Machine check Abort
32-127 OS-defined exceptions Interrupt or trap
128 (0x80) System call Trap
129-255 OS-defined exceptions Interrupt or trap

22




Traps and System Calls

* 81 system call B—1"H 0S EX B syscall number
* System calls in Linux x86-64:

Number Name Description Number Name Description

0 read Readfile 33 pause  Suspend process until signal arrives
1 write Write file 37 alarm  Schedule delivery of alarm signal
2 open  Open file 39 getpid Get process ID
3 close Close file 57 fork Create process
4 stat Get info about file 59 execve [Execute a program
9 mmap Map memory page to file 60 _exit Terminate process

12 brk Reset the top of the heap 61 wait4  Wait for a process to terminate

32 dup2 Copy file descriptor 62 kill Send signal to a process
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Traps and System Calls

* x86 FFFBEM system call &i@id syscall (int
0x80) f< A

* Linux EBEITE kernel space & 8IE—
FUF exception table WEHR R, BTIEE
syscall number &3k syscall handler BN

24



System Call Example #1

hello world
int main()
{
write(1, "hello, world\n", 13);
exit(0);

a b WODN PR H

file
descriptor

1 £ stdout E’\J}

25



System Call Example #1

IR EE. FIA1T main
_EKER code/ect/hello-asm64.sa

1 .8ection .data

2 string:

3 .ascii "hello, world\n"

l string_end:

5 .equ len, string end - string
6 .section .text

7 .globl main

8 main:

26



System Call Example #1

L9 ¥ syscall number £\ rax 7728, L10-12 ¥ write 89 3
SEIENSTTESS, L13AMH syscall wirte, L14-16 5ERkiEA

syscall exit =~

movq $1, Yrax
movq $1, Jrdi
movq $string, Yrsi
movq $len, Yrdx
syscall

[ o apd _— T SR L
., = | [ 3§
L L L=1F, W T W T

movq $60, %rax
movq $0, %rdi
syscall

FAL = d

—|-II-— . _I
T4 F A e
| L [ bd S b . L
j i
| =7 o
4 Lk b L LAl E
a ] T F
—_ - =, ksl
L —
. :l_l
L
= =+ :II
L [
(= = I =
L d L L "
]
I

system call
ESBIEF
25, MIF

stack 5Ehk

code/ecf/hello-asmb64.sa
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System Call

* WAEFEARF system call (RSEHEE)
- XHRE (ME)
- BANGEL (EE. EREs)
- 1Et|:'|$zl"

* 5 Call R[E], System call= HEHNIE + Bki%
* BRI 4mn] LIEEBHIRAR OS

28



System Call vs. Procedure Call

* RFUAR (B9 open() ) BECKRIMERRZUEA,

B AXHIE?

— open() 1=

~ OS 1R HEHY/Z KX

- ARRENEIEAAL R int 80 I5<9FMA

exception,

HANRNIZE, HANEIER handler /5

- 1) ZRFBNRIBFEAER, FEXFIBHNREE
- 2) RRFRSEIETE BIirREREIE, JgEEE—1
syscall number 4%
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System Call Example #2

* Example: read

— count = read(fd, buffer, nbytes);
* #1, SXHEIRT,
* #2, EHHIERERNEREFNMUE, NEEPXEHII ;
* #3, RBLFT
- BITMEE:
* AFPAR read B9EE (&% %)
* Read FERIZXEYIUES
* N read RS IEA BB
* AX 11 1M ® (FhiE)
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System Call Example #2

Address
OxFFFFFFFF _
Return to caller ' Library
Trap to the kernel procedure
5| Put code for read in register read
10
4
User space < Increment SP 11 R
- Call read
3| Push fd User program
o[ Push &buffer calling Fead
1| Push nbytes D
6 9
-
o * /
Kernel space _ 7 8 | Syscall
(Operating system) < Dispaich > handler

or



System

Call

* BMREINARFIAR

Process management

Call Description
pid = fork() Create a child process identical to the parent
pid = waitpid(pid, &statloc File management
s = execve(name, argy, er Call Description
exit(status) fd = open(file, how, ...) Open a file for reading, writing, or both
e — AlAaeanlfAN MNlAacAn Aan AnAn filAa

Directory- and file-system management

nto a buffer

Call Description _ :
_ _ )r into a file
s = mkdir(name, mode) Create a new directory
s = rmdir(name) Remove an empty directory mation
s = link(name1, name2) Create a new entry, name2, pointing to name1
s = unlink(name) Miscellaneous
s = mount(special, name, flag Call Description

s = umount(special)

s = chdir(dirname)

Change the working directory

s = chmod(name, mode)

Change a file’s protection bits

s = kill(pid, signal)

Send a signal to a process

seconds = time(&seconds)

Get the elapsed time since Jan. 1, 1970




Lab0. Kernel Lab

* £ Linux FEIN—1B 2/ system call
— #0. B4 Linux EBIMWIFIE;

— #1. FREFENIZ;

— #2. ¥£H ftrace IRIERZ R EE A

— #3. 1E Linux RI%H
* &, Rito

HEH— A B D MRS
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Faults

* &PfE (Fault)

— IBRKZP—MHE O] EEMIZIERY error

- BRAREFRIELHNITEIR, RitthERFRER
— tHNZ A9 exception handler t8¥F 49 fault handler
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Faults

* P& (Fault)
— WEEESER, WIEIFFIEFHGETZSL fault handler
* NReeBEERIE, ABLRMOIE|EEFERNIES, HEMHIT

* NRABEEERE, FREIEIANZFB abort routine( {3
12 ), abort routine & 15| K ERNNBIER

(2) Control passes
(1) Current 1 to handler

instruction leurr >
causes a fault (3) Fault
handler runs

(4) Handler either re-executes
* current instruction or aborts

-
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Fault Example: Page Fault

* Page fault
— User writes to or reads from memory location

— That portion (page) of user's memory is
currently on disk

int a[1000];
main ()

{

}

a[500] = 13;

80483b7: c7 05 10 9d 04 08 0d movl $0xd, 0x8049d10

36



Fault Example: Page Fault

* Page fault

— Page fault handler must load page into
physical memory

— Returns to faulting instruction

— Successful on second try

37



Fault Example: Page Fault

int a[1000];
main ()

{

}

a[500] = 13;

80483b7: c7 05 10 9d 04 08 O0d movl $0xd, 0x8049d10

User Process OS

page fault

event — A ]
movl N Create page and load
| return into memory

38




Fault Example: Page Fault

* Page fault
— User writes to memory location

— Address is not valid

int a[1000];
main ()

{

}

a[5000] = 13;

80483b7: c7 05 60 €3 04 08 O0d movl $0xd, 0x804e360
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Fault Example: Page Fault

* Page fault
— Page fault handler detects invalid address
— Sends SIGSEG signal to user process

— User process exits with “segmentation fault”

40



Fault Example: Page Fault

int a[1000];
main ()

{

}

a[5000] = 13;

80483b7: c7 05 60 e3 04 08 0d movl $0xd, 0x804e360

User Process OS

page fault

—
event movl

Detect invalid address

—Signal process
41



Aborts

* &1F (abort)
- ARBREREIREE
- —SEEAEIR, bl DRAM B¢ SRAM HEI{#15F
By & ENFERIEIEIR
- FEREFINOREILGN BER, MEXIEZER

(2) Control passes
(1) Fatal hardware | to handler

curr
error occurs

[
™

(3) Abort

handler runs
e A DOT

(4) Handler returns
to abort routine

42



Exceptions

Class Cause Async/sync Return behavior
Interrupt Signal from I/O device Async Always returns to next instruction
Trap Intentional exception Sync Always returns to next instruction
Fault Potentially recoverable error Sync Might return to current instruction
Abort Nonrecoverable error Sync Never returns
(2) Conirol passes
i : to handler after cument o (2) Control passes
gg::;ls ﬁ;ﬁﬁ;ﬁg lcurr 4 insiruction finishe s (1 Apph:kam'n syscall ¥ e "
execution of fnat e (3) Infermpt sj.r.;:lr:me;aﬁ et [ {(3) Trap
current instruchion T handler runs e =Rl handier runs
(4) Handler {4) Handler refurns
returns fo fo instruction
nextinstnichion * following the syscall
Interrupt | Irap
{2) Control passes (2} Control passes
{ ?’}HCUF '; et ' to handler . (1) Fatal hardware |, fo handler .
mnstruction o [F——0 -
causes a faulf T— — ;3.} Fault ol et (3) Abort
| handlerruns borE | handler nins

Fault

" .
{4) Handler efther reexecufes
current instruction or aborts

Abort

{4) Hanalar refurns
fo abort routing

oo T gabort




Outline

* Processes

* Kernel Mode and User Modes

* Context Switch

* System Calls and Error Handling

* Process Control

44



Processes

* EX : A process is an instance of a

running program.

* Process a8 MEFRREMN T RERH

— BIEIFEHIR (logical control flow)
I NHEERTIB 2 BEER CPU B

R

— FAB YL ZE{8] (private address space)

¢ HEANEIZRE S O R B A NN
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Kernel and User Modes

46



User and Kernel Modes

* Processes are managed
by a shared chunk of OS

kernel virtual memory
(code, data, heap, stack)

user stack
(created at runtime)

memory

T invisible

to
user

code called the kernel

11

— Important: the kernel is
not a separate process,
but rather runs as part of

user process

0x08048000(32)__,
0x00400000(64)

*

1emory mapped region fa
shared libraries

1

run-time heap
(managed by malloc)

read/write segment
(.data, .bss)

read-only segment
(.init, .text, .rodata)

unused

« clers

P

<— br

Kk

loaded from
the
9
executable
file
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User and Kernel Modes

* CPU B9EA control register F#8— mode
bit
* mode bit Efubl, #FZEXLT kernel mode

BN, H#HIELTF user mode

48



User and Kernel Modes

* IB{T1E kernel mode BYHFZRETS
— P17 CPU 15 5PHMEMIES
— BER BRI R AR AIAFMIAE (I EA(0)
* JB{TTE user mode HYHFE
— BE R EERITHRINIES
— AR BEE AR = 8] kernel XIgHYERHEFIF
b5

49



User and Kernel Modes

* — MBI AERYHIE
— ¥R TSZE user mode

- MNAPSEIRIZS
* 3 exception &, THIMNEIZE exception handler BY
- MARSEIBRES

o LIFFHINE 2N AR
o —/NMHIEM user mode TZ| kernel mode B
E—F5 A exception

50



User and Kernel Modes

FZE CPU BRI FHMEC S

— Intel x86 CPU #&f# Ring 0~3 RAEIRVFINR 7!

— SRARZSH, B CPU Ry, SNERD
RZINR

- RZRARAML (RFEE 1 bit) , 190 Windows
7 )

Least privileged

Most privileged

51




Linux Processes

* Linux TR EIE—1 pid 77 0 B4R
12, ZHESEEE pid 1 BY init :#EF] pid 9
2 By kthreadd ##E

* init @B AP #IERNNHTE

* kthreadd 2B RIZEIERNIHTE

* NIZEIENFTRAIZATE
* Linux EP%%E%VE?U lightweight process SRRy, BIHIZAY
pid , RE share (fFE copy-on-wirte) AOHFZRYMINLTS
i
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kernel threads ( Ri%Z&12 )

* NizktE, IRZES

- — AR A HAME T

— Qﬁgﬁz‘éﬁ%ﬁéﬁ@%m%ﬁ\ T EFZRVZETR. TUERA
* Linux FRRIZZIE

* I&E{T1E kernel mode , EEHFN

* RERP =S E]

* HER—IPRZMIE S E]

* Linux RERE#HTE | KIEEHE R —RAZMIE=T 8]
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NIz Riz1T1E
A, HELUEITE
NIZLRFIE %8 APt = 6], FEeERRRSRE
NZEIZF AP HIE—E, W OSFAE
H kernel 832, AP ALIRE kernel

NIZ 2B W I
extension k& driver , 1£H

RizZiz vs. BRi#iE
* AEIES AP HENX 7

-

ANz, MAP#HIEALUEITERR
A2

AEUFELNY RS
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Context Switches
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Context switching

* Kernel £1P 78 M #HIZERI ETFX (context)

* Context BIE#IEEME BT — 1 1HIZNFITS
ZHFIBERESER

* Context contains

— the program's code and data stored in
memory

— Its stack

— the contents of its general-purpose registers
— Its program counter

— environment variables

— and the set of open file descriptors 56




Context switching

* EHITEZESTIR (flIEERER) AIYLE]

s [RIFYBNETE A B context, IRER—1HIEB
B context , & CPU IT5§IfNEE3345 B

57



Context switching

* Context switch EtABER FAZLIE?

— 117 system call
* read, sleep, etc. which will cause the calling
process blocked
* BMfE—* system call A= block #%E, kernel g3
FHIT—/R context switch (REXR4E system call , #F
Fogadllfi & context switch)

— &4 Interrupt
&5 WA ZERTIE] /i HRY Timer interrupt
* 1/0 & B TR IER Pl
* &4 Fault
* 40 DBV page fault
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Context switching

Tim
e read --—-»-
Disk s
Intel’l’%tturn .,
from
M read

Process | Process
A ,: ............ B
1. f User
-disk \ R@F’ﬁe |
doing.....| | C2ef
D MA/ REAS|
b s
code

} Contex
t
switch
} Contex
t
switch
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Context switching

* Scheduler (—Zf4% kernel Xi8) £ZBIWIT

HERATREE

'I:I'

- 1 #Lﬁ—’l\ﬁhﬂ’]ﬁﬂﬁ]“, RECHER SHAIHEE
— EEFE— P Z B IE SH#HTE (scheduled process)
— B S SRIHE
* REIBHENLETX
- ??E scheduled process
* [@%£ scheduled process B ETFX

* RN

AR E FHAE

— 1%3$% scheduled process M40 CPU JABE X
* BELRERRIARE
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System Call Error Handling

* Unix system-level functions encounter an

error
— typically return -1

— set the global integer variable errno

* to indicate what went wrong

61



System Call Error Handling

1 if ((pid = fork()) < 0) {

° unix_error("fork error",

° strerror(errno));

3 exit(0);

e

1 void unix_error(char *msg) /* unix-style error */

2 {

. fprintf(stderr, "%s: %s\n", msg, strerror(errno));
4 exit(0);

5}
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IR EHR ]

e HH .

— SR ASTAREERRGIRER SN, BRERFRAX
MERRAIR R RTHIZR A PR D B, ATA?

* Kmalloc: &%, FEi3
128KB

* Kzmalloc: kmalloc+ ;&=

* Vmalloc : FiELE, KIvigiR
&l
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IRELRS]

* A computer system has enough room to
hold five programs in its main memory.
These programs are idle waiting for 1/O half
the time. What fraction of the CPU time is
wasted?

CPU utilization=1- pAn , p Z21/0 fH, n EBEH (HLE)
MEERES, FHE vo BEEMEIATEEN L, X CPUMNE
g

1-0.5A5 = 96.88%
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IR EHR ]

* A computer has 4 GB of RAM of which the
OS kernel occupies 512 MB. The processes
are all 256 MB (for simplicity) and have the
same characteristics. If the goal is 99%
CPU utilization, what is the maximum 1/O
wait that can be tolerated?
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IR EHR ]

* WEATFIAE Tt AR exception BYZEEY, LI
ERTIEERDT?
— IZFRIRREHBE R
— MELERAIEEN— NIRRT R
— &R read() KX
— JAR—RAFE=TE], FNVBREIANEIIEREFES
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