Networking Programming



A client-server transaction

1. client sends

client
process

server

process

cﬁibt 3. server sends

handles response ;:;‘;7;8

respon request
se

Note: clients and servers are processes runhning
on hosts
(can be the same or different hosts).
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Hardware organization of a network
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twisted pair (TP)
two insulated copper wires

Category 5: 100 Mbps, 1 Gpbs
Ethernet

Category 6: 10Gbps

Wireless
connections

fiber optic cable:

X/

* glass fiber carrying light
pulses, each pulse a bit

* high-speed operation:

" high-speed point-to-point
transmission (e.qg.,
10’s-100's Gpbs
transmission rate)

* low error rate:
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Wireless access networks

shared wireless access network connects end
system to router
— via base station aka “access point”

wireless LANs: wide-area wireless
" within building (100 access
ft) .

. provided by teilco
" 802.11b/g (WiFi): 11, (cellular) operator, 10’s
Mb»s transmission km

" be ween 1 and 10 Mbps

A/

to
Internet

to
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Enterprise access networks

(Ethernet)

CEFID

N institutional link
to
ineGnistapy
router
Ethernet ih institutional
switch — mail,

ﬁf web servers

* typically used in companies, universities, etc
* 10 Mbps, 100Mbps, 1Gbps, 10Gbps transmission rates
* today, end systems typically connect into Ethernet switch



Access net: home network

wireles

S
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CC 2272

-
-

‘ B
/” C E
( %7 to/from headend or
y _ central office

often
combined
in single box

cable or DSL modem

wireless access router, firewall, NAT
point (54 Mbps)

wired Ethernet (100 Mbps)



Logical Structure of an internet

* Ad hoc interconnection of networks

— No particular topology
— Vastly different router & link capacities

* Send packets from source to destination by
hopping through networks

— Router forms bridge from one network to another




Internet structure: network of
networks

Question: given millions of access ISPs, how to
connect them together?
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Internet structure: network of
networks

Option: connect each access ISP to every other
access ISP?

.

////Z\\
‘ﬂ/ connecting each access ISP
‘ to each other directly

doesn’t scale O(NZ) ‘( N
vr/ o




Internet structure: network of
networks

Option: connect each access ISP to a global transit
ISP? Customer and provider ISPs have economic
agreement.

: | -




Internet structure: network of
networks

But if one global ISP is viable business, there will be
competitors ....




Internet structure: network of
networks

But if one global ISP is viable business, there will be
competitors .... which must be interconnected
Internet exchange point
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Internet structure: network of
networks

... and regional networks may arise to connect
access nets to ISPS
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Internet structure: network of
networks

... and content provider networks (e.qg., Google,
Microsoft, Akamai ) may run their own network, to
bring services, content close to end users
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Internet structure: network of
networks

Tier 1 ISP Tier 1 ISP

at center: small # of well-connected large networks
— “tier-1” commercial ISPs (e.q., Level 3, Sprint, AT&T, NTT),
national & international coverage

— content provider network (e.g, Google): private network that
connects it data centers to Internet, often bypassing tier-1,
radinnal 1SPc



Tier-1 ISP

— POP: point-of- —
presence

to/from

) tolfror;i
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What’s a protocol?

a human protocol and a computer network

protocol:

Q: other human
protocols?

tim

el

g3 .

connectionR—_

request _—
T%P
«<— connection

—_response
Get http:/iwww.

om/kurose-ross

<file —
___~<file
>



What’s a protocol?

human protocols: network protocols:
“what’s the time?” * machines rather
“| have a question” than humans
introductions * all communication
activity in Internet
.. specific msgs sent governed by
.. specific actions “protocols define
taken when msgs format, order of
received, or other msgs sent and
events received among
network entities, and
actions taken on msg

transmission, receipt
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What does an internet protocol do?

* Provides a naming scheme

— The internet protocol defines a uniform format
for host addresses

— Each host (and router) is assigned at least one
of these internet addresses that uniquely
Identifies it.
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What does an internet protocol do?

* Provide a delivery mechanism

— The internet protocol defines a standard
transfer unit (packet)

— Packet consists of header and payload

* header: contains info such as packet size,
source and destination addresses.

* payload: contains data bits sent from source
host.

28



Transferring data over an internet

LAN
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internet
—paecket—
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BREZE / 3 B3R

queue of packets
waiting for output
link

queuing and loss:

“ If arrival rate (in bits) to link exceeds
transmission rate of link for a period of time:

packets will queue, wait to be transmitted on
link
packets can be dropped (lost) if memory
(buffer) fills up




Two key network-core functions

routing: determines  forwarding: move
source-destination oackets from router’s

route taken by packets . .
" routing algorithms 'NPUt to appropriate

rodter output

local forwarding

tafdader output
V&'Ugloo 3 link

0101 | 2
0111 | 2
1001 | 1

dest address in | | %

arriving
packet’s header
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B EXMiNI% (Internet protocol stack)

application: supporting network
applications

— FTP, SMTP, HTTP

transport: process-process data
transfer

— TCP, UDP

network: routing of datagrams
from source to destination

— IP, routing protocols

link: data transfer between
neighboring network elements
— Ethernet, 802.111 (WiFi), PPP

physical: bits “on the wire”

applicatio

1

IINK

physical




OSI, TCP/IP & Protocol Stack
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5th Session
4th
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TCP UDP
IP
Ethernet |PPP
TCP/IP
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IP g (datagram) &=

IP protocol version

number >
header length head.| type of

(bytes) — service length
“type” of data — fragment

max number
remaining hops

—_—

< 32 bits

16-bit identifier —

(decremented at
each router)

upper layer protocol/
to deliver payload to

how much
overhead?
20 bytes of TCP
20 bytes of IP

= 40 bytes + app
layer overhead

time to upper header
live // layer checksum
/32 bit source IP address
L

32 bit destination IP address

options (if any)

data
(variable length,
typically a TCP
or UDP
segment)

total datagram
length (bytes)

for
fragmentation/
reassembly

e.g. timestamp,
record route
taken, specify
list of routers
to visit.



Programmer's view of the Internet

. %ﬁ ERYZEAM (host) Hit#ERFRR /I 32-bit BY IP

— Oxca7828bc

* P #InE R DO —DARBREY B B BXIE % (Internet
domain names)
— 0xca7828bc is mapped to xxx.yyy.edu.cn

. —/|\f“$)l I-E’Jﬁ}_&l_l_ %1% (connection) 55—
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ma+Hi#EtEIRT (Dotted decimal notation)

W, 32-bit IP#PHNEFPNFRRERTIA—D
THBIE, FTZEEERMNS DR
* IP address 0xca7828bc = 202.120.40.188
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* |P iR E
— 0x7f000001
— 202.112.113.25
— 14.152.72.131

64



* |P iR E
— 0x7f000001
— 202.112.113.25
— 14.152.72.131

127.0.0.1
Oxca707119
0x0e984883
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Ip thiik 532

* Ayt

- 0 F3k: 0.0.0.0~127.0.0.0

— B 8 {UAIMNLKZEL, 5 24 (U RENE, B TWEEHE 16,777,214

ANk

* Bt

— 10 F3k: 128.0.0.0~191.255.0.0

— Egijlf AWK, & 16 UAENE, F1TNKZEIE 65,534
* C Byt

— 110 F73k: 192.0.0.0~223.255.255.0

— B 24 L AMEKEL, 5 8 UANENER, B IWEEE 254 it
* DSyt

— 1110 F3k: 224.0.0.0 ~ 239.255.255 6

- —RATFZ#E (multicast)



Ip ithik 53

A

7

81\

67



IP it

* A IP E%

— 10.XX.XX. XX
— 172.16.XX.XX - 172.31.XX.XX
— 192.168.xX.XX

= HER

- E.g., 192.168.0.1
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(1AMgEz, 0 AEA

* TRy
— I XM
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— E.g., 255.255.255.0
* WX
- BREETMPHNE—
HEER

EAMIE, TATIRINER R,
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¥ (Subnets)

223.1.1.0/24
223.1.2.0/24
. . W/ 223.1.1.4
oA =~ .
~#= N {17y %ME& W/ 223.1.1.2 223123
—{K 31-n U AFENEL =7 223111 223121
* [TAEFM ? g_ 223.1.2.2
- BB HEREFMELRY ip sk 53113 223.1’3.1 = \!;/,
E/‘JIN-L*@EE_/P?M subnet
—BE— N FRABNENTLE 3
EE%EE Eﬂi‘-ﬁ{%— without 223.1.348 I I223_1_3_2
Intervening router " & &
i =

223.1.3.0/24

subnet mask:
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+M (Subnets) 223.1.1.2

/

N —
I
:'ﬁﬂ.,/l\_jrb(_)q ? 223.1.1.;|\’ \V 223.1.1.4

223.1.1.1

223.1.9.2
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223.1.8.1 223.1.8.2

[
223.i1.2.1 223.i|..3.1

N
N
ot
=
N

w

223.1.2.2 223.1.33] |223.1.3.2
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[“#% (broadcast) it

i ) I
— {5130 192.168.0.0/24 B/ ##hiE)9 192.168.0.255
* BHE &
— AR ZI8IH9 1%
— {5130 192.168.0.0/24 E#1= 192.168.1.255/24 BY
Hirtit & X 1P £
— 1 192.168.1.1 ~ 192.168.1.254 £REEURE
—* FHMAEREL 0 e 1
£ 0 KMt
c 2 1RFE
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IR EHR ]

* —MEFBIPZ 192.168.45.172 , FWBIEE
255.255.240.0

C BAMXRSL? HEIR S
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— NMNEFBIP 2 192.168.45.172 , FNBIEE
255.255.240.0

BIRMXZEZ D7 [HEtEE %07

240 = OxFO , FRLABT 20 I AMLKZER, [F 12 i
N ENLES

192.168.45(0x2D).172 FRIEMZHULSEE A
—192.168.32(0x20).0 ~

— 192.168.47.255

MXEFE S 192.168.32.1

it 192.168.47.255
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SN{RIFREN 1P duht 2

* AIDEBEABANA—TREEEXF

— Windows: control-panel->network->configuration-
>tcp/ip->properties
— UNIX: /etc/rc.config
* i@3d DHCP ¥ : Dynamic Host Configuration
Protocol
— LI FENEEA (plug-and-play)
- Xe—1METF UDP I AR Y




DHCP WAz

223.1.1.0/24

%23.1.1.
e

g 223.1.1.2
= 22311 22311:2; DHCP

. @ client needs

| 223.1.2.2 _& « address in
<

arriving

e 223.1.3 A
223.1.1.3 223 | . thic
223.1.2.0/24 network
223.1.3. 223.1.3.2
3 I : p
< =g
223.1.3.0/24
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IPv6

* Motivation: IPv4 #thht Rz FE

* |Pv6: 128-bit (IPv4 £ 32 i)

_ ﬁj\jjSEQ) ER 16 1_L
— E.g., 1080: 0:0:0:8:800:200C:417A
- o] LAfEf6 Ay 1080::8:800:200C:417A
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i

unnamed
t

] e o o first-level domain
names

! /l\b ' m\
mi C erkel amazo second-level domain
t /u\ ey l names

WWwWWw

third-level domain

c ec
e 208.216.18 names
/ 1.15
cmec d

kittyhawk imperial
128.2.194. 128.2.189.
242 40
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1517 yalilizse
com ENI4= R
edu Bl
gov EEBIFHRA
mil EEZFEFAHR
net FENKIRHEE
org JEmAHE
arpa I&BY ARPA 33 ({31E(EFR)
int F|PrzHZR




Domain Naming System (DNS)

* DNS @EEW ERN— 1M AR D HIVEGEE, %
IPEEZE IP #httAYRREY

* DNS RGErILAEEE—TEEMNDHIU KV 2HE
E, BBEDREFFRN

81



IEIRZ 22 (root name servers)

2IKkE 13 81ERSE 28
BEB name server /AR R, SRIERSZZBAILES

— RERSF W T REFHIRE, F—TENEARS 2=

(authoritative name server)

c. Cogent, Herndon, VA (5 other sites)
d. U Maryland College Park, MD k. RIPE London (17 other sites)

h. ARL Aberdeen, MD )
j. Verisign, Dulles VA (69 other sites ) i. Netnod, Stockholm (37 other
sites)
e. NASA Mt View, CA ) m. WIDE '!'okyo
f. Internet Software C. (5 other sites)

Palo Alto, CA (and 48 other —

sites) \ p

a. Verisign, Los AngelesV
(5 other sites)

b. USC-ISI Marina del Rey, CA
I. ICANN Los Angeles, CA

(41 other sites)
g. US DoD Columbus, _
OH (5 other sites) o




DNS host entries

* B—MFHEVER localhost , [E7E BRET S Zith

7R

O

ik (loopback address) 127.0.0.1

:-§ ifconfig

flags=4163<UP,BROADCAST ,RUNNING,MULTICAST= mtu 1580

inet 10.168.3.124 netmask 255.255.255.0 broadcast 10.168.3.255
inet6 fe80::b396:f0a8:9510:dfc9 prefixlen 64 scopeid @x28<link=>
ether 8c:ec:4b:d1l:eb:b8 txqueuelen 1000 (Ethernet)

RX packets 2361418 bytes 2256238475 (2.2 GB)

RX errors @ dropped 2355 owverruns @ frame 0

TX packets 2603743 bytes 378854588 (378.8 MB)

TX errors © dropped @ overruns @ carrier ® collisions @

enx806d974452c1: flags=4099<UP,BROADCAST ,MULTICAST= mtu 1580
ether 80:6d:97:44:52:c1 txqueuelen 1000 (Ethernet)
RX packets @ bytes @ (0.0 B)

lo:

RX errors © dropped @ overruns @ frame 0
TX packets @ bytes @ (0.0 B)
TX errors © dropped @ overruns @ carrier @ collisions @

flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.08.1 netmask 255.0.0.80
ineté ::1 prefixlen 128 scopeid 8x10<host=>
loop txqueuelen 1000 (Local Loopback)
RX packets 1221962 bytes 1814363235 (1.0 GB)
RX errors © dropped @ overruns @ frame ©
TX packets 1221962 bytes 1014363235 (1.0 GB) 85
TX errors © dropped 0 overruns @ carrier & collisions @




DNS host entries

* NESSERIIRSY -
—1-1: —PEBRFN— ip
- M-1: ZPEBIRFN— ip

* google.com.cn and google.cn both map to
74.125.128.160

—M-N: ZMEBHNZ ip:

* baidu.com and baidu.com.cn map to three different
IP addresses

- 1-7: BEEHEEEHEE ip

* Csml.cs.cmu.edu 86



NAT (Network Address Translation)

Network Address Translation (fN&&ihitEs

)

— ERHMWEERLE UL, T155E Internet BY3E MR
RER ptak

[ L N N 1T ] AR LTI, AW W W AW SV b B3 e TN e

FAAT TP Hb hE £ 1 3 4 J5y 1P HohE i 1 5

i [Qtﬁi&hﬁ: 163.221.12@

ﬁ:f"?ﬁ%z‘\ 'g;‘ljt;’faB EJ‘I%C PiHhlk. 202.244.174.37

10.0.0.10 10.0.0.11 10.0.0.12

54 RPHhak
’ g A
P
y 0.0 || ke | | 202:244.17437 ]
Hprsihk: 163.221.120.9 /=t
JFihk: 10.0.0.10 J 163.221.120.9

SRR R RV TP, 7E S ANRE(E N O S RIPHhE 90



NAT (Network Address Translation)

BINYMN

% et AN, 2

= LT N 2

=

1110.0.0.10:1025
[163.221.120.9:80 |

IP BYA[E]

1163.221.1209:

80

4 TPk A TH F

[10.0.0.11:1025 P
1163.221.120.9:80 | 1
A TPHLHE A R
ZEPNA KB EPHC
10.0.0.10  10.0.0.11 10.0.0#?2

o)

i)

X
HArbaL: 163.221.120.9:80) 10-0-0.1
PWHhE: 10.0.0.10:1025

(

EArsbhl: 163.221.120.9:80
JFEHAE. 10.0.0.11:1025

163.221.1209

202.244.174.37

\(E7Hht: 163.221.120.9:80

PEHDHE - 202.244.174.37:1025}

sE R F“IPHihL . %5740

Br#ohl: 163.221.120.9:80
EHbhE: 202.244.174.37:1026

)
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T

3k

— ping 192.168.0.100/www.baidu.com
— Ipconfig / ifconfig

en@: flags=8863<UP,BROADCAST, SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500
ether f0:18:98:60:08:6a
1netb fe80::1497:b083:a4ac:efd%en@® prefixlen 64 secured scopeid 0xa

inet 192.168.0.49 netmask Oxffffff@@ broadcast 192.168.0.255
nd6 options=201<PERFORMNUD, DAD>

media: autoselect

status: active

— Arp: HRE |p At EY MAC bt
* Arp -a; arp -a IP

92



B HAMSERL

* Tracert / traceroute
- RIF—aEVEER EEE—8 EVBVEH
— {580 traceroute www.vangbo.pro
° route
— B BIXEYEEER
— {5140 route print
° netstat
— BOEEIEY TCP &R, iEMMIAMIEO. LKW

IHE8. IPEHAKR. IPv4 SHEE LUK IPv6 it
=

- FANMRARTHSE, netstat B/RESHHY TCP &

Wikt


http://www.yangbo.pro/

TCP 5 UDP

* IPE: M ->FH (GET IP Huhk)

* BEREREEALA TN EEVEF S HIZEAIEHEE?
— i
— FiEmmiX (TCP/UDP)

DIl

94



TCP 5 UDP

* TCP (Transmission Control Protocol)
— BEENR EEE

i T2k

* BEARITH

* HETH

i (1~1000)

>
e oo

<x 01)
— 1]
Lt
Y

EHLBA , 4L £ 4 b1



TCP 5 UDP

I

* TCP =/XiE3
- BiLEE
—- HERAXHBEK

* Maximum Segment Size

HEBo £

EAA K
MTU=1500

MSSiE K
146012 1

%)
1'LMSS)’~JI460]
A2 S Wl




TCP 5 UDP

* TCP BN&E ONF!
- SN, ESWXR
—H%Lﬁhk

=LA E£#HB
W FANE
1 ~1000
1001 ~ 2000
2001 ~ 3000 e
3001 ~ 4000 T TE1001
= F—1~22001
F—123001
1o | = = [t
6001 ~ 7000 : )
7001 ~ 8000 ST Sty F—1&s001
8001 ~9000 | <= = | F—1&7001 98
128001




TCP 5 UDP

* UDP (User Datagram Protocol)
- TEE, <BIMIMNIES]

- BEIIE MR BB SR

— B, =X

* TCP BZfH%HE 20 1 ;UDPHIEZRE 8 "FET

— UDP =B #HZEE,

A

LA H I AR AR S E R S

!

RYRIFREFRR (WSEINAREA, W IP BiE, 5K

B M= IN )
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RZF.

Hil

Telnet
SSH
-TP
Electronic mail
— SMTP, POP3, IMAP
Web and HTTP
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FTP: the file transfer

file transfer

¢ [
%"i' interface

remote file
system

local file
system

* transfer file to/from remote host
* client/server model
" client: side that initiates transfer (either
to/from remote)
" server: remote host
* ftp: RFC 959
* ftp server: port 21




Electronic mail [IImmoutgoing
mpqqage
0 usdr e

Three major

components:
user agents
mail servers

simple mail transfer
protocol: SMTP

User Agent

a.k.a. “mail reader”
composing, editing,
reading mail messages

e.g., Outlook,
Thunderbird, iPhone mail
client

outgoing, incoming




Electronic mail: mail servers .

mpqqage
. 0 us@r' e
mail servers: L naitbox—

mailbox contains
Incoming messages for
user

message queue of
outgoing (to be sent) mail
messages

SMTP protocol between

mail servers to send email

messages

— client: sending mail
server

— "“server”: receiving
mail server

user
agen

e




Web and HTTP

First a review...

web page consists of objects

object can be HTML file, JPEG image, Java
applet, audio file,...

web page consists of base HTML-file which
includes several referenced objects

each object is addressable by a URL, e.q.,

www . someschool.edu/someDept/

picgif— — —
host path

hame name



HTTP overview

HTTP: hypertext
transfer protocol
* Web’s application layer e
protocol ¢ e
* client/server model PC Tunning “
— client: browser that o
requests, receives, browser re%o,,sG

(using HTTP protocol)
and “displays” Web <«

objects Q

— server: Web server ‘\te\m
sends (using HTTP A Ry
protocol) objects in Q

response to requests

server

iphone
running

Safari
browser



HTTP overview (continued)

uses TCP:

client initiates TCP
connection (creates
socket) to server, port 80

server accepts TCP
connection from client

HTTP messages
(application-layer protocol
messages) exchanged
between browser (HTTP
client) and Web server
(HTTP server)

TCP connection closed

HTTP is “stateless”
* server maintains no

information about

past client requests

protocols that mainE'
“state” are compilex!
* past history (state) must

be maintained

* if server/client crashes,
their views of “state”
may be inconsistent,

must be reconciled

asi—
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