H%& -2

£#4: OSTEP Chapter 28,
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Lock-based Concurrent
Data Structures



Basic ldea & Posix Library

* lock KRER—1N T =
- WPIRE unlocked 8¢ locked
— Unlocked: &BEAILIZIRFIZE]
— Locked: & ﬂﬁ H— PR IE TR IF Il
* POSIX BT mutual exclusion i
— Bl mutex

pthread mutex t lock =
PTHREAD MUTEX INITIALIZER;

pthread mutex lock(&lock);
balance = balance + 1;
pthread mutex unlock(&lock);
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— Counter

— Linked List

— Queue

— Hash Table
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A Simple Counter

typedef struct conter t {
int value;
} counter t

void init(counter *c) { c->value=0; }

void increment(counter t *c) { c->value++; }
void decrement(counter t *c) { c->value--; }
int get(counter t *c) { return c->value; }



Lock-based Approach

* HTF mutex 8521
— A—BZIBE— 1" %IER1TIRE

1.Acquire lock
2.. .. /] Critical sections
3.Release lock

X]




A Lock-based Counter

typedef struct conter t {

int value;
pthread mutex t lock;
} counter t

void init(counter *c) {

c->value=0;
pthread mutex init(&c->lock, NULL);

void increment(counter t *c) {
Pthread mutex lock(&c->lock);
C->value++;
Pthread mutex unlock(&c->lock);



A Lock-based Counter

void decrement(counter t *c) {
Pthread mutex lock(&c->lock);
c->value- -;

Pthread mutex unlock(&c->lock);

}

int get(counter t *c) {
Pthread mutex lock(&c->lock);
rc = c->value;

Pthread mutex unlock(&c->lock);
return rc



LB BIERIE T RFR IE

* —PEIE W1 BT #IEEN, AEB— 1 %iE
R1 JZ=ENERESS
— W1->R1: R1 WiZEEIEEI W1 BIE R, BSNZHEAL
T
— CPU %%, W1 # R1 K7EAE#ZL

* ZBEBE, Rl AgEREERIAR cache, W1 A—TFft%k
Hthtz LB cache B#




Performance

* {£4; Lock-based Counter

— Simple
4 CPU cores
— Works correctly 4 threads
— 1M increament per
Poor performance 15 - thread
~ -¢Traditional
©
Note that if the data 510 -
structure is not too slow, b1
you are done! a
v 2
No need to do something E
fancy if something simple = Perfect
will work. 0 - -

1 2 3

10



Scalable Counting

* Sloppy Counter

— —“global counter, % local physical

counters (one per CPU core)
— BRI A—1 counter

Example:
A machine with 4 CPUs

- 4 local counter (L1-L4)
- 1 global counter (G)

Tim
e

L1

L2

L3

L4

11



Sloppy Counter

* Scalable Write (1ncrement/decrement)

— Local counter ¥V HY local lock Kz H![E] %

- BN ERIESEER— CPU #Z L0 local
counter (Z&FE4EZR CPU %)

* Scalable Read (get)

— Local counter BYEAHAMEHINZE] global counter
t ([E8f local counter ;&%)

— Global counter B global lock ¥izx#I[EZ

12



Sloppy Counter

* Sloppiness (S)
— The frequency of local-to-global transfer
— Smaller S: more precise and more non-scalable
— Bigger S: more imprecise and more scalable

* Exact (non-scalable) Read
— Acquire all the local locks and the global lock

13



Example

* A machine with 4 CPUs

—S=5

5 (from L1)

14

10 (from

L4)

L2 L3 L4

L1

4

>()

5-

>()

Tim




Example

T

—
o
|

Time (seconds)
(8]

X Precise
O Sloppy

Threads

4 CPU cores
4 threads

1M increament per

thread

15



Example

* A machine with 4 CPUs
— Each thread adds the counter 1 million times

15
3
§10— 4 CPU cores
g 4 threads
3 1M increament per
s thread
E 5-
}_
0 T I T o 0

| 1 I I I
1 2 4 8 16 32 64 128 256 5121024

Sloppiness
16



Sloppy Counter

typedef struct counter t {

int global // global count

pthread mutex t glock; // global lock

int local [NCPUS]; // local counter (per
cpu)

pthread mutex t llock[NCPUS]; // ... and locks

int threshold; // update frequency

} counter t;

17



Sloppy Counter

// 1init: record threshold, init locks, init values
// if all local counts and global count
void init (counter_ t *c, int threshold) {
c->threshold = threshold;
c->global = 0;
pthread mutex init(&c->glock, NULL);
int 1i;
for (1 = 0; I < NCPUS; i++) {
c->local[i] = 0O;
pthread mutex init(c->1lock[i], NULL);

18



Sloppy Counter

// update: usually, just grab local lock and update
local

// amount once local count has risen by
'threshold’,

// grab global lock and transfer local values
to it

void update (counter t *c, int threadID, int amt) {
int cpu = threadID % NCPUS;
pthread mutex lock(&c->1lock[cpu]);
c->local[cpu] += amt; // assumes amt
> 0
if (c->locallcpu] >= c->threshold) { // transfer
pthread mutex lock(&c->glock);
c->global += c->local[cpu];
pthread mutex unlock(&c->glock);

c->locallcpul] = 0; P



Sloppy Counter

// get: just return global amount (which may not be
perfect)

int get (counter t *c) {
pthread mutex lock(&c->glock);
int val = c->global;
pthread mutex unlock(&c->glock);
return val; // only approximate!

20



Concurrent Linked Lists

* Simple Concurrent Linked List
— FRBIRREZE insert 1 lookup BK#X
_ Tglu\lar#ﬁj::t%]/)lbt*szm (‘/ﬁ\‘%tlj bug )

A recent study of Linux kernel patches
found that a huge fraction of bugs (nearly

40%) are found on such rarely-taken code
paths

21



Simple Linked List

typedef struct node t { // basic node structure

int key;
struct node t *next;
} node t;

typedef struct list t { // basic list structure
node t *head;
pthread mutex t lock;

} list t

volid List Init(list t *L) {
L->head = NULL;
pthread mutex init(&L->lock, NULL);

22



Simple Linked List

int List Insert(list *L, int key) {
pthread mutex lock(&L->lock);

node t *new = malloc(sizeof(node t));

if (new == NULL) {
perror(“malloc™);

return -1; // fail

s

new->key = key;

new->next = L->head;

L->head = new;

pthread mutex unlock(&L->lock);
return 0; // success

pthread mutex unlock(&L- >lo§1{ﬁ?ti°“a'

23



Simple Linked List

int List Lookup(list *L, int key) {
pthread mutex lock(&L->lock);
node t *curr = L->head;
while (curr) {
if (curr->key == key) {
pthread mutex unTock (&l - >éxceptional
return 0; // success path

I
curr = curr->next;

}
pthread mutex unlock(&L->lock);

return -1; // failure

24



Concurrent Linked Lists

* BATRILUBERTE exceptional path LA
unlock 05 ?
— List_Insert(): malloc() =B E&IELZEH
— List_Lookup(): B9 exit path IRE W

25



Simple Linked List

void List Insert(list *L, int key) {
// synchronization not needed

node t *new = malloc(sizeof(node t));

if (new == NULL) {
perror(“malloc”);
return;

}

new->key = key;

// just lock critical section
pthread mutex lock(&L->lock);
new->next = L->head;

L->head = new;

pthread mutex unlock(&L->lock);

26



Simple Linked List

int List Lookup(list *L, int key) {
int rv = -1;
pthread mutex lock(&L->lock);
node t *curr = L->head;
while (curr) {
if (curr->key == key) {

rv = 0;
break;
}
curr = curr->next;
}
pthread mutex unlock(&L->lock);
return rv;

27



Scaling Linked Lists

* Hand-over-hand locking (a.k.a. lock
coupling)
— {5/ node %3881, MABEN list LalHIEH
- ERNENERIZA, fied P — TSR
- B2, MERRES /B, KNMRKX, FRLAXA

Z= impractical

MORE CONCURRENCY ISN'T NECESSARILY FASTER
ARERAZH I —EILEFEREEF

28



Concurrent Queues

* Simple (always work) Solution
— Add a big lock

* Michael and Scott Concurrent Queues
— Add two locks, one for head, and one for tail
— Queue Enqueue always uses tail lock
— Queue Dequeue always uses head lock

— A dummy node enables the separation of
head and tail operations

29



Michael and Scott Concurrent Queue

typedef struct node t {

int key;
struct node t *next;
} node t;

typedef struct queue t {
node t *head;
node t *tall;
pthread mutex t head lock;
pthread mutex t tail lock;
} queue t

30



Michael and Scott Concurrent Queue

void Queue Init(queue t *q) {
node t *tmp = malloc(sizeof(npde t));
tmp->next = NULL; add a dummy node
g->head = g->tail = temp;
pthread mutex init(&g->head lock, NULL);
pthread mutex init(&g->tail lock, NULL);

31



Michael and Scott Concurrent Queue

void Queue Enqueu(queue t *qg, int value) {
node t *tmp = malloc(sizeof(node t));
assert(tmp !'= NULL);
tmp->value = value;
tmp->next = NULL;

pthread mutex lock(&qg->tail lock);
g->tail->next = tmp;

g->tail = tmp;

pthread mutex unlock(&->tail lock);

BT RINEIRARE



Michael and Scott Concurrent Queue

void Queue Dequeu(queue t *qg, int *value) {
pthread mutex lock(&q->head lock);
node t *tmp = g->head;
node t *new head = tmp->next;
if (new head == NULL) {
phtread mutex unlock(&q->head lock);
return -1; // queue was empty

}

*value = new head->value;

g->head = new head;

pthread mutex unlock(&->head lock);
free(tmp);

return 0;



Michael and Scott Concurrent Queue

head ———'

tail

»
»

ok

head ——; @
tail
head —— @

tall
% dequeu , 5 enqueu ,

ok
FoHIG dequeu , HBIRZE enqueu HRIE:
node t *tmp = q->head; 5 enqueu —
node:
B A dequeu FriENEGE
node t *new head = tmp->next g
enqueu:



Michael and Scott Concurrent Queue

(1 (2
) )
head —— head
tail tail
tail

(3
head \ )
x FoHIG enqueu , HRjE]IRZ dequeu ,
ok
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Concurrent Hash Table

#define BUCKETS (101)

typedef struct hash t {

list t lists[BUCKETS];
} hash t

void Hash Init(hash t *H) {
int I;
for (I = 0; I < BUCKETS; 1i++) {
List Init(&H->lists[1]);
}

Hash table #&1 bucket —1
linked list

36



Concurrent Hash Table

void Hash Insert(hash t *H, int key) {
int bucket = key % BUCKETS;
return List Insert(&H->lists[bucket], key);

}

void Hash Lookup(hash t *H, int key) {
int bucket = key % BUCKETS;
return List Lookup(&H->lists[bucket], key);

37



Concurrent Hash Tables

* Scaling Concurrent Hash Tables
— Based on concurrent linked lists
— Each bucket is represented by a list
— A lock per hash bucket

Time (seconds)

=
Ul
J

=
@
1

vl
1

)

»-Simple Concurrent List
-O-Concurrent Hash Table

X

»

F F —t

10

\J \J \J _O
20 30 40 50
Inserts (Thousands)

4 CPU cores

4 threads

10K-50K updates per
thread

38



1 ES

i

* X = pthread mutex t

— pt
— pt
— pt
— pt
— Pt
— pt

nread_mutex_init();

nread _mutex_destroy();
nread_mutex_lock(); PFHZE
nread_mutex_trylock(); JEFEZE
hread_mutex_timelock(); FRZERY|g]

nread_mutex_unlock();

39



wipyeE

* 82 sem t
— #{EA] >1
— sem_init();
— sem_wait(); //P()
— sem_post(); //V()

40



HipyseE

* =53 pthread rwlock t
- RRAHE
- 125, EEBRK (e.q., I[EEIE, FRAVERIFHIT, #
KNG EEFFH)
— FERERGEREEARE, BE—RRAZIEMA
— pthread_rwlock init();
— pthread rwlock destroy();
— pthread_rwlock rdlock();
— pthread_rwlock wrlock();
— pthread_rwlock unlock();

41



HipyseE

* BhEd! pthread spinlock t

- EEREXR]: FMEIKRIEEAIERE, ME—BILE

(he¥z) ; EEIFBEINIEIRE. ZIEFFHER context
switch # thread scheduling L1 K% |a]

— pthread spin_init();

— pthread spin_destroy();

— pthread spin_lock();

— pthread spin_trylock();

— pthread_spin_unlock();

42



wipyeE

* FARTER

— F—PMEZ spin

— JNREBAY, &R 1ED, N sleep

43



v 75101 4

* CAS (compare and swap)

— MNBRE: RDEFER Load-Update-Store
* Load
* Atom{if (val == loaded) update & store}

— CAS: [RFIEIR(E, BBEHREST

— [RIBMEAHS:
1 int CAS(long *addr, long old, long new)
. {
3 /* Executes atomically. */
4 if(*addr != old)
5 return 09;
6 *addr = new;
J{ return 1; a4
8 1}



v 75101 4

CAS BV CZmSci
— Lock Ai%%: LB ERA LOCK# 155 (HE R4, AL HEA iR
BREZIAEANGE , MENE ), B2 LOCK fiZ4sEMNRITHRITESR , fF
XFIELHNREFIRIE
Cmpxchgl %2, %1: #IE %1(*ptr) 5 eax(old) 2@EHEZE, R
BEN %1=%2 (new) , BURER
* Sete: %0(ret) = zf (0 2 1): i&[A] 1 RN

int CAS(unsigned long *dst, unsigned long oldVal, unsigned long newVal){

unsigned char ret;
__asm__ _ volatile__ (

" lock cmpxchgq %2,%1\n"

" sete %0\n"

:"=q" (ret), "=m" (*dst)

"r" (newVal), "m" (*dst), "a" (oldVal)

: "memory");
if (ret)

return 1; 45
return 0;



IESHRANLCYR

" volatile " RTmIFESIAEZMAUAL, 5@
1B REBIREF

SRS "=q” (ret), “=m” (*ptr)
BINERSD: "r” (new), “m” (*ptr), “a” (old)

— a-eax; g- eax,ebx,ecx,edx; r-"q"” +esi, ed|
-mRAELE

IR (clobbered registers) 3f

4. "memory”, “Y%eax” ( RiFBIMASER
eax)

HY

htt I n.net/uQll 22 /articl

talls 89496500 4


https://blog.csdn.net/u011006622/article/details/89496500
https://blog.csdn.net/u011006622/article/details/89496500

Lock-free Concurrent List

* fN{AIFI A CAS LI — 1 EE mutex BY
concurrent IiSt? void List Insert(list *L, int

key) {
// synchronization not needed

node t *new =
malloc(sizeof(node t));

if (new == NULL) {
perror(“malloc”);
return;

}

hew->key = key;

do { // just lock critical secftion
e naRt= L->head: pthread mutex lock(&L->1oKck);
twhile(CAS(&(L->head), new->next, new) == 0); new->next = L->head;
|l ->head = _new; —
pthread mutex unlock(&L-
slock)




Thread & Lock: Advanced Contents |



iRy F IR R IR

#MQ ' \

* Al. ZEIl - mEARK,
void lock() {

DisableInterrupts () ;

1
2
3 }

4 void unlock() {
5

6

EnableInterrupts () ;
}

- K= B, SAZTREMITRY
- E%ﬁ
HIRFFNL RIS E, BEISXHRT; Frlsesin
* ZIRBRAER, RARLEHMZAR
* BEKAIRESBPESEX, MEHEIR
* MER, FXRPBIRITHEK



iRy F IR R IR

* A2. &8 spin-wait A%

1 typedef struct __ _lock t { int flag; ]} lock t;
2

3 void init (lock_t *mutex) {

4 // 0 —> lock is available, 1 —> held

5 mutex—->flag = 0;

6 }

7

8 void lock (lock_t *mutex) {

9 whlle (matex—srlag <= L) 7/ TEST the Llsg
10 ; // spin-wait (do nothing)

11 mutex->flag = 1; // now SET it!

[y
N

}

[ —Y
= W

volid unlock (lock_t *mutex) {
mutex->flag = 0;

pd ek
(o \ W6 |

}
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* A2. &8 spin-wait A%
— R1EM! AT EEERIE EI L

Thread 1 Thread 2

call 1ock ()
while (flag == 1)
interrupt: switch to Thread 2
call 1ock ()
while (flag == 1)
flag =1;
interrupt: switch to Thread 1
flag=1; // set flag to 1 (too!)



iRy F IR R IR

* A3. Test And Set (Atomic Exchange)
- F— 1AW, flag WiEHEARERFIER
- fERBZE. [RF4R test and set

* SPARC - Idstub, load/store unsigned byte
* x86 - xchg

int TestAndSet (int *old_ptr, int new) {
int old = xold_ptr; // fetch old value at old_ptr
x0ld_ptr = new; // store 'new’ into old_ptr
return old; // return the old value

G s W N =



iRy F IR R IR

* A3. Test And Set (Atomic Exchange)

typedef struct _ lock_t {
int flag;
} ok t:

wold init (leck & »loeck) {
// 0 indicates that lock is available, 1 that it is held
lock->flag = 0;

}

O 00 NN U N

[
o

void lock (lock t xlock) {
while (TestAndSet (&lock->flag, 1) == 1)
; // spin-wait (do nothing)

e
W N =

}

e e
1S L

void unlock (lock_t =*lock) {
lock->flag = 0;

—
NS

}
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* A3. Test And Set (Atomic Exchange)

- 4
* IFfAM%: OK
* N4 ZBEAIRRE, RIgeE iH e
* %5E:

— BB 4BEE
- %¥%. Alge OK, WIREMZ ESBEEMES (R
lock# HYiE)
» RIg— M EIENRERE] (lock->flag = 0)
» FBINHNEIZTE 2 Mz ERIIeH!, #1%EE lock-
>flag=0
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* A4. Compare and Swap

— Test and Set B R4S
* X86: cmpxchg
© SCIIEE, MRS test and set #H[E

int CompareAndSwap (int *ptr, int expected, int new) {
int actual = xptr;
if (actual == expected)
*ptr = new;
return actual;

SN Ul W N =

}

void lock (leek t #166k) 4
while (CompareAndSwap (&lock->flag, 0, 1) == 1)

: of/ spin

= W N =
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* A6. Fetch and Add
— FAEHFIRENEFI%R Fetch and Add 121k

int FetchAndAdd(int xptr) {
int old = xptr;
¥pLtr = pola + 13
return old;

G B W N =
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* A6. Fetch and Add
- 'f)lJiEl’\J;EI)”b typedef struct __ lock_t {
int ticket;:
int Eukn;

t Lok 1@

voiln lock iaatilleck & #loak) |
lock->ticket = 0;
lock->turn = 0;

O 0 NN U N

}

[ S Wy
[l =]

void lock{lock t =*lack) {
int myturn = FetchAndAdd (&lock—->ticket);
while (lock—->turn != myturn)
; 4Ff spin

S N
= W N

}

el e
Ny »

vold unlock(lock t *lock) {
lock—->turn = lock—>turn + 1;

e
O o

}
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* A6. Fetch and Add
- 575 RAEN—2ARE:
s (FIEHZEENIRRE
* FBEBRELBAMINRE, EA myturn BIEMNNE]KIBIG
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* Too Much Spinning: What Now?
— Spin ;8% CPU
— UK EEHFZFTFAE, BFE OS BIFHF, 7 EEfER

XA~ a] R



iRy F IR R IR

* B1. JustYield
— & CPU , M running IRESZTH ready K&

1 void dmxttl) |
2 flag = 0;
3 }
4
5 volid lock () {
6 while (TestAndSet (&flag, 1) == 1)
7 yield(); // give up the CPU
8 }
9
10 void unlock () {
11 flag = 0;
12 }
- TR

* GARWEZ (100) BY, SA2REEIHAIAH AN
* AFE. TR
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* B2. Queues: Sleeping Instead Of Spinning
— Bl B9[a]&: EPRGEL 4G scheduler
- BB 28— A%, 3B lock FFFHY thread HUHZE
EIEE?

— M BEERLHI$F, Solaris BBy park() #0
unpark(threadlD)
* Park: JAR%%=E sleep
* Unpark : MEEISE LIS




O 00 N Oy U e W=

W W N NN NN [ I S I R R I )

288

typedef struct _ lock_t {
int €£lag;
int guard;
queue_t *q;

¥ loek E:

vold leock anit{lock £ am) {
m—>flag = 0;
m—>guard = 0;
queue_init (m—>q);

}

void lock (lock t =m) {

while (TestAndSet (&m—>guard, 1) == 1)
; //acquire guard lock by spinning
if (m—>flag == 0) {

m->flag = 1; // lock is acquired
m->guard = 0;

} else {
queue_add (m—>qgq, gettid());
m—>guard = 0;
park () ;

}

void unlock (lock_t *m) {
while (TestAndSet (&m—>guard, 1) == 1)
; //acquire guard lock by spinning
if (queue_empty (m—>q))
m->flag = 0; // let go of lock; no one wants it
else

unpark (queue_remove (m—->q) ); // hold lock (for next thread!)

m—->guard = 0;



iRy F IR R IR

* B2. Queues: Sleeping Instead Of Spinning

- E—1 bug:
* N8R threadl 7E# N park() 87 [L22 87 ], AERLIHEEH
— thread2 , thread2 ZEiiFEH, MWEBRKT -
* AR A threadl FiKiZ/ g T
* #FRNY wakeup/waiting race
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* B2. Queues: Sleeping Instead Of Spinning
— Solaris f&RAE:

* setpark() : WBECSEE park , WREBC park BT,
MmBR—MEIEREA T unpark , BRAZLIZAA park KK
IR sleep K&, M=EILZIE[0],

* FANESE—ENG, ILRZEEZRERESR LM NFFEE

queue_add (m—->qgq, gettid());
setpark(); // new code
m—>guard = 0;



iRy F IR R IR

* B3. Linux mutex SCIj

— BT futex

— futex_wait(address, expected) : %15 address &b
HEZTF expected , BFATERLIZ sleep, FME

1#%ZIR[o ,

— futex_wake(address)
(address AR EE—TPATIF)

— 1£ lowlevellock.h A,

—&h57)

!

ER

MaEE A Z R AY— thread

- nptl & ( GNU libc FERY



O 00 NN U oW N =

W N NN N NMNDNMNNNDNDRPR 2 P2 2 2 2 92 =2 2
S W 00 NNk WN = O W o0eNON DR N=R O

void mutex_lock (int xmutex) ({

int wv;
/+* Bit 31 was clear, we got the mutex (this is the fastpath) */
if (atomic_bit_test_set (mutex, 31) == 0)

return;

atomic_increment (mutex);
while (1) {

if (atomic_bit_test_set (mutex, 31) == 0) {
atomic_decrement (mutex);
return;

}

/* We have to wait now. First make sure the futex wvalue
we are monitoring is truly negative (i.e. locked). */

v = smutex;
if (v >= D)
continue;

futex_wait (mutex, v);

}

void mutex_unlock (int *mutex) {
/* Adding 0x80000000 to the counter results in 0 if and only if
there are not other interested threads =x/
if (atomic_add_zero (mutex, 0x80000000))
return;

/* There are other threads waiting for this mutex,
wake one of them up. */
futex_wake (mutex);
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