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Different for
each process

Identical for

each process
%esp
Linux
Virtual
Memory brk

System

x08048000 (32)
x40000000 (64)

Process-specific data structures
< (e.g. task and mm structs,

L page tables, kernel stack)
Physical memory
<
Kernel code and data
- <

User stack

Memory mapped region
for shared libraries

Run-time heap (via malloc)

Uninitialized data (.bss)

Initialized data (.data)

Program text (.text)

Kernel
virtual
memory

Process
virtual
memory



Traditional view of a process

* Process = process context + code, data, heap and
stack

Process context Code, data, and stack
Program context: Sp stack

Data registers

Condition codes shared libraries

Stack pointer (SP)
Program counter (PC) brk —

run-time heap
read/write data

Kernel context:
VM structures PC — read-only codel/data

Descriptor table
brk pointer




Alternate view of a process

* Process = thread + code, data, heap, and kernel
context

Thread (main thread) Code and Data

shared libraries

run-time heap

Thread context: read/write data

Condition codes

Stack pointer (SP)

Program counter (PC)

Kernel context:

e e e e e e e e e e e VM structures
Descriptor table
brk pointer

I 1
| 1
| 1
I 1
| 1
| 1
[
: Data registers 1 PC—> read-only codel/data
[
: |
| |
| |
I |
| 1
I




A process with multiple threads

* ZPEREAURER—MEIZFE D ER
- §1EiEE NIRRT (PCHE, FFsHY
B, %)
- §PMEIEHZMEM code, data, heap  kernel
context
- B &KIEHEEDR

- §MNEEEEB M thread id (TID)



A process with multiple threads

Shared code and data
Thread 1 (main thread) Thread 2 (peer thread)

shared libraries
stack 1 stack 2
run-time heap
Thread 1 context: read/write data Thread 2 context:
Data registers read-only code/data Data registers
Condition codes Condition codes
SP1 0 SP2
PC1 PC2
Kernel context:

VM structures
Descriptor table
brk pointer




A process with multiple threads

OKB

1KB

2KB

15KB

16KB

Program Code

Heap

(free)

Stack

single-
thread

0KB

the code segment:
where instructions live

1KB
the heap segment:
contains malloc'd data
dynamic data structures sKpg
(it grows positively)

(it grows negatwefir}
the stack segment:
contains local variables 15KB
arguments to routines,
return values, etc.

16KB

Program Code

Heap

(free)

Stack (2)

(free)

Stack (1)

multi-
thread




%12 vs. #HIE (1)

* HIZZEIELUHA. EEEIE
— E.g., PostgreSQL: Zi#1E
— MySQL: Z4iE

* BEHHEZLLRK

- ST HEESECRUNENMNEFSE, TERIREMM

WH=Z
2P

* ME—THIEZTEINZZiE, RATIEHER

Ni7; REAIPC (#HAZENERE)

— Data, heap, stack

BFH

3



%12 vs. #iZ (2)

* SIEUIRMHETIRHAIELLIR
— Context switch EEREFENARBEER?

* FEREFEABTEINFK
* (EHIEYIR, J5EHEAY kernel context, process
memory , AJEE cache eFHETRIK

— AR AREY)IRHNS 5]

— AR Yt E 8]
* BRRTIR (GEBhETFes: HIANDIREHIIL)

* TLB sp X T

) F
=



Posix threads (Pthreads) interface

* Pthreads: ~60 Mr/ERXEGE
- 157 CiIEE A thread
- BIEMUWE| (reap)threads

°* pthread_create
* pthread_join

— i\ thread ID
* pthread_self
— £&1F thread
* pthread_cancel &iEAIEIERGEFELEIE
* pthread_exit SIEEhiEH
* exit [terminates all threads]
* return [terminates current thread]

11



The Pthreads "hello, world" Program

/* hello.c - Pthreads "hello, world" program */
#include "csapp.h"

/* thread routine */

void *thread(void *vargp) {
printf("Hello, world!\n");
return NULL;

}

Thread attributes
(usually NULL)

int main() { _ return value
pthread_t tid; (void **p)

Pthread_create(&tid, NUL thread, NULL);
Pthread_join(tid, NULLY;

exit(0); IC;;:d*zgguments
}




Execution of Threaded“hello, world”

TTTaiT
| thread
call L.
Bthread_createl) | Al
returnﬁ ....................... _th-pe.a.d_
cal | el -
Pthread. join() ]prlntf(
main thread waits for }eturn
peer threadto | . :
terminate | 00000 e Ny
...................... thread
Pthread_join() fe-"" germinates
LYy
terminates |
main thread
and
any peer

threads



Issues with threads

* Z%iF9M joinable #l detached FFHIET

— joinable thread BRI reap , WA]LA#REfIZREZ kill

* must be reaped (with pthread_join) to free memory

resources (e.qg., thread stack)

— AbF detached &Y thread , HITEREETH

WFZIR (FaREFR) , TEAREMETE reap 3

kill
ZIZRINA

joinable

O

14




Issues with threads

* GEREERAFEMEE, join NAHESIE
1y “ detached” &=

* use int pthread_detach(pthread_t tid) to

make a thread detached

15



RN
{lth

4

Z %=
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7 int main()

8 {

9 int 1i;

10 pthread_t tid;

11 char *msgs[N] = {

12 "Hello from foo",

13 "Hello from bar"

14 };

15

16 ptr = msgs;

17 for (1 = 0; 1 < N; i++)
18 Pthread_create(&tid,
19 Pthread_exit (NULL);

20 }

21

22 void *thread(void *vargp)

23 {

24 int myid = (int)vargp;

25 static int cnt = 0;

26

27 printf("[%d] :%s(cnt=%d)
28 }

Shared variable analysi

#include "csapp.h"
#define N 2
void *thread(void *vargp);

char **ptr;
/* global variable */

O WDNER

NULL, thread, (void *)i);

\n", myid, ptr[myid], ++cnt);




Shared variable analysis

g 2&121E CPU RIs1TEY, SBIHRIIH register

[ K

* BMEIERMIIR stack , EEHZE code
(text), data, heap, shared libs
* 2B/ BHETE. ISHETHNTEERREN
* RPN EHTEEMEN (ERERT)

* (BLRTER stack A kernel 1R17, B LA#REtE
57 EA bS]
* fflg0_E—Di® main thd B9 msgs @id £/FI5E ptr #

peer thds 158 7

- |

18



Shared variable analysis

* Which variables are shared?

Variable Referenced by Referenced by Referenced by
instance main thread? peer thread-0? peer thread-1?
ptr yes yes yes

cnt no yes yes

i.m yes no no

msgs.m yes yes yes

myid.p0 no yes no

myid.p1l no no yes

19



Shared variable analys

#include "csapp.h"

#define NITERS 100000000

void *count(void *arg);

9 int main()

10 {
11
12
13
14
15
16
17
18
19
20
21
22
23 }

/* shared variable */
unsigned int cnt = 0;

o~NOOOGTA~WNEER

pthread_t tidl, tid2;

Pthread_create(&tidl, NULL, count, NULL);
Pthread_create(&tid2, NULL, count, NULL);
Pthread_join(tidi, NULL);
Pthread_join(tid2, NULL);

if (cnt !'= (unsigned)NITERS*2)
printf("BOOM! cnt=%d\n", cnt);
else
printf("OK cnt=%d\n", cnt);
exit(0);

ZU



Shared variable analysis

24
25 /* thread routine */
26 void *count(void *arg)

27 {

28 int 1;

29 for (i=0; i<NITERS; i++)
30 cnt++;

31 return NULL;

32 }

21




Shared variable analysis

linux> badcnt
BOOM! cnt=198841183

linux> badcnt
BOOM! cnt=198261801

linux> badcnt
BOOM! cnt=198269672

* cnt should be equal to 200,000,000.
* What went wrong?!

22



Assembly code for counter loop

C code for thread i

for (i1i=0; i<NITERS; 1i++)
cnt++;

++ BEREET
!

23



Assembly code for counter loop

Asm code for thread 1

.L9:
( movl -4(%ebp),%eax #i:-4(%ebp)
Head (H,)< cmpl $99999999, %eax
jle .L12
. imp_.L10 ____________._
Load cnt (L;) | .L12:
Update cnt (U.) movl cnt,%eax # Load
Store cnt (S,) leal 1(%eax),%edx # Update
______ movl_%edx,cnt _____# Store
[ .L11:
mov1l -4(%ebp), %eax
Tail (T;) A leal 1(%eax),%edx
mov1l %edx, -4(%ebp)
NI imp_.L9 _ _ ___________
.L10:




Progress graphs (i#EE )

Thread 2 progress graph &3 & 4%
EHNBEHRITIAESIE

(execution state space) AJ

" (L, S,) e

S, TN FEIERIES
. . . . . B BIRE

U,

T RN —1 FTHERIRA
1TIKZ (Inst,, Inst,)

a0 (L, S,) J"REIE1

H
i STRT L, « &2 2 55
¢ . o o o Thread 1 T Sz

25



Trajectories in progress graphs

Thread 2
— % E81Z (trajectory) B—
[ ) ) ) } RIS ERIAEEE, &
T, AT ZIERY— ] BERYFH
t . . . . i ATz
SZ

40

U
2 H1, L1, U1, H2, .2, S1, T1,
‘ ) —_ U2, S2, T2
L2
" [
S S S— & o o Thread 1

26



Critical sections and unsafe regions

Thread 2
TZ
/ ® ®________ ® _______ ® _______ [ J [ ]
SZ
.. ® ] ) ° o °
critical Unsafe
section< U, el
wrt cnt : o . . o .
I-2
k ® e~ " TT T T T [ ZE »------ o °
HZ
H L U S T
1 W 1 1 1 Y, 1
N

critical section wrt cnt

LU fls #IMHEEZETE cnt
FeR T — critical section

(1G7RE)

Critical section PRYIES
(GHHENEZEESE)

FRESZEHMAT (interleave)

Z 1 %128 critical section
X MIpE unsafe regions

(FEZSIE)

Thread 1

27



Safe and unsafe trajectories

Thread 2

critical

U
section< 2
wrt cnt

—>0
Unsa_f_e“““":
. : Unsafe
region 1
J A trajectory
.—}E.—».
[ ¢~~~ -9~ ~————-! [ J o
o * Thread 1
Hl I‘1 Ul Sl Tl
N\ s

critical section wrt cnt

EX: —FBEEZTTHI
iff AR ERAY

unsafe region

B : —FBEEIEHHY
iff EREZEH

28
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Semaphores (E5&)

* Dijkstra's P and V operations on
semaphores
— semaphore: JEHNERLFTE
- E5E2 LHIRTFIRME:

* P(s): [ while (s == 0) wait(); s--; ]
— {@=1& "Proberen" (test)
* V(s): [ s++; ]

— @ =1& "Verhogen" (increment)

29



Dutch Tomatoes

30



POSIX semaphores

#include <semaphore.h>

int sem_1init(sem_t *sem, 0, unsigned 1int value);
int sem_wait(sem_t *s); /* P(s) */

int sem_post(sem_t *s); /* V(s) */

#inc lude “csapp.h”

void P(sem_t *s); /* Wrapper function for sem wait */
void V(sem_t *s); /* Wrapper function for sem_wait */

sem_init WE=PSHH 0 REESEELBART (B
RESRIHENNERE) , Bk 0 RinESBE#RER
T (EEHEHRENED)

31




Sharing with POSIX semaphores

#include "csapp.h"

#define NITERS 10000000

unsigned int cnt; /* counter */
sem_t sem; /* semaphore */

int main() {
pthread_t tidl, tid2;
Sem_init(&sem, 0, 1);
/* create 2 threads and wait */

if (cnt != (unsigned)NITERS*2)
printf("BOOM! cnt=%d\n", cnt);
else
printf("0OK cnt=%d\n", cnt);
exit(0);




Sharing with POSIX semaphores

/* thread routine */
void *count(void *arg)

{

int 1;

for (i=0; i<NITERS; i++) {
P(&sem);
cnt++;
V(&sem);

}

return NULL;

}

HET (4) HETE6IE—1 semaphore s, HH P(s) #l
V(S) BEX1 () TER critical section

X binary semaphore 20 mutex,P=Ilocking,
V=unlocking

33




Safe sharing with semaphores

Thread 2

1

____________________

-1 -1 -]_Eq
Unsaf

o -1 or-?glog-l -]_Eq

Initially
s=1

H,

FIRAMESEs ({MRER
1) BWP. VIEERIURE
critical section , Xz
HNHEET SN ERihin

ESEEET —1FIEXE
(s<0) , XPTFRIEXRIF
TAREZXE, MimiLE
RZE A EEENZ X

Thread 1

34



Issues: Deadlock

int main()
{
pthread_t tid[2];
Sem_init(&mutex[0], O, 1); /* mutex[0] =1 */
Sem_init(&mutex[1], 0, 1); /* mutex[1] =1 */
Pthread_create(&tid[0], NULL, count, (void*)0);
Pthread_create(&tid[1], NULL, count, (void*)1);
Pthread_join(tid[0], NULL);
Pthread_join(tid[1], NULL);
printf("cnt=%d\n", cnt);
exit(0);

35




Issues: Deadlock

Thread0

Thread1l

void *count(void *vargp)

{
int 1;
int i1d = (1int) vargp;

Tid[0]:
P(s,);
P(s,);
cnt++;
V(s,);
V(s,):

Tid[1]:
P(s,);
P(s,);
cnt++;
V(s,);
V(s,):

for (1 = 0; 1 < NITERS; 1i++) {
P(&nutex[1id]); P(&mutex[1-id]);

cnt++;

V(&mutex[id]); V(&mutex[1-id]);

}
return NULL,

36



Issues: Deadlock

Thread 1
deadlock
forbidden state
V(s0) region for s0 /
V(sl) /
P(s0) deadlock|  forbidden
' region region for sl
P(s1)
: t I
P(s0) P(sl) V(s0) V(s1)
Initially, s0=s1=1

Thread 0

Sesi: FF—TKEREH
BBV

{E{mT3# N\ SE 5 XIS R ER1Z TC
CEAELSEL
forbidden region , — &
IR FNFE RS

RIERS. &?EE?V i ¥
TSN ERAEPER
HYERZE T3 1)

37



IR EHR ]

EsEsHMt, kS s=1, t=0
BERNEE, TEREEE:
P(s), wl(), V(s), P(t), w2(), V(t)
A. BEIHXNMERBHEEE (FREZLIEX)
B. EX%EHiNg?
C. IRZE, AXHIBRESENEMLER T wEEEIF
B1ERISE e ?
D. BT BIEFHEE

38



HIER

Thread 2

39

Thread 1

1,0
0,0
0,0
1,0

>

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

1,-1

1,-1

1,0

0,0




IRE
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* AftakEmL?

00 N OV U AW N -

i gl il el el
v h W N = O Vv

16
17
18
19

/* WARNING: This code is buggy! */
#include "csapp.h"
void *thread(void *vargp);

int main()

{

i

pthread_t tid;

Pthread_create(&tid, NULL, thread, NULL);
exit(0);

/* Thread routine */
void *thread(void *vargp)

|

Sleep(1);
printf("Hello, world!\n");
return NULL;

code/conc/hellobug.c

code/conc/hellobug.c

40
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Producer-Consumer Problem

Ty

=3 LIy
S dIk mﬂ [Tl

producer
thread

| shared ,Jconsumer
buffer thread

=& - HGEE [BITRI:
FEEFEW slot, #HEAN shared buffer , FBEEEE

ZEEZ1E shared buffer B9 item , M buffer Hfi

, F

IR 5

)
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Case Study: A Concurrent Server

- &£ 7~=#&:. master thread
— jHZEE: worker threads (Z1EHEE) pgol
of

worke

Service threa
e i client '
~~~~~~~~~ Insert
Accept--- descript RE
aste
. connecti ors
- ohs" (threa + Buffer ip
e

client




sbhuf Package - Declarations

struct {
int *buf; /* Buffer array */
int n; /* Maximum number of slots */
int front; /* buf[(front+1)%n] is first item */
int rear; /* buf[rear%n] is last item */

sem_t mutex; /* protects accesses to buf */
sem_t slots; /* Counts available slots */
sem_t items; /* Counts available items */

1 sbuf_t;

44




sbuf Package - Implementation

void sbuf_init(sbuf_t *sp, int n)

{

sp-

/*

sp-

/*

sp-

/*

>huf = Calloc(n, sizeof(int));
Buffer holds max of n items */

>h = n;

Empty buffer iff front == rear */
>front = sp->rear = 0;

Binary semaphore for locking */

Sem_init(&sp->mutex, 0, 1);

/* Initially, buf has n empty slots */

Sem_init(&sp->slots, 0, n);

/* Initially, buf has zero data items */

Sem_init(&sp->items, 0, 0);

45




sbuf Package - Implementation

void sbuf_insert(sbuf_t *sp, int item)

{

/* Wait for available slot */
P(&sp->slots);

/*Lock the buffer */

P(&sp->mutex);

/*Insert the item */

sp->buf[ (++sp->rear)%(sp->n)] = item;
/* Unlock the buffer */
V(&sp->mutex);

/* Announce avallable items*/
V(&sp->items);

46




sbuf Package - Implementation

void sbuf_remove(sbuf_t *sp)
{
int item;
/* Wait for available item */
P(&sp->items);
/*Lock the buffer */
P(&sp->mutex);
/*Remove the item */
item = sp->bhuf[(++sp->front)%(sp->n)];
/* Unlock the buffer */
V(&sp->mutex);
/* Announce avallable slot*/
V(&sp->slots);
return item;

47




Prethreading

#define NTHREADS 4
#define SBUFSIZE 16

/* shared buffer of connected descriptors */
sbhuf_t sbuf;

int main(int argc, char **argv)
{
int i, listenfd, connfd, port;
int clientlen = sizeof(struct sockaddr_in);
struct sockaddr_in clientaddr;
pthread_t tid;

48




Prethreading

port = atoi(argv|[0]);

sbuf_init (&sbuf, SBUFSIZE);

listenfd = open_listenfd(port);

/* Create worker threads */

for (i = 0; 1 < NTHREADS; i++)
Pthread_create(&tid, NULL, thread, NULL);

while (1) {
connfd = Accept(listenfd,
(SA *)&clientaddr, &clientlen);
/* Insert connfd in buffer */
sbuf_insert(&sbuf, connfd);




Prethreading

void *thread(void *vargp)
{
Pthread_detach(pthread_self());
while (1) {
int connfd = sbuf_remove(&sbuf);
/* Remove connfd from buffer */

echo_cnt(connfd);
/* Service client */

Close(connfd);

}

%F%ﬁﬁ%ﬁﬁ%ﬁﬂ%ﬁm%ﬁEM
5

50




IR EHR ]

* g p RRNEFENE, cRTVHEZFNE, n
RIAEHPAX KD HFTFTERNEN IR, BN
sbuf_insert # sbuf remove FMEFHIES =
mutex EENHEN,

- p=1, c—l, n=1
— p>1, c>1, n=1
- p=1, c=1, n>1

51



Readers-Writers Problem

* |AJERFER
— Reader threads R 2%
— Writer threads R 2E5
- B (ERHMtN (8%, 5)
— BIREZ BRI UFHT1T, MESEHRERES!

* EEMRRHKLELRE, HlU
—~ MERELINT RS
— SR FHY web I

Efr L, FEEERERE RN ARHIEER

4t



Variants of Readers-Writers

* First readers-writers problem (favors readers)
- BRIFEZREF—1 write IEEE, SNERIEE SR AITF
— ¥1REY reader ILER ELIETEFFEY writer RE S

* Second readers-writers problem (favors writers)
- 5 g eER

o W FEFEEEEFS4 Starvation (where a thread waits
indefinitely)

%EIZ%IJ: REEEFFN, ERT
¥



1R HIREE S &

int readent; /* Initially 0 */

sem_t mutex, w; /* Both initially 1 */

void reader(void)

Read
ers

{
while (1) {
P(&mutex);
readcnt++;
if (readcnt == 1) /* First in */
P(&w);
V(&mutex);
/* Reading happens here */
P(&mutex);
readcnt--;
if (readcnt == 0) /* Last out */
V(&w);
V(& mutex);
}

void writer(void)

{ Write

while (1) {
P(&w); rs
/* Writing here */

V(&w);

rwl




REEHREENT (RSEN N PRE)

Read Write

ﬁ writer(void)
{

sem_t w; /* Initially 1 */

sem_t common_sem; /* Initially N */ while (1) {
int i;
void reader(void) i;l(giw)-
{ f o __ ’ . .
| or (i=0;i<N;i++)
while (1) { P(&common_sem);
P(&common_sem); V(&W);

/* Reading happens here */ /* Writing happens here */

V(&common_sem); for (i=0;i<N;i++)

} V(&common_sem);

55



SRS Hin)E

int readcnt, writecnt; /* Initially 0 */
sem_t r, w, rcnt, went; /* All initially 1 */

void reader(void)
{
while (1) { Read
P(&r); ers
P(&rcnt);
readcnt++;
if (readcnt == 1) /* First in */
P(&w);

V(&rcnt);
V(&r);

/* Reading happens here */

P(&rcnt);

readcnt--;

if (readcnt == 0) /* Last out */
V(&w);

V(&rcnt);

void writer(void) =
{ Write
while (1) {
P(&wcnt); rs
writecnt++;
if (writecnt == 1)
P(&r);
V(&wcnt);

P(&w);
/* Writing happens here */
V(&w);

P(&wcnt);

writecnt--;

if (writecnt == 0) /* Last out */
V(&r);

V(&wcnt);




Starvation

B TE—MEIFH, readers =PEE writer
= Writer A RE—HEARMmN, ZENH
n R TEE(RIE readers A& KN E—EERIT
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ZIERL (Thread-safe) E#k

* ZIETPFTERNRBNIE thread-safe B

. EX /‘uéﬁ?ztwread safe By iff EXRE
R RIEN R ERRAEETEIFIRANGER
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Thread-safe F#X

* SREAREHRE D AERE:

- RE1]
- RE2
- 2883
- K84

. FEERIPEELZE
L ZIRREOR B Z BRI EIF AR
D IREI—MERFRSE SRS

L AREMMEIERN L 2 RIREL
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Thread-unsafe functions

* X1 FRRFEIPHEZE
— i R75%: £ Pthreads P/V 121E
- FAEEZESUARME (REERRENZRLID)
- Bl ATIRIEEFEETEE

60



Thread-unsafe functions (case 2)

o KA 2. ZIRREGREAZIEMKEEIEAIF RS
* g0 rand R (KFRERERBHIHRZETE; FREIAEEMFZEIE
ZEBIRREAEERE)

unsigned int next = 1;

/* rand - return pseudo-random int on 0..32767 */
int rand(void)

{

next = next * 110351524 + 12345 ;
return (unsigned int)((next/65536) % 32768);

}

/* srand - set seed for rand() */
void srand(unsigned int seed)

{
}

next = seed;




Thread-unsafe functions (case 2)

* BIRHEHNERE /| FSEERNSHRARTERIERIATS
/ﬁ B%Té% /EE%/L:\RE
— REMREHIZRIEE (Erlang F)

/* rand_r - return pseudo-random int on 0..32767 */
int rand_r(int *nextp)
{
*nextp = *nextp * 110351524 + 12345;
return (unsigned int)((*nextp/65536) % 32768);
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Thread-safe functions

* RE 3 RE-TMEEFHSEENTETT

struct hostent *gethostbyname(char name)

{
static struct hostent host;
<contact DNS and fill in host>
return &host;

63



Thread-safe functions

* KRB 3R IE

hostp = Malloc(...));

gethostbyname_r(name, hostp);

—HA Ll EERY, HAZTEFNE RV

* 18] : caller 1 callee BB EREE(EK

- A% 2: “Lock-and-copy”

* B : caller X¥INIEIERBRRAE (B

{

struct hostent *gethostbyname_ts(char *name)

struct hostent *p,*q = Malloc(...);
P(&mutex);
p = gethostbyname(name),
ey — *kpy
q_pl
V(&mutex);
return q;
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Thread-safe functions

* RE 4 FREMEETTERRIX
- R E RARGRERSRE

65



o] &\ (Reentrant) &%k

* —PREE reentrant B iff ERZEIRAE

NpREAHRZETZSE

— Reentrant R X IELZ SR — P EEFS

- FEERESHRME

66



Reentrant KX

All
function

Thread-safe
functions

Thread-unsafe
Reentrant functions

functions

NOTE: The fixes to Class 2 thread-unsafe
functions require modifying the function to
make it reentrant



Thread-safe FEE%L

* All functions in the Standard C Library
(at the back of your K&R text) are thread-
safe.

* Most Unix system calls are thread-safe,
with a few exceptions:

Thread-unsafe function Class Reentrant version
rand 2 rand_r

Strtok 2 strtok _r

asctime 3 asctime_r

ctime 3 ctime r
gethostbhyaddr 3 gethostbyaddr_r
gethostbyname 3 gethostbyname_r
ilnet_ntoa 3 (none)

localtime 3 localtime_r
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IR EHR ]

* WEALITREES reentrant 3 thread-safe.

* intt;

* void swapl(int *x, int *y) {
t=*x; ¥x = *y; ¥y = t; }

* void swap2(int *x, int *y) {
P(&mutex); t = *x; *x = *y; *y = t; V(&mutex);

}

* void swap3(int *x, int *y) {

int t; t = *x; *x = *y; *y = t; }
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Issues: Races (Z%. ¥H)

NRIEFBERIERBT — T EERIEx . Z—1MEIERER Y,
PMITEIEZERE T RF (race)

{

#define N 4
int main()

pthread_t tid[N];
int 1 ;
for ( 1i=0";

pthread_cr
for ( 1i=0 ; i<N

exit(0) ;

/*thread routine */
void *thread(void *vargp)

{
int myid = *((int *)vargp) ;
printf(“Hello from th. %d\n”, myid);
return NULL ;

}

1<N ; 1++ )

te(&tid[1], NULL, thread, &i);
1++ )

pthread_join(tid[i], NULL) ;

N threads are sharing i

} main thd # peer thds ZalfFE

races



Issues: Races (=%. &H

)
REFNBRESTEEZEGFETHRZIIMMEELSE, HESEENLEESE
BYGIR B 2 FREA Z I

/*thread routine */

sdefine N 4 void *thread(void *vargp)
. . {
int main() int myid = *((int *)vargp) ;
{ printf(“Hello from th. %d\n”, myid);

pthread_t tid[N]; FEATAD LUHS

int i ; b

for ( i=0 y_i<N ; i++ )

pthread_create(&tid[i], NULL, thread, &1);

for ( 1=0 ; i<N 1++ )
pthread_join(tid[i], NULL)
exit(0) ;
} main thd 1 peer thds Z[8{F{E
races

N threads are sharing i




Race lllustration

for(i=0;i<N;i++)

Pthread create(&tid[il, , thread, &i);
— Main_|
thread
i =
O,
...................... Peer
....................... _thread 0
1 Rac )vargp)
e!
v

* main thread 1Y i++ 1 peer thread FHIX
vargp BYRES|AAZEL T race:

— MNRMES|AAER i =0, M OK
— &N, peer thread 2183I5&1ZH myid




Main

Peer

thread

for (i=0;1<100; i++) {

Pthread create(&tid, NULL,

thread, &i);

threaskead(void *vargp) {

int i = *((int *)vargp);
save_value(i);
return NULL,;

Pthread _detach(pthread_self());

race

* ZFME
- MR KERF,
— BARKRTE 0-99 ZBIWFAEE, B&SBEE

Bzt =R S A ER i E




Experimental Results

N“N\ i

mg e core

lapto
|I [ II| | ‘

Multicore
server

* The race can really happen!



Race Elimination

i“t main() * ERIFTEIRSHE

pthread_t tid[N];
int i, *ptr ;
for ( 1=0 ; i<N ; i++ ) {

ptr = malloc((sizeof)int); //freed in thread

*ptr = 1,

pthread_create(&tid[1], NULL,

}

for ( i=0 ; i<N ; i++ )
pthread_join(tid[i], NULL) ;

exit(0) ;

thread, ptr);




;&8 (Live Lock)

* FAFIEBIRIE, D thread ZFEFE R HEER B
* H—"1 thread RIRFIERERTE F—THRERENIEN, ©
SEMBEREI8, HFF Ims Bl —X
* B2, WRM thread EPXFM, BT A/ A D]
- RMAF—FEB LBER T AZEILER
* i+
— Fork gliE#1E, BRFAHEHNEE LR ; fork RIN=F
F— YR ER
* RISRSFLTRZ 100 N#HiZ, 10 NMHIE, S1NELIE 12 NFHIE
* BPHIZGIER O MERW, EBREFsIEeIENHIE, FHFER
- DHILARFIES leader
* #HIE S leader , TTERSFHULIEE 26




IRELRS]

A. Does the following program contain a race on the value of myid?

void =foo({void =vargp) |
int myid;
myid = = ({1nt =)wvargp);
Free (vargp) ;
printf ("Thread %d\n", myid);

int main() {
pthread_t tid[Z];
int 1, =ptr;

for (i = 0; i € 2; i+4) {
ptr = Malloc{(sizeof (int));
sptr = 1;

Pthread create(&tid[1], 0, foo, ptr);
}
Pthread join{tid([0], 0);
Pthread join(tid([l], 0);

Yes

MNo
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B. Does the following program contain a race on the value of myid? Yes

volid =foo(void *wvargp) {

gEgs
7 [ R myid = «({int «)vargp);

printf ("Thread %d\n", myid);

int main() {
pthread t tid[Z];
int i;
for (i = 0; i < 2; i++)

Pthread create(&tid[i], NULL, foo, &i};
Fthread join{tid[0], NUOLL);
Pthread join{tid[l], HULL});

C. Does the following program contain a race on the value of myid? Yes

void sfoo(void «vargp) f{
int myid;
myid = (int)wvarqgp;
printf ("Thread %d\n", myid);

int main(} |
pthread t tid[Z];
int 1;
for (i = 0; i < 2; it++)

Pthread create(&tid[i], 0, foo, 1i);
Pthread join{tid[0], 0);
Pthread join{tid[1], 0);



IRELRS]

D. Does the following program contain a race on the value of myid?
sem_t s; /* semaphore 5 */

vold +=foo(void =vargp) |
int myid;
P(&s);
myld = +({(int =)vargp);
Vigs);
printf ("Thread %d\n", myid);

int maini() {
pthread &t tid[Z2];
ink -i;

sem_init (&s, 0, 1l); /+ S5=1 INITIALLY «/

for (i = Q; 4 < Z; 34+) |

Pthread create(&tid[i], 0, foo, &i);
1
Pthread join(tid[0]1, 0);
Pthread_join(tid[1], 0);

Yes

No
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IRELRS]

E. Does the following program contain a race on the value of myid? Yes
sem_t s; /* semaphore s */

vold +foo(void xvargp) {
int myid;
myld = +({int =*)wvargp);
Vigs);
printf ("Thread %d\n", myid);

int main() {
pthread t tid[Z2];
int: 1

sem_init (&s, 0, 0); /+ S=0 INITIALLY x/

for (1 = Q; 1 < 23 1+4) |
Pthread create({&tid[i], 0, foo, &i);
Pl&s);

}

Pthread_ join(tid[0], 0);

Pthread join({tid[1], 0);



Thread-Level Parallelism



Outline

* Parallel Computing Hardware
— Multicore
* Multiple separate processors on single chip
— Hyperthreading
* Efficient execution of multiple threads on single core
* Thread-Level Parallelism

— Splitting program into independent tasks
* Example 1: Parallel summation

— Divide-and-conquer parallelism
* Example 2: Parallel quicksort
* Consistency Models

— What happens when multiple threads are reading &
writing shared state



Concurrent VS. Parallel

© Zal, EBRgZTEiEiETERED CPUZIDE
© XMPIESATLAINER 1/O $R1E
* BAZLIRERFBITESZITENLE, OS Kernel KA ALZEIZIA
EEIARERI% ERIT
° XB, ZEERLUEEMRITERERES

All programs

Concurrent programs

Sequential programs

Parallel
programs
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Example 1: Parallel Summation

* Sum numbers O, ..., n-1
— Should add up to ((n-1)*n)/2

* Partition values 1, ..., n-1 into t ranges
— n/t values in each range
— Each of t threads processes 1 range
— For simplicity, assume n is a multiple of t

* Let's consider different ways that
multiple threads might work on their
assigned ranges in parallel



First attempt: psum-mutex

- REBISA: FASEHE—E mutex RIFHS
B E ERM

void *sum_mutex(void *vargp); /* Thread routine */

/* Global shared variables */

long gsum = O; /* Global sum */
long nelems_per_thread; /* Number of elements to sum per thread*/
sem_t mutex; /* Mutex to protect global sum */

int main(int argc, char **argv)

{
long i, nelems, log_nelems, nthreads, myid[MAXTHREADS];
pthread_t tid[MAXTHREADS];

/* Get input arguments */

nthreads = atoi(argv[1]);

log_nelems = atoi(argv[2]);

nelems = (1L << log_nelems);

nelems_per_thread = nelems / nthreads;

sem_init(&mutex, 0, 1); psum-

miilkrey c




psum-mutex (cont)

BB RRYTA . FiEZizEim—1TH mutex RIFAYE
mZE LR

7*—Create peer threads andwait for themto finish—*7
for (1 = 0; 1 < nthreads; i++) {

myid[i] = 1i;

Pthread_create(&tid[i], NULL, sum_mutex, &myid[i]);
}
for (i = 0; i < nthreads; i++)

Pthread_join(tid[i], NULL);

/* Check final answer */

if (gsum != (nelems * (nelems-1))/2)
printf("Error: result=%ld\n", gsum);

exit(0); psum-

(W

mutex.c




psum-mutex Thread Routine

- REBISA: FASEHE—E mutex RIFHS
BEE R

/* Thread routine for psum-mutex.c */
void *sum_mutex(void *vargp)

{
long myid = *((long *)vargp); /* Extract thread ID */

long start = myid * nelems_per_thread; /* Start element index */
long end = start + nelems_per_thread; /* End element index */

long 1i;

for (1 = start; 1 < end; i++) {
P(&mutex);
gsum += 1;
V(&mutex);

}

return NULL;
} psum-

mutex.c



psum-mutex Performance

* A machine with 8 cores, n=231

Threads 1(1)(2(2) [4(4) |[8(8) |16 (8)
(Cores)

psum-mutex 51 456 790 536 681
#eNAhsty surprise:

" Single thread is very slow
" Gets slower as we use more cores




Next Attempt: psum-array

* Peer thread i A—1MN2RFE#ENTTTE psum[i] E&EMN
* Main thread FE&FrE peer 5T, HX psum FRYTTER

/* Tﬁigad routine for psum-array.c */

* JHFRT mutex

void *sum _array(void *varqgp)

{

long myid = *((long *)vargp); /* Extract thread ID */
long start = myid * nelems_per_thread; /* Start element index */
long end = start + nelems_per_thread; /* End element index */
long 1i;

for (1 = start; 1 < end; i++) {
psum[myid] += i;
} psum-

return NULL; array.c




psum-array Performance

* kb psum-mutex RJLPNELK

Parallel Summation

5.36
24

=ii= psum-array

54

.64



Next Attempt: psum-local

* it peer thread i I—1EEEE
O ERAEFRIAE. BESEER
R

HITEM, B
S BEF2s

/* Thread routine for psum-local.c */

void *sum_local(void *vargp)

{
long myid = *((long *)vargp); /* Extract thread ID */
long start = myid * nelems_per_thread; /* Start element index */
long end = start + nelems_per_thread; /* End element index */
long i, sum = 0;

for (1 = start; 1 < end; i++) {
sum += 1i;
}
psum[myid] = sum;
return NULL;
} psum-

local.cC




psum-local Performance

EERTF psum-array

Parallel Summation

5.36

0.32 0.33

== psum-array
== psum-local



Characterizing Parallel Program
Performance

- ERBEpP T CPUK, T, &R k MNMzAVIE{THE]

* Def. JI&F[ (speedup): S, =T,/ T,
— S, EMEXTNIELL, HIRT, BFTHRENIEFE 1 T ENETT
NIl

- S, BREXINIELL, WRT, HITRAIEFTE 1 MMz ERETT
B8]

— SR EEN T NERRFNHITINRNEREGEX

* Def. x!?(EfﬁCIency) E,=S,/p=T,/(pT,)

1 (0, 100] ZalyE %X
- EJL)UJ”\UE#FI%*EEE’\J%WI‘FF%



Performance of psum-local

N S P S CE R

Cores (p) 1

Running 1.98 1.14 0.60 0.32 0.33
time (T,)

Speedup 1 1.74 3.30 6.19 6.00
(S,)

Efficiency 100% 87% 82% 17% 715%
(E,)

B Efficiencies OK, not great
® Our example is easily parallelizable

B Real codes are often much harder to
parallelize
" e.dg., parallel quicksort later in this lecture



A More Substantial Example: Sort

* Sort set of N random numbers

* Multiple possible algorithms
— Use parallel version of quicksort

* Sequential quicksort of set of values X
— Choose “pivot” p from X

— Rearrange X into
* L: Values <= p
* R: Values > p

— Recursively sort L to get L'
— Recursively sort R to get R’
— Return L': p: R’



Sequential Quicksort Visualized

X

L -
p2




Sequential Quicksort Visualized




Sequential Quicksort Code

void qsort_serial(data_t *base, size_t nele) {
if (nele <= 1)
return;
if (nele == 2) {
if (base[0] > base[1])
swap(base, base+1);
return,;

}

/* Partition returns index of pivot */
size_t m = partition(base, nele);
if (m > 1)
gsort_serial(base, m);
if (nele-1 > m+1)
gsort_serial(base+m+1l, nele-m-1);

}

* Sort nele elements starting at base

— Recursively sort L or R if has more than one
element




Parallel Quicksort

* Parallel quicksort of set of values X
— If N < Nthresh, do sequential quicksort

— Else

* Choose “pivot” p from X

* Rearrange X into
— L: Values <=p
— R: Values > p

* Recursively spawn separate threads
— Sort Lto get L'
— Sort R to get R’

* Return L': p : R’



Parallel Quicksort Visualized

-
| ><




Thread Structure: Sorting Tasks

X
\ ‘ '
Task Threads
* Task: Sort subrange of data
— Specify as:

* base: Starting address

* nele: Number of elements in subrange
* Run as separate thread



Small Sort Task Operation

X

L
1
1
1
1
1
1
1
1
1
1
1

oo

Task Threads

* Sort subrange using serial quicksort



Large Sort Task Operation

P
-~
Partition agl
Subrange gl
P
U 7
/’l ¢”’
Spawn 2 / Jtag
4 »7

tasks




Top-Level Function (Simplified)

void tqsort(data_t *base, size_t nele) {
init_task(nele);
global_base = base;
global_end = global_base + nele - 1;
task_queue_ptr tg = new_task_queue();
tqsort_helper(base, nele, tq);
join_tasks(tq),
free_task _queue(tq);

Sets up data structures

Calls recursive sort routine

Keeps joining threads until none left
Frees data structures



Recursive sort routine (Simplified)

/* Multi-threaded quicksort */
static void tqsort_helper(data_t *base, size_t nele,
task_queue_ptr tq) {
if (nele <= nele_max_sort_serial) {
/* Use sequential sort */
gsort_serial(base, nele);
return;
}
sort_task_t *t = new_task(base, nele, tq);
spawn_task(tq, sort_thread, (void *) t);

* Small partition: Sort serially
* Large partition: Spawn new sort task



Sort task thread (Simplified)

/* Thread routine for many-threaded quicksort */
static void *sort_thread(void *vargp) {
sort_task_ t *t = (sort_task t *) vargp;
data_t *base = t->base;
size_t nele = t->nele;
task_queue_ptr tq = t->tq;
free(vargp);
size_t m = partition(base, nele);
if (m > 1)
tqsort_helper(base, m, tq);
if (nele-1 > m+1)
tqsort_helper(base+m+1, nele-m-1, tq);
return NULL;

* Get task parameters
* Perform partitioning step
* Call recursive sort routine on each partition



Parallel Quicksort Performance

22.00

20.00

18.00

16.00

14.00

12.00

10.00

8.00

6.00

4.00

2.00

0.00

Parallel Quicksort

AN _—

\.._________________..—-""‘

1

2

4

8

16 32 64 128 256 512 1024 2048 4096 8192 16384

Serial Fraction

——Elapsed seconds
Multicore limit

= Hyperthread limit

Serial fraction: Fraction of input at which do serial sort
Sort 227 (134,217,728) random values
Best speedup = 6.84X




Parallel Quicksort Performance

22.00

20.00

Parallel Quicksort

18.00

16.00

14.00

12.00

10.00

8.00

6.00

4.00

/

2.00

e —

0.00

1

2

4

8

16 32 64 128 256 512 1024 2048 4096 8192 16384

Serial Fraction

——Elapsed seconds
Multicore limit

= Hyperthread limit

* Good performance over wide range of fraction

values

— F too small: Not enough parallelism

— g

———




Lessons Learned

* Must have parallelization strategy
— Partition into K independent parts
— Divide-and-conquer
* Inner loops must be synchronization free (e.qg.,

local sum)
— Synchronization operations very expensive

* You can do it!
— Achieving modest levels of parallelism is not difficult

— Set up experimental framework and test multiple
strategies



IRELRS]

BE (1) 1 2 4
B (p) 1 2 4
B TEtE (T,) 12 8 6
I (S,) 1.5

& () 100% 50%
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Memory Consistency

N

inta =1;
int b = 100;
Threadl:
Wa:a = 2;
Rb:

Thread?2:
Wb:b =
200;

print(b);

Ra: print(a);

Thread
consistency
wconstraimts

a b

W——R

b a

* What are the possible values printed?

— Depends on memory consistency model

— Abstract model of how hardware handles concurrent

aCCcesses

* Sequential consistency
— QOverall effect consistent with each individual thread

— Otherwise, arbitrary interleaving



Sequential Consistency Example

inta =1; Thread
' — 100: consistency
int b = 100; W g
/\ a b
Thread1: Thread2: ‘I;V R
Wa:a =2; Wb:b = a
Rb: 200;
print(b); Ra: print(a); I'; w R
w o R @
| b R — &
R w ———ph
w <a R — R
w
| b v o
* Impossible outputs b a

— 100,1 1,100 200,1
— Would require reaching both Ra and Rb before Wa and Wb

100,

2
200,

3
200
300

200
200,

2



Non-Coherent Cache Scenario

_ inta =1;
* Write-back caches, int b = 100;

without coordination
between them /\

Threadl: Thread?2:
Wa: a Wh: b=

= 2; 200;
Rb: Ra:
Threadl Thread?2 print(b); print(a);

Tﬁm a. ﬁcm print
/' 1

print

100




Snoopy Caches

* Tag each cache block with stateins & = 7
Invalid  Cannot use value
Shared Readable copy
ExclusiveWriteable copy

Threadl
E|a: 2 €

intb = 100;

N

Threadl: Thread?2:
Wa:a = 2; Whb:b =
Rb: 200;

Ra-=
| A Y% ]

Thread?2
Cache

E b:200

a:1l

Main Memory

b:100

print(a);




Snoopy Caches

* Tag each cache block with stat

Invalid Cannot use value
Shared Readable copy
ExclusiveWriteable copy

Threadl
S|a: 2 e

inta =1;
intb = 100;

N

Thread?2

S ac:i‘f‘e
:20

Threadl: Thread?2:
Wa: a Whb: b=
Rb: Ra:
print(b); print(a);

print

2

print

200

® \When cache sees
request for one of its E-
tagged blocks

® Supply value from
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