Persistence (Il)
File System - 1
(OSTEP Section 39,40)
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Outline

* Linux I/O Stack

* File System

* File System Implementation

* Fast File System

* FSCK and Journaling

* Log-structured File Systems (F~ij})

* Data Integrity and Protection (i)



Linux 1/0O Stack

VFS
FS
(Page Cache)

Block 1/0 Layer
1/0 Scheduler

Block Device Drive

mmap

Applications (Processes)

(anonymous pages)

malloc
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Y Block I/O Layer
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1/O Scheduler
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p

request-based

device maiier targets

sysfs
(transport attributes)

SCSI upper layer ]

Transport Classes

mid layer |

SCsi

Y
hooked in Device Drivers
(hook in similar like

stacked devices like
mdraid/device mapper do)

SCSI low layer
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e
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Linux 1/0 Stack

* VFS (Virtual File System)
— IRE—=

— W _ LIRS R R
- ﬁﬁf%%lﬁliﬁ%éﬁﬂ%lﬁi pefitai—f 10 (Unix

10

°* Open
°* Read
* Write
* Close

* Stat
* Chmod




Linux 1/0 Stack

* File System
- B R g, AIRZ SIS
- Ext &%, xfs. btrfs
- MRS (nfs, ceph)
— Special purpose fs (tmpfs, ramfs)
— Pseudo fs (proc, pipefs)




Linux 1/0 Stack

* Page Cache
— e PR RN, 2 1/0 AR LS S oh
( buffering ) fli%Z&f# ( caching)
— Dirty Z2ak e ]S nl i
- 4% page cache Jji:
* To free pagecache, use echo 1 >
/proc/sys/vm/drop _caches;

* To free dentries and inodes, use echo 2 >
/proc/sys/vm/drop _caches;

* to free pagecache, dentries and inodes, use
echo 3 >/proc/sys/vm/drop_caches.

— Ps. Storage Device fil RAID F Lna[gEic
cache 7
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rERE
How Computer Architecture Looks Like

System Block Diagram
The block diagram below shows the connections and relationships between the subsystems
and major components of the overall system.
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Linux 1/0 Stack

* Block 1/0 Layer (General Block Layer)
— 7 FS Rt 1 “ block device”
- 9P “ software RAID” , Hl muiltple-device
(md)
- WNAEEME ? = éuo'c?vc;z;:‘ulﬂﬁﬁi

oPtionaI stackable devices ontop
of “normal” block devices - work on bios

bt A @E)

I/0 Scheduler
maps bios to requests
[qu;! (deadiine) (noop;'

- Il iy

% block. page 2, HiE#L, . o



rEResE

page, block, logical, physical...

* These words are somehow abused In
CS

* AL PR XA
- SSD 1] page . physical block. logical

block, fil OS H] page fil block , EARIFHEE,

A Z A — S BN B OR R
— SDD FTL #/¥) logical block 1 OS i@ &M
physical sector (¥ physical block

sector IR physical unit I5? B4 OS Hihf
sector, , .



IrErhesE

MRl addressing method 4|5 : CHS vs.
LBA

* CHS: cylinder-head-sector
- B disk |%f controller, YA CHS ) =4k4%
FREz4 0S, OS P CHS addressing 3k
il device
— late 1980s: disk BOREE 2%, HAEIMA
controller PARPIRI LS54, Hin OS #E5
logical i) CHS ik

* LBA: logical block addressing
— mid 1990s: HENFHTEE LBA JHEZHHUR CHS

- HEZISK, 1RZ 0S MBI HYirf CHS 5
w5, —¥ device I{A>+F CHS addressing,

Y4 ﬂ%g
Li . ‘ﬁﬁ E’I% % 3 ) l| lﬁa’ v
%I%%% 4KTB block/setc(t{fr E adﬁﬁ?mfte




Linux 1/0 Stack

* Block 1/O Layer
— struct bio 1{# FS X block 1/0 layer 1] 1/0 i#3K

— bio ¥tE— kg, MWAGFPIERRZIE, X1
block device —/1HIBE, s5kH R

page cache
[Pamge] [pa;\ge]

struct bio vec{
, ‘ struct page *bv_page;
user space buffer unsigned int bv_len;
‘ > / unsigned int bv_offset;

};

struct struct bvec_iter {

bio_ve

bio_ve ...

bio_vec bi sector t bi_sector;
- - 10 unsigned int bi_size;

unsigned int  bi_idx;

struct

bvec_iter };
bi_iter

block deVice[sectors/blocks] }
13




Linux 1/0 Stack

* Block I/O Layer
— Linux Device Mapper fliil{£ block 1/0 layer

- nJ %24 physical device ¥#:5—4 block
device

* %f¥ software RAID (i.e., multiple device, 45
md )

— B HE XYIHE

* HlanszIe SSD 5y HDD 14t cache JjiE ( Flashcache,
bcache, dm-cache)

* I kernel #1, %ii¥N xxx.ko, insmod
xxx.ko
— ko = kernel object
— insmod I#% modprode 4 0] PR MEE YL

kernel



Linux 1/0 Stack

* 1/0 Scheduler
- X %11 device [ request #E17HET FI

— 7 W RL
. noop) no operation, %Ay, AR (ESIKER
SSD

* deadline: i request fE—EN RN device
- PUABNE, HPRA R0 IE R read 1 write BAA,
BAMNRA BN read fiI write HIRAH
— IEHEI: 1% sector addr 7, &IFFHATER; W
ﬁ%ﬁiﬁﬂiﬁﬁi‘ﬁ@ﬂﬁﬂt, 2 H ALY io W Rn]HER
— @ read il write WIBAS: HifRAIER RIHER,
PRI FIE R 2w e B, Bk issRe kst

15



Linux 1/0 Stack

* 1/0 Scheduler
- X %11 device [ request #E17HET FI
— W WAy RIA
* CFQ (completely fair queuing )
— ABEG G R AT 2N 10 JHE
— ENEBNTHRCIE—EE 10 A, OS BANE
(time slice) {51975 3R T ARSI IE K,
PABLORUEREASHEFE 10 S50 5 2 2 1Y

16



Linux 1/0 Stack

°* 1/0 Scheduler

— AN SSD , PRRMIAFRFEE 2%, SR

* BlanZiEia,

- TR, OS HARRER I RLF I

4

FTL 5k

AREE IR R TERER ¥E i)
= B, WA RERETE, wIPL by-pass 1/O
PR EC S B s LRIl as R

scheduler,

7l.7ﬁ‘14l I/o IFJJ;'.

Hi%

AKX

(J 5t

17



Outline

* Linux I/O Stack

* File System

* File System Implementation
* Fast File System

* FSCK and Journaling

* Log-structured File Systems
* Data Integrity and Protection
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File System

o

* JEINTEM Block 1/0 : BHEfFHIZ

* X BRI
- XA R, PHROHERR LRGN
- Namlng, Iﬁ:ZIEﬂE’JﬁB%iFIB%%, i )5 JG i RETR 2
* Hxt
* HERHR
— Key-Value store
— object store
— Relation (Table)
— Graph

| Iml

19



File System

* XEIREREL block BB, AR (T
PR (S8 [ Bo%)

AN

/root /home  ------

/home/userl  /home/user2 BX

3
1] | BE [ BR [BE B | BK
. ol R N

20
(A) X4 EiEIREY (B) Wi ERITHa) AR



File System

* B 2 RYIRE SR

— A RS HDFS R4t et
TGS A S R G L,
b, ¥R T B,
X i S AR BRI 2 1

— HBase R&4i5L 2= HDFS 13
Rl b, R ROLEME
M FIF B PR B f

N BIBBEX (I%F)
L

FHEAELRX

%} HIEEEB (Flansg{Exy)

HiEHZAB
i}%&?&fﬁﬁ% (0T )

FURAELRA

TFHERE M (BIZ0IATF)

21




File System

* B 2 RYIRE SR
— 5141 RocksDB {EAE G | 352
EAMERGE (Bl extd ) 1 2 BUBREX (FIXF)
LI

Fehli L@ HEGIF (LSM) &S
Fcol 7 AR S, LA MURLAX
BEERY iR, 0

- 3R % Ceph HIELM—ER %} HIRIERIB (FIARER)
NS R 1A GRAEBERER) |

RIETEXT RAFFENI NG b, SG— KRB
20 B R BRI S AR e A i}éﬁmﬁﬂxx (RN
IR EE I GEISEAMSEEE S S—
AGiN H XG5 EE) . et

TFERE (BIZ0IATF)

22



File System

* WS F R SE?
- W HENEE RS IE X E EYHE, M H SR E 2850181k
N—4ELRPEgiry, DUERERLT—4E sector/block BiRIFHPLAL
= 1375121‘1?13&1“ 16— 2k PR g™ ) i

© SCPFR/RImAnT A BE? 5 B FLAR 5 RCE AR s, IR,
b2 A EP =t ikt N CF

© SCPFIERINTAEBE? TR 2R B RS = B — 2], A8
B WX e o] A BT 5

* UHTRENS RIS P AR Y M A SF? s EH R TGTE, nlgE
Sk P A WA A A REN H S, PERETER 2,

* AEMREICSOSFREMEER? SRR, B msEE,

EHEERE: &l A2 X543

0 1 2 3 N




File System

* File System Interface
— Create Files
— Reading and Writing Files
— Reading and Writing Files Randomly
— Writing Immediately
— Renaming Files
— Getting Information About Files
— Removing Files
— Making, Reading, and Deleting Directories
— Hard Links
— Symbolic Links

24



File System

* Creating Files
— int fd = open(“foo”, O CREAT|O_WRONLY/|
O TRUNC, S IRUSR|S+IRUSR);
— O_TRUNC, (ff#Wrh 0 O O_APPEND )
— NI, ERAAA

25



File System

°* Reading and Write Files
— RESUHF VIR RSt

* Strace T.H (MacOS £ dtruss)
— O: bdERIA; 1 bkt 5 20 FRiEETiR
— Read/write 3 /232 buffer, BRRNE; BEIKE

prompt> echo hello > foo
prompt> cat foo
hello

prompt> strace cat foo

open ("foo", O_RDONLY|O_LARGEFILE)

= 3
read (3, "hello\n", 4096) = 6
write(l, "hello\n", 6) = 6
hello
read (3, "", 4096) = 0
close (3) = 0

- & = 26
prompt>



File System

°* Reading And Writing, But Not
Sequentially

- Y current $5%

* off _t Iseek(int fildes, off t offset, int whence);
- Iseek AR A ZEHER IR seek 11E, HEHY
read/write A&
— ssize_t pread (int fd, void* buf, size t
count, off t offset);
— ssize_t pwrite (int fd, void* buf, size t
count, off t offset);
* {l Iseek fil read/write SEEKNEN AR T HRE

27



File System

* Writing Immediately
— Write [i5 X
* HREHF OS ZREAES A AL w5, {HA] B — BRI ] i
1
* 55| memory buffer H5tiR M, PEGELF
* Dirty Ziigid 2, sifBENEEEK, OS & HkIn %
- fsync(int fd)
* sl dirty 8BS %
* BRE RN, PERELLRRE

- [ LS P =1

int fd = open(" foo ’ O _CREAT | O_WRONLY |O_TRUNC, S_IRUSR|S_IWUSR);
assert (fd > -1);

int rc = write(fd, buffer, size);
assert (rc == size);

rc = fsync(fd);

assert (rc == 0);



File System

* Writing Immediately

— fdatasync()
* H[EP FS HEHE, TR iR
— O _DIRECT
* open n[MNNXANEE, Bk page cache, H#EZSE3iEH
P2, 1O ER, BIBYT5T
« HIRRIEAHEILE] page cache , FRIEHABIRHENS 52
A&, FRPAskb¥itl O SYNC, fsync B —uk
— O_SYNC
* open AIWINXANEI, 2P, R write J5HBHH
fsync, FraEHEE A& IRINA IR
* (HLn]GEEERINRAD, 88— 100% %45

fd = open("myfile", 29
O RDWR | O CREAT | O SYNC | O DIRECT, S IRUSR | S IWUSR);



File System

°* Renaming Files
— prompt> mv foo bar

- BRTBME, PilkRStin

int fd = open("foo.txt.tmp", O_WRONLY|O_CREAT|O_TRUNC,
S_TRUSR|S_IWUSR) ;

write (fd, buffer, size); // write out new version of file

fsync (fd) ;

close (fd) ;

rename ("foo.txt.tmp", "foo.txt");

30



File System

* Getting Information About Files
— stat() or fstat()

struct stat {

bi

dev_t
ino_t
mode_t
nlink t
uid_t
gid_t
dev_t
off t
blksize_ t
blkcnt_t
time_t
time_t
time_t

st_dev;
st_ino;
st_mode;
st_nlink;
st_uid;
st_gid;
st_rdev;
st_size;
st_blksize;
st_blocks;
st_atime;
st_mtime;
st_ctime;

/ *

/ *
/ *
/ *
/ *
/ *
/ *
/ *
/ *
/ *
/ *

ID of device containing file =/
inode number =/

protection */

number of hard links =*/
user ID of owner =*/

group ID of owner =/
device ID (if special file)
total size, in bytes x/
blocksize for filesystem I/0 =/
number of blocks allocated =/
time of last access %/

time of last modification =/
time of last status change */

*/

31



File System

°* Removing Files
— M2 MiBRR system call 22 unlink?

prompt> strace rm foo

unlink ("foo")

32



int main(int argc, char *argv[]) {
DIR *dp = opendir(".");
assert (dp != NULL);
struct dirent =d;
while ((d = readdir(dp)) != NULL) {

F i Ie 5ystem printf ("$lu %s\n", (unsigned long) d->d_ino, d->d_name);
}

closedir (dp);

* Making, Reading, and Deleting

[)ljprompE> strace mkdir foo

mkdir ("foo", 0777) =0

prompt>

HlE Is . izH®

struct dirent {

char d_name[256]; /* filename =*/

ino_t d_ino; /* inode number x/

off t d_off; /*x offset to the next dirent =/
unsigned short d_reclen; /* length of this record =x/
unsigned char d_type; /x type of file x/

}i

33

return 0,‘ —



File System

* Hard Links

— Ln: create another way to refer to the
same file

prompt> echo @ello > file prompt> 1ls —-i file file2
prompt> cat file 67158084 file

hello . . 67158084 file2
prompt> 1n file file?2 prompt >

prompt> cat file2
hello

34



File System

* Hard Links
— Q&I IR
* fj# inode, IR XAMHXEE (size, block
location, ...)

* Link a human-readable name to that file, and
put the link in the directory

— BRI #E 2 unlink

S inode FISCFEGE, BERE—A4 file X {th
reference /524 0] PAiila)

* YY) reference count = O I}, SEERIMIER

35



File System

* Symbolic Links / Soft Links

— Hard links BRI
* I HEF T directory (WJHETEH M LIERERIAIIR)
- AHZ T B H3, Blink3| A (RREMIBEEH)
* FhEFEES| HAL disk partition ¢ (A8 inode %5
HR1E R Partition _F2ME—Y))
— Ln -s &K aER;
* KB file, directory ZHMIEE =AY
* MIBRIE SRS, Vil aER 2 R

prompt> stat file

prompt> echo hello > file

prompt> 1ln -s file file2 . regular f}le
prompt> cat file2 prompt> stat file?2

hello ... symbolic link ...



File System

°* Making and Mounting a File System
— fdisk /dev/sda
— mkfs.ext4 /dev/sdal
— Mount /dev/sdal /home

— mount point
* ENXERGE (—EETIX) R H W — 4 Rrh
* MG HR ] EREZ A (REIE) XE&RSE

37



Outline

* Linux I/O Stack

* File System

* File System Implementation
* Fast File System

* FSCK and Journaling

* Log-structured File Systems
* Data Integrity and Protection
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File System Implementation

* FS AJR

— BEPER AR f R R
* CHS 5% LBA Hujit
* sector 3k block VifiE (Hlan 512B 5k 4KB )

— FS J2Aem ke O ER it 8 po
* Hxt, XHocBdE. SHER
- KV. BdE%E. Graph t2ant, H2giitk FS &
B n[HEIT FS kil

39



File System Implementation

* VSFS (Very Simple File System)
— Rt 2 64 4 block, #4* block 4KB

PR

— BN AF B SRR
|I||||III|||||I|III|||I||II|||I||II|
15 16 23 24 31
IS ENIEEEEEEEN NN EEEEEEEE
32 39 40 47 48 55 56 63
— JaHl 56 THAE N data region
: Data Region :
D|D|D|DI|D[D|D|D] [D|D|D|D|D[D[D|D] [D|D|DI|DI|D[D[D|D
0 7 8 15 16 23 24 31
Data Region

I_I—l_I_I_I_I_I_IDDDDDDDD [DIDID[DIDD[DID] [DIDDDDDDID] I—l_I_I_I_I_I_ITDDDDDDDD
39 40 47 48 55 56




File System Implementation

* Inode
- PR EEBHE, BN N —1 inode
* Inode Table

- et MRZ, Bi%dH 5 4 block, &4 inode
256B, 11 80 4~ inode , mZ 80 /\Iﬁﬁ

~ Inodes . Data Region
D:]:— |D|D DIDIDIDID]D] [DID]D]DIDIDIDID] |D|D|D|D|D|D|D|D
15 16 23 24
Data Region

[DIDIDIDDIDIDID] [DDIDIDIDDIDID] [DIDDIDDDIDID] [DIDDDDDDID
32 39 40 47 48 55 56 63

41



File System Implementation

°* Bitmap
— g3t inode fil data block 275 #%5

* Inode bitmap (l)
°* Data bitmap (D)

: Inodes . Data Region :

[ I DIDIDIDIDIDIDID] [D]D]D]DIDIDIDID] [DID]DID]DIDIDID]

0 /7 8 15 16 23 24 31
Data Region

[DIDDID[D[DD[D] [D[DD[D[D[DD[D)] [D[D[DDIDID[DID] [DID[DDDDDID]
32 39 40 47 48 55 56 63
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File System Implementation

* Superblock

- XRGIN L2 E, a2/ inode, data
block, inode table Fi B%

: Inodes . Data Region :

[SIEITTT]T]T] [DID]DIDIDIDIDID] [D]D]DIDIDIDIDID] [D]DIDIDIDIDIDID

0 /7 8 15 16 23 24 31
Data Region

I_I_I_I_I_I_I_I_IDDDDDDDD [DIDID[D[DIDD[D] [DID[DIDDDDID] I_I_|_I_|_|_|_|_IDDDDDDDD
39 40 47 48 55 56

43



File System Implementation

* Inode
— i-number: 4 inode #H —1TBRANHE

— fR#E i-number iE

Super

OKB

4KB

' iblock 0

i inode {EREE

The Inode Table (Closeup)

iblock 1

' iblock 2

' iblock 3

- ERHERID A

iblock 4

0

2

3

16

17

18

19

32

33

34

35

48

49

50

51

64

65

66

67

4

6

7

20

21

22

23

36

37

38

39

52

53

54

55

68

69

70

71

i-bomap d-bmap &

10

11

24

25

26

27

40

41

42

43

56

57

58

59

72

73

74

75

12

14

15

28

29

30

31

44

45

46

47

60

61

62

63

76

77

78

79

8KB

12KB

16KB

20KB

24KB

28KB

32KB
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File System Implementation

* Inode FHEG 1AM (ext2 f

ft)

— 15 MR (direct pointer), #&H data

blocks ; 15 M AEHTGE, ZEHE] multi-level

Size Name What is this inode field for?
2 mode can this file be read /written/executed?
2 uid who owns this file?
4 size how many bytes are in this file?
4  time what time was this file last accessed?
4  ctime what time was this file created?
4  mtime what time was this file last modified?
4 dtime what time was this inode deleted?
2 gid which group does this file belong to?
2 links_.count how many hard links are there to this file?
4  blocks how many blocks have been allocated to this file?
4 flags how should ext2 use this inode?
4  osdl an OS-dependent field
60 block a set of disk pointers (15 total)
4  generation file version (used by NFS)
4 file_acl a new permissions model beyond mode bits
4 dir.acl called access control lists

45



File System Implementation

* Multi-level index
— ext2, ext3, Netapp's WAFL

Direct
Data Blocks
Indirect
Inode Data Blocks
Information
Double Indirect

. Blocks of Data Blocks

2 Pointers

3 B - /I:

! ! 2 Blocks of

%

: : I \ Pointers
I I
128 1
13
2

K
-
N
©




File System Implementation

* Multi-level index

— 12 direct pointer + 1 single indirect
pointer + 1 double indirect pointer
- PR RIIR DR ZD?
* 4GB
* —/> block 4KB, —1 5%t 4B, W]jiX 1024 1MaEt
* (12+1024+1024*1024)*4KB ~ 4GB
— St 2 A T 2

* Most files are small

47



File System Implementation

* Extent

— Point + length (in blocks)
- BT EFRLESN data blocks B, 178
Inode %*[H]
* fildn extd, XFS
— AN, mBEELFHRIRIE 1/0 HIESE

y ;}Ii‘ﬁ TR s I Vi M PEGERR &F T BEDLYI M, RAM A
- R FREHEIERN © Random® Access Storage

48



File System Implementation

* Linked-based approach

— Inode HEZ—Mak, 1HME—1 data block,
data block w5 N—1 5%, f5M F—1 data
block

— i random Vi B PERETR 22

* FEIRXEERSEHEEIN AR InE

— {5l FAT

49



File System Implementation

© XHFRGU) BRI

Most files are small Roughly 2K is the most common size

Average file size is growing Almost 200K is the average

Most bytes are stored in large files | A few big files use most of the space

File systems contains lots of files Almost 100K on average

File systems are roughly half full Even as disks grow, file systems remain “50% full
Directories are typically small Many have few entries; most have 20 or fewer

50



File System Implementation

* Directory Organization
— B840k, F HAR inode fll data block
* Inode 2L directory, Tif R regular file

- Ei&‘ﬁ‘]iﬁﬁl’\]ﬁ?ﬁ%ﬁﬁ@%ﬂ@iﬁ%ﬂ?E%E@%E, (]
H

inum | reclen | strlen | name
5 12 2
2 12 3 ..
12 12 4 foo

13 12 4 bar
24 36 28 foobar_is_a_pretty_longname

51



File System Implementation

* Free Space Management

— Bitmap/freelist/B-tree
— QA
* #$k inode bitmap, 3|1 free inode
* 7AL% inode 43X, FbRid el
* {&X bitmap
* /riic data block 24Pl

— Ak

534

* R BiEiEslt, l extent

52



File System Implementation

* Reading a File from Disk
— Open ( “/foo/bar”, O RDONLY)

— M path 3] bar X inode
* 1) #H3% /1Y inode (well known, e.g., 2 )
* 2) HRH3t /K data, th3 R H> /foo Y i-number
* 3) /foollJinode
* 4) /fooll) data
* 5) /foo/bar Itj inode

— Read
* 1) % /foo/bar ] inode
* 2) ik /foo/bar ] data
* 3) 5 /foo/barlfjinode, ¥iilast accessed time
* 4) ¥¥iin-memory open file table, offset -



File System Implementation

* Writing to Disk
— R
- 47fit inode, data blocks, Hji bitmap
~ ’3—‘/‘114&2""#’;15 5 1/0
°* Read data bitmap
* Write data bitmap
* Read inode

* Write inode
* Write data

— XHFRGMEIMITE, JTHR/NF

54



File System Implementation

* Caching and Buffering
— ¥%¢f cache, 1/0 K%, JTHEHZXBR
- BEMRL, #Hld LRU
— Write buffer
* HAEBEH A, &IF 170 (BAFE—4 inode &%)
* JERGIF. WEELAE, PRRERYF
— M Linux 2.4 }#4f;, Caching fil Buffering 4t —
Page Cache #2{it
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RS

* BURWA A2 SR —3i 0 ?
- k4
- RN
~ SR
— SRR Bl L
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RS

fﬂxlﬁljrﬁmtlj 3 data block /Mg
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