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FSCK and Journaling

* HEERRGINE:

wEIEE. ek (e.g, RAM)
— WA (170 | B
* Crash-consistency problem

PE. i R 4E]

- W'JQ[IL_ 2 &T’?f)\l_‘n
crash

° JETEN

I>&

CORWR AR B, fErPRIZA:

- &5 A—1" inconsistent k&
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* FSCK: file system checker
* Journaling: write-ahead log



FSCK and Journaling

© —AHIlT
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FSCK and Journaling

© AT

— Ja XX GEME A—1 block Db
— inode {5318
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FSCK and Journaling

* =N HIRRE RRAE
— Bitmap
— Inode
— Data block (Db)
* JE5 A page cache/buffer cache, ERE
N5
— AR crash, HZfm]HE:
A LA EERYRT RE?



FSCK and Journaling

°* #1. Just the data block (Db) is written
to disk
— db WA ZES (lost update) , HA S pRH At n) 5
* #2. Just the updated inode (I[v2]) is
written to disk
— inode 5 bitmap ©~—%{, H inode i dirty db
* #3. Just the updated bitmap (B[v2]) is
written to disk
— inode 5 bitmap £+—3, &K space leak




FSCK and Journaling

* #4. inode (I[v2]) and bitmap (B[v2])
written, but not data (Db)
— LB, HREPE R BIN R

* #5. inode (I[v2]) and data block (Db)
written, but not the bltmap (B[v2])

— BRHUESG, {HZ00E ] HERE

fﬁ!

_[I]1

°* #6. bitmap (B[v2]) and data block
(Db) written, but not the inode (l[Vv2])

— JLRIEA



FSCK and Journaling

* Solution #1: The File System Checker
— FSCK I AR ] :
o BiHm, K2 1!
* R BGEE, HREeB R




FSCK and Journaling

* Solution #2: Journaling (Write-Ahead
Logging)
— WAL kEH T database il
- il journaling I X &%i2 Cedar(1987)

— PES 0 : Linux ext3, ext4d, reiserfs,
JFS, XFS, NTFS

| -

journal(ing) == log(ging)
A BB AS [R) I [R]— A~ TRl A A [R] R 45 P4
A BB AS [R) I AS [R) ) ] A R] — 1 25 P4
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Journaling

* Solution #2: Journaling (Write-Ahead

Logging)
* ¥ L2 FS AR

Efi—/~ transaction

(tx)

— a2 e i—1 data block (db)
* =/ tx PH[RERZ 2N FS WHPEBHENIE A
—flan’E A inode(l[v2]), bitmap(B[v2]),

fil Db
* fE5EPEHI, &5 log,

AT 2,
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Journaling

* Solution #2: Journaling (Write-Ahead

Logging)

5% log 5epkiN, BVa] SR P BRfEEk
* WERY log W RSB, PRE N WITCHL ] BEAS
e log, S tx R

s WERSEG
IS5 A

)

IR

PRGN, PREN W] CRYE log

HA
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Journaling

* Solution #2: Journaling (Write-Ahead
Logging)
* AERELAIN R] R BT 2R tx 3l E&58 FS /Y

Bk, WITHERIZN T R 2Rl log

checkpoint
— it log JePRG
—RBRRER, HEEEM

R

checkpint ZJ5l¥) log blocks , JEFEHM

ik log

]

R, s

1 Elau

X

]

A X

HIE—IR

4

PR H. 22 e B
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Journaling

* Linux ext3 B+

— SRR Z N ) group , 54 group #8H
bitmap, inode, data block

- fﬁbﬂ*/\ MHEXIK, & A E— LR RE

Super |Journal Group 0 Group 1 e Group N
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Journaling

* Linux ext3 B+

= B SIS A — SRR EEL SN FS =
REN:
* inode(l[v2]), bitmap(BI[v2]), data block (Db)
FERFIX B BRIk B H G

TxB| I[v2] | Bv2] | Db [TxE >

Journal

* TxB fll TXE tric txn BTG HISE R
. H?%TFF'ﬁﬁ AREHR SR TID, PUE#ERAFSHESTIC R ZE
ki
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Journaling

* Linux ext3 {5+

* L, log BT 1 5 NMEEY:, TxB,
I[v2], B[v2], Db, TxE

TxB| Iv2] | Bv2] | Db [TxE >

Journal

* 552 log GBIl m_L)Z2iR IS A3, G T
checkpoint . EiE5EH0N FS # bitmap .
inode fll data block B
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Journaling

* 54 log block /BE45 \?
—@’l\"?i)\? 0K ]
—iE5? S LR

* block device nJfEELFE A, S TXE %&ik

{H)2 2 i log block L(x%ﬂ
* PRER =4 22 i IENBIENE R IRE

Ie

| nd

v2] | Bv2] | ?? |[TxE >

Journal
_|
>
w
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Journaling

»

* Pui: BRT TXE 29 —ikEE, TxE mfaaMs

T
S ITxB| Iv2] | Bv2] | Db >

2 |ig=1

o

£ ITxB| Iv2] | Bv2] | Db [TXxE >
—O’ |d=1 |d=1

— kO sector/block 5 A RE 17, H2
G, B25xE%Y; WA TXE ¥/ 512B H.
sector align
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Journaling

* Bgk: Journaling (WAL) 5=

* Journal Write (¥ TxB filXf medata. data BXE
Alog)

* Journal Commit (I% TxE 5 A log)

* Checkpoint (Y metadata fll data R&B,
iH¥ log)

* B UOHRAERE |
— X log ¥4l checksum
* IXFE TXE o] BLFIHA log block L —&E, AR THE %
ot EF I O kg s
HHABMANGRA, 7D

19



Journaling

* Recovery
— Q1 commit 52)kHi crash
— Z%i% transaction X RSB
— IR commit 5EkUE. checkpoint 5k
crash

— WM TxB H4; replay iX2 updates (redo
log)

— 3R checkpoint 5¢/%)5 crash

— NO one cares:)

20



Journaling

* Journaling timeline

Journal File System
TxB Contents TxE |Metadata Data
(metadata) (data)
issue issue issue
complete
complete
complete
________________ issue |
complete
| issue  issue
complete

complete

21



Journaling

* /by BB I8
— Hlans AR—/~H 5 FRIWA A filel
file2
- WL REH bitmap, X HZH data
— %18 LR log protocol, 1/0 {XEU%

- !leﬁﬁl:ﬂ:?

batch commit (i.e., batching log updates)

* RiEEINRINR tx Bit—4 large tx or global tx, {it
BT

© tRAEREEE CS PHERE W, ABU2WiTE latency #iHY
throughput

22



Journaling

°* Metadata Journaling
— Huii i ZmE: M 1/0 traffic

— fRRTTR
- H&rh 2 data block, Hb 4 k2ZE1/0

* Db HELSPIRNME, HREEY

©

SirxB| Iv2] | Bv2] | Db [TXE >
3 |id=1 id=1

=

5 |TxB| 1[v2] B[v2] |[TxE >

O

3

Db ft 455 A?
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Journaling

°* Metadata Journaling
— Db {+ 2 HEE A?
* £ TxE ZJ5, PM7: WENHERA T Db
* fEH&EZH:
— 1. Data Write: in-place write to final location
— 2. Journal Metadata Write
— 3. Journal Commit, wait for 1 to complete
— 4. Checkpoint Metadata and free ( Bi{H&ES
IH] )
&AL log block 1 data block R IRE A\ A £

BT HPEIEE R KT metadata, XFEERDITTE KE
/O

1 1 2 Ay nf BLAZ Hiirh?
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Journaling

* Metadata journaling timeline

Journal File System
TxB Contents TxE |Metadata Data
(metadata)
issue issue issue
complete
complete
complete
___________ issue [
complete
- | issue

complete
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Journaling

°* Metadata Journaling Applications:
—Windows NTFS, SGI's XFS

— Ext3 1% ordered journaling mode,
T metadata journaling

26



Journaling

* Metadata Journaling Y bug :

— Rkt —/1Hat foo, H data block 1000
* H*i data block #iA\ @ ciidE, FrBl5 AHE

I[foo] D[foo] TxE >
id=1| ptr:1000 [final addr:1000] id=1

Journal
_|
>
w

— RIEMER foo Hxk, ZEHE A—1THEIXH: bar, N4
reuse data block 1000

I[foo] D[foo] TXE[TxB| I[bar] [TxE >
id=1|ptr:1000| [final addr:1000] |id=1|id=2|ptr:1000|id=2

Journal
_|
>
5]

A2 E?



Journaling

* Metadata Journaling It bug :
— bar X{}] data block £ H#%%5 7| data block

1000, A~1f log Hids

— {H2Y V}?'Elﬂ 2 H 5 foo ) data block &

Vx5 35| data block 1000, %

m: bar XFNZ

XA S EARAR R IR 2 A 2.7

QrnffgR?
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Journaling

* Metadata Journaling I bug :
—ext3 NRRITH:
* fE HEHH I revoke (MF®) record

* PRERERAMHE, RS revoke,
revoked data (4l foo 1Y) data
block 1000 ) ~&#kE

241 directory ¥ data block 24
data?



Journaling

* Solution #3: Other Approaches
— Soft Updates
* KD FS BMNERES RS AT
- Hlines data block %5 indrect
nodes, i inode 1 LR inode {5
] dirty data blocks
© S LR
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Journaling

* Solution #3: Other Approaches
— Copy-On-Write (COW)
* /T Log-structured FS, ZFS
* RIEARALEE, iR s 2HAIE
* A ER—MZiA (multi-versioning ) 15
131

[n#H— 1 Flash SSD #1] hybrid
mapping?
31



Journaling

* Solution #3: Other Approaches

— Backpointer-Based Consistency (BBC)

* ¥EPuhiEgin back pointer, #5F inode
* @Al forward pointer fil back pointer 27—,
A inode fil data block &5 —

— back pointer &£3}X} parent B %5 {EH

AR R X IREERRIE?

32



I-BErhzs

F2FS (Flash-friendly File System)

* —RERWIFR, . Google FZ 5K

* 2T Copy-on-write (COW) AH

* MHTZEBERFME ST Linux k554

F2FS: A New File System for Flash Storage

Changman Lee, Dongho Sim, Joo-Young Hwang, and Sangyeun Cho
https://www.usenix.org/conference/fastl5/technical-sessions/
presentation/lee



RS

* ARSNGB VSFS, inode 1245 15 MR (12
M direct, 2 4 indirect, 1 1 double indirect) . 5A—1
10MB [ /foo/bar X, 7151’k data journaling fl
metadata journaling, 7ilFHEZDVR1/0?  (BR 7 X
data block #MNYHEE I CEHE, 4 4KB block Wi G #H —IX
1/0 |, ﬁu@i'a)\n~m¢ﬁ‘%‘%z‘¥m A E—IX metadata, [
log FP':?* > record 5 A—X 1/0)

~Inodes y Data Region
E_ rmmmmmmmm [DID[DIDDIDIDID] rmmmmmmmm
15 16 23 24
Data Region

I_I_I_I—I—I_I_I_IDDDDDDDD [D]DIDIDIDIDD[D] [DIDIDDDDDID] I_[—I—I—I_I_I_I_IDDDDDDDD
39 40 47 48 55 56
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R (BR)

© A RGENBIE R VSFS, inode 1215 15 MEH (12
™ direct, 2 1 indirect, 1 /> double indirect) , 5A—1
10MB [ /foo/bar X, 7151’k data journaling fl
metadata journaling, 7ilFHEZDVR1/0?  (BR 7 X
data block MR EICEHE, 1 4KB block ik 5 #H —IR
1/0 , QIS AR —XHFHEERZERE—IX metadata, [
log 5 —/* record LEH A\ —IX1/0)

~Inodes . Data Region ,
E_ rD'ID"|13'|UIU|D1D"ID] [DID[DIDIDIDIDID] [DIDID[D[DID[D[D]
15 16 23 24 31

Data Region

I_I_I_I_I_I_I_I_IDDDDDDDD [D]DIDIDIDIDD[D] [DIDIDIDDDDID] I_[_]_I_I_I_I_I_IDDDDDDDD
39 40 47 48 55 56

Bt B superblock i%HL / i inode fll data block, I;LEX /foo IJ inode I
data block M T4 /foo/bar | inode fll data blocks KHREEN inode

bitmap fil data bitmap . IiLUEH% 7 % read KL LY metadata 35



R (BR)

© —AUHRENEIE M REIVSFS, inode g 15 MEH (124
direct, 2 /" indirect, 1 /> double
indirect) 5 A—/> 10MB I /ffoo/bar 3, 7791%H data
journaling fil metadata journaling, JHHEZEZ/MRI1/0? BRT X
ff data block #MUARRCEHE, &1 4KB
block HiEREHHE—X 1/0 , BIES A\ [F— R TFERERIE—IR
%E%Qﬁ%r ﬁ@ !.qgolijeg? indﬂﬁmmimﬁ%]&@{ﬂ !./ Qollble indirect

pointer block. 2560 data blocks, XTH%%5 A inode bitmap . data bitmap. 14
inode . 4 4 pointer blocks. 2560 /" data blocks . Fillll l{& /foo I¥) data block il
inode, 7% 9 {X metadata 5 A (inode bitmap. data bitmap. /foo/bar inode .,
/foo inode . /foo data block. 4 4 pointer blcoks) 12560 {X data 5 A

inode #z*db (48KB)

9#024*db (4MB)

1024*db (4MB)

-

36
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R (BR)

© —ANMHRENEBIET MR VSFS, inode 21 15 1MEEF (12 4
direct, 2 /> indirect, 1 1> double
indirect) 5 A—/ 10MB ] /ffoo/bar X, 7’k data
journaling fil metadata journaling, JHHEZEZ/MRI1/0? BRT X
fF data block #MUHERE CEHE, ®4 4KB
block B EHE—RX 1/0 , ARG AF— X R HFEREZERGE—IR
TxBmaka datmetddaba giiBidi 24 wacoddditirhaling #il l/@adata journaling
X HI{ET 2560 4~ data blocks 275 log . %il:
20t metadata HZE 7 X 1/0
A5 A /foo/bar DI IEHR X H* /foo 1752 2569 (X 1/0

T data journaling, #ZHA2569+2 (X 1/0 K5 log ; T metadata journaling, #
2SI 942 (X 1/0 3kE log

inode #z*db (48KB)

@& /foo/bar HEE BN /

ndirec1F>#024*db (4MB) foo [f) inode fil data

: block, THFZES /T
ndlrec1H*.024*db (4MB) inode fil data block
double , " 37
indiredﬁndlred%oo db (2000KB)




I0-FS 55

POSIX
Kernel data structure for files

Unix I/0

directory tree data model
mount/umount
inode
VSFS/FFS/Ext3
consistency (fsck/journaling)

bio
d (multiple-device, software RAID)
1/0 schedulers

VFS

FS

Block 1/0

Driver

HDD:
cylinder,head,track,sector
positioning time
scheduling (FSCAN/CSCAN)
RAID (0/1/5...)

Device

AN

SSD:
block erase,page write, page read
ddress mapping (block,page,hybrid)

garbage collection Hfth: page cache...
wear-leveling i



PREUNI: P Al B3R & IER?

TLB /& CPU WilmiE 7, FitminfiHidm

;;Juﬁ PR GIBRGY ; WRFMETAE, RRG
SR H L ML R

:%mﬁﬁﬁ(vabn)ME&ﬁ%ﬁ,$

JE [R5 S 5 T

Huhk-Fi%ER), CPU %% TLB :

- B TLB st (AR , HEHiz{EHYPEHL,

AP RVIRE;

- HA TLB R, AEHhnk,

it TLB A3 ER R,

il

TLB Gk i oAtz = .




Outline

* Linux 1/0 Stack

* File System

* File System Implementation

* Fast File System

* FSCK and Journaling

* Log-structured File Systems (Fijf)

* Data Integrity and Protection (i)
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Log-structured File Systems

* Log-structured File Systems

— Early 90’s, Berkeley, Professor John
Ousterhout and graduate student Mendel
Rosenblum

* Motivation:

— System memories are growing

* More data are cached in memory, especially
reading

* File system performance is determined by
writing
— There is a large gap between random 1/0
performance and sequential I/O

performance *



Log-structured File Systems

* Motivation:

— Existing file systems perform poorly on
many common workloads
* E.g., YUI#RZHEH 4 block M/MZHFER, FFS 21T
K E B
— one for a new inode,
— one to update the inode bitmap,
— one to the directory data block that the file
is in,
— one to the directory inode to update it,

—one to the new data block that is a part of
the new file

—and one to the data bitmap to mark the data

blgck/g altofaked] Lk 1/0 v P/ D»? 4



Log-structured File Systems

* Motivation:

— File systems are not RAID-aware
* FS i\ PR disk, SEhp FHEiZECE RAID (GEHH)
* both RAID-4 and RAID-5 have the small-write

problem where a logical write to a single block
causes 4 physical 1/0s to take place ( WX / BX

H)
* FFS % s

®

DO’

DO

D1

D2

D3

z  AITEBIT)

43




Log-structured File Systems

© BeitHE:

- ik FS E Ii

- R KpEiEss, /P ERYLE
* LFS Basic Idea

- WTFH5ANEE, M memory segment ! buffer
(RS cEHE)
— Yy segment Wi ¥ ZJ5, S AIME => KN EES:
H
— AIERACER, N R HEN

44



Log-structured File Systems

* PPk
— WHERENL S N2 NESE T A?
- E.g., FXHFPE5—1EPHEHD

D

A0

— RN eEYE (inode ) MFEEG AIME
* —i% data block ® Kk (fjl4ll 4KB ) , Tii inode nJfiExE

170D

blk[0]:A0

D |

A0 45



Log-structured File Systems

* N T iEREEEAT

buffer, RS AR

25 N\, LFS%HE 1 disk

— BIANEL PHLER, 7 DR, —

g
X

TSNy

E:EEO%:QO blk[0]:A5
1]:A1
D[j,O] D[j,1] D[j,2] D[j,S] bIk[2]:A2 D[k,O]
blk[3]:A3
A0 A1l A2 A3 Inode[j] A5 Inode(K]

46



Log-structured File Systems

* LFS HPNTEMNIZZEA7 /D EENE?
- SR, B NBETEREEGF, BEERERINTE
buffer @ﬁ 8T e oY ﬂl&ﬂlﬁﬁ
—ig%%m%f&%#%ﬁﬁ%Aﬁ REPR TGS 2
- EWMANR FWIRK, IR RR
o ROZHRT]— R M I

47



Log-structured File Systems

* LFS MANTEMNIZEFZ/VEHREE?
o IR TE + PR T, e, PIBEHREZER , MB/s
—RGANEPEE D MB, W5 A D {e3iNf )y :

D
T'w?“'ite — T’position =
Rpeak
HFANBER (R MZEEIE R, 84F)
D D
Re ective — —
Jhect Twrite Tposition =+ I D

peak

KB ZENEE M F (0O<F<1) , W
— R = F XR

effective peak"

48



Log-structured File Systems

* LFS HWHNEM %R 2/ VEEVE?

- "R ZE:
')
Reffective = D = F X Rpeak
Tposition + R
peak D
D — F X Rpea,k X (Tposition _|_ )
Rpeak:
D
)= (F X Rpeak X Tposit’ion) = (F X Rpeak X )
Rpeak
F
i) = 1_ X Rpeak X Tposztzon

— WTEA, WAFZEMIX N/ D 8O T a1, R
TR F RN E LR 2 /))
* i, D=0.9/(1-0.9) x 100 MB/s x 0.01 seconds
=9 MB 49




Log-structured File Systems

* FRY )
— Data block fll inode #5 A ¥ disk, i#iil inode
n] PL#k% data block
— {H2 U] inode WE?

* {4t FS W, inode J{EREIEXI, @it F—2H>M data
block n] B3 F—2efF / H31 inode

50



Log-structured File Systems

* LFS {4
- 5]\ inode map (imap), i inode 4%, k3
inode T {EMREE L
— {f inode B3, 35 A disk I, WiBINE NP4

] inode map

I
blk[0]:A0 |map[k]:A1

D I[K] | imap

A0 Al

— R ]
* UHIEREXASHHY imap ?

51



Log-structured File Systems

* U EHTH imap ?
— W[ PA—— AU e BITs S A disk (A EE#,
copy-on-write )
— (HR PR EA RO CEF MY (root)
* check-point region (CR) : {85 imap
* CRTELFS HEIIATES B, 30s —ikX, MPERENIAK

l
imap blk[0]:A0 |map[k]:A1

[K...k+N]: .
A2 D I[K] | imap
CR

0 A0 A1 A2

52



Log-structured File Systems

* M LFS szt
— check-point region
— Entire imap, cache it in memory
— HR#E inode number, M imap H1#3l] inode Mkl
— &P EEL inode , $EIHPr data block ik
— 2l data block

53



Log-structured File Systems

° WP HR?

— H3%1J data block H

number

— Imap->A3(I[dir])->A2(D[dir]) -> Hbt# 2

inode number k

— Inode address = imap(k) -> A1(l[k]) ->

5 XXF / 7 HE inode

AO(D[Kk])
blk[0]:A0 | (foo, k) | blk[0]:A2 | map[k]:Af
Dig | [[K] Dygiy| 1[dir] mapldif:A3
imap

A0

A1

A2

A3




Log-structured File Systems

* recursive update problem
— LFS HER T CR, #RRSHA

— lﬂ:ﬁ%ﬁ—‘/‘Iﬁﬁ DL EE—2H 51 data block
fil inode %Bai]‘f )]

— NS BOR ™, PERERA R HRAR
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Log-structured File Systems

* Garbage Collection
— IHARABEEEREY, =t )

— W13 inode fil data block #Bk i, M|—ik

blk[0]:A0 blk[0]:A4
n I[K] DO I[K]

(both garbage)

- ﬂ.’fJﬁER%f SFRBM Y —A#HR, 2 inode B

4

; [

PIKOLAD A
DO | Ik D1 | I[K]

AO (garbage) A4

56



Log-structured File Systems

* Garbage Collection
— 2B segment-by-segment 15 k71
il
— AJRESIRRB TR o B KGRl segment
(compaction)
— RS segment HY5REY:
* FIRZMRIEL
* J5hi LFS X754 53749 hot segment #ll cold
segment

— Hot: %i% overwritten, REEIREMH, XFEHMET
Bis i nl REAR 2 hidk

— Cold : HE/»R5 5 overwritten , ZEEE
stable, FrPAMIZRIPRIHEE 57



Log-structured File Systems

* {55 LFS B XRS5

— NetApp’s WAFL

— Sun’s ZFS

— Linux btrfs [R+13]

— modern flash-based SSDs (Flash i A &5l
AXFFIRAE R, FERES)

— adopt a similar copy-on-write approach to
writing to disk
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Outline

* Linux I/O Stack

* File System

* File System Implementation
* Fast File System

* FSCK and Journaling

* Log-structured File Systems
°* Data Integrity and Protection
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Data Integrity and Protection

* Hbn: RUEEHE L2
— Ref: Ziif) RAID, i1 4i% (Erasure Code)
— Data Integrity ( 245251 )
— Or Data Protection
i YT T e e R Y PR [ AsY
— A SRR RELT
* BIEKIWIRGE (B3, I, 40K, By, DNA)

— WM [ o e
* (RIS HH PSIRIRER KRR 1

60



Data Integrity and Protection

[ 51 1] BRIREBEMELER MTTF 73 1000000 /M3,
MTTR 77 8 /©BY, B ELEIRLEY RAIDL R4

B MTTF AZ?

MTTF : Mean Time To Failure , EF4&IFE TN

BYiE]

—fi% 1/MTTF T LLARERGIYE (EY) By s
MTTR : Mean Time To Repair , Fi3EEHI|g)
MTBF . Mean Time Between Failure , fli/x%k

M ZiERYETRIE, 5]

- MTTF+MTBF
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Data Integrity and Protection

* PEMERPHRIEEE =1/ MTTF
* RAID 1 P RS RI IS & 2R R =2

2/ MTTF*(MTTR*(1/MTTF)) =
2*MTTR/MTTF?

* fifEL, RAID 1 &% MTTF = MTTF2/(2*MTTR)
= 10000002/16 (%973 1011)
* RARAURERANIERSM
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RS

* AT MTTF fl MTTR E51, IB4—4*5
MY RAID 5 #%EL RSt MTTF %/0?
(n] PLEACLKR#)
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ZAER

* AT MTTF fl MTTR E51, IB4—4*5

MY RAID 5 #%EL RSt MTTF %/0?

— RAID 5 e B, HRIEE BT s ONE P
SIS, wmAmﬂmP W2 RSk

— 5 MEEE MR EEREER N 5/MTTF

— EE—A G, TEAIBEE 2B MR A
5/MTTF * (MTTR*4/MTTF)

=20*MTTR/MTTF?2

— fiiLL RAID 5 [ MTTF &y MTTF2/(20*MTTR) , &
AKTHRE MTTF

64



Data Integrity and Protection

* BAPNERIE
— A[REN Y bits Hi3F (FIANAN
* Flash

— it block nJHE

— R B S B s, T

* fRR

— [\ S0
- Fiik: IR

A

M

R 201

head Xl|{j3<ifi)

92 iR R

o R

B TR (ARSI

&

- Rrokiz®

& %

IR, Wk

k{! RAID )

* error correcting codes (ECC)

A AR R A e/
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Data Integrity and Protection

© BRI
— Latent sector errors
* Sector JLiAvVil / Vil G
* FEALE WS Y
— Block corruption
* Block GEWsvill, 4 LmAEBHEAX 1
* WRAEH— RS R, LEARGE TR ¢

Cheap  Costly
LSEs 9.40%  1.40%
Corruption  0.50%  0.05%
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Data Integrity and Protection

* MR
— Latent sector errors
* @Y ECC FHIURTENA] AR E IR 4 2k
— Block corruption
* ECEREER I AR R S R ?

* WFREILRAMAGEHIE (no such thing as a free
lunch)

* (HR2 T 1% ECC FiRFGEMR EBHEMIRLE, i ER:m
* Checksum K5:15)
* E.g., BfrikwE—N
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Data Integrity and Protection

* Common Checksum Functions

— {#i% block 5 16B (5[5 sector ZAIR%E)
checksum X/MA 4B
— 16B 4EEHE (16 i)
* 365e cd4cd bald 8a92 ecef 2c3a 40be 666
— ¥ oM 3t
°*° 0011 01100101 11101011 10100001 0100
*° 111011001110 1111 01000000 10111110

°* 1100 0100 1100 1101 1000 1010 1001 0O10
°* 0010 1100 0011 10101111 011001100110
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Data Integrity and Protection

* Common Checksum Functions
3453317 XOR 125

A

5 4B BE—17,
0011 0110
1110 1100
1100 0100
0010 1100
0010 0000

0x201b9403

0101
1110
1100
0011

1110
1111
1101
1010

I\‘I‘

-'b

1011
0100
1000
1111

1010000
oooaaila
101@000
0110110

0100000
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Data Integrity and Protection

* Common Checksum Functions

— FRRIREEGER, BEHFR —IX checksum

— RIGHITERET) checksum FEX, 22— HHEE %
i) 78
* st fER checksum A& T (block
E?j%uption) , TR MGEEEERS, BRIXM AL s R, th
=iGE
— XOR ##fEmiH, {HRFH—VHESE N bit 8% (B
)

- QIR BHE 2 4 bit #i1%, W checksum =i\ 3G
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Data Integrity and Protection

* Fletcher checksum
— John G. Fletcher [F82]
— A block D consists of bytes d1 ... dn
— Compute two check bytes, sl and s2
— sl = (sl + di) mod 255 (computed over all
di);
—s2 = (s2 + s1) mod 255 (again over all di)
— almost as strong as the CRC

— detecting all single-bit, double-bit errors,
and many burst errors
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Data Integrity and Protection

* Cyclic Redundancy Check (CRC)

— treat D as if it is a large binary number (it
Is just a string of bits after all)

— and divide it by an agreed upon value (k)

— The remainder of this division is the value
of the CRC

— CRC TEM &g Jiw il %
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Data Integrity and Protection

* Checksum Layout

— JRIGE W -
DO D1 D2 D3 D4 D5 D6
— ¥ checksum

* Bl sector (512B) ¥4 8B ) checksum

© —PPSPLT IR R RSN A sector 520B, H )R]
512B

C[D0]

DO

C[D1]

D1

C[D2]

D2

C[Dg3]

D3

C[D4]

D4
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Data Integrity and Protection

* WERME AR, B Fs FRE % checksum
WITEEDLE, nIRERIXHE

— —#l sector 1Y checksum #HifE—4" sector H

DO D1 D2 D3 D4

C[DO]
C[D1]
C[D2]
C[D3]
C[D4]
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Data Integrity and Protection

* Scrubbing
— H P i I Z RN o] DRI ZS 2 45 i
— HZ2BEHRIRVYIN, AR E R e E, FIWIER:
— ik i A 2, El]dlsk scrubbing (f&ﬁ'ﬁ)
- BHEdE, 138 checksum, ik

- WERA

SPEAE, ZNIUREE (ECC) kR

75



SR B RN ] () 52 000

https://blog.zenggyu.com/zh/post/
2022-06-

04/%E5%B8%B8%E8%A7%81%E6%93

%8D%E4%BD%9C%ES5%AF%B9%E6%9

BERE

X5 Githk /Bial B R

EXT4

NTFS

| RUERE

IR

ER TS

EXTHEY ]

BUEATiE]

IR B e]

SECHAY ]

EX B B ]

X

BIEXF

v

iR X

B F

| TEXHEW

TEXHFNR

BR

BIEER

X ERA TR

BEEEE

EERREXHE

TR B RARXF

2ok B RPBIXF

| EEH RAXFRFF

| TEH RRBX R

x| x| x|x|=]|x<|x<|N]x]|x<|x<|x

P PV PV PV VT PV BV IV R Y VY B R R

N XS XXX} X XN x|

RN N B B N NN N N N N R N

3 I P PN P P23 P P R P P P R R

NI NI IR I IR IR IR RS

RN N I BN 3 NN NN 3 N

| IRERAEXE

X

&I FSV'RTHERRETZK, TS XRRNEBERREZL, 5 -"RENEHBFFL




	Persistence (II) File System - 3 (OSTEP Section 42)
	Outline
	FSCK and Journaling
	FSCK and Journaling (2)
	FSCK and Journaling (3)
	FSCK and Journaling (4)
	FSCK and Journaling (5)
	FSCK and Journaling (6)
	FSCK and Journaling (7)
	FSCK and Journaling (8)
	Journaling
	Journaling (2)
	Journaling (3)
	Journaling (4)
	Journaling (5)
	Journaling (6)
	Journaling (7)
	Journaling (8)
	Journaling (9)
	Journaling (10)
	Journaling (11)
	Journaling (12)
	Journaling (13)
	Journaling (14)
	Journaling (15)
	Journaling (16)
	Journaling (17)
	Journaling (18)
	Journaling (19)
	Journaling (20)
	Journaling (21)
	Journaling (22)
	F2FS (Flash-friendly File System)
	课堂练习
	课堂练习（答案）
	课堂练习（答案） (2)
	课堂练习（答案） (3)
	IO-FS复习
	课堂小测：以下AI的说法是否正确？
	Outline (2)
	Log-structured File Systems
	Log-structured File Systems (2)
	Log-structured File Systems (3)
	Log-structured File Systems (4)
	Log-structured File Systems (5)
	Log-structured File Systems (6)
	Log-structured File Systems (7)
	Log-structured File Systems (8)
	Log-structured File Systems (9)
	Log-structured File Systems (10)
	Log-structured File Systems (11)
	Log-structured File Systems (12)
	Log-structured File Systems (13)
	Log-structured File Systems (14)
	Log-structured File Systems (15)
	Log-structured File Systems (16)
	Log-structured File Systems (17)
	Log-structured File Systems (18)
	Outline (3)
	Data Integrity and Protection
	Data Integrity and Protection (2)
	Data Integrity and Protection (3)
	课堂练习 (2)
	练习答案
	Data Integrity and Protection (4)
	Data Integrity and Protection (5)
	Data Integrity and Protection (6)
	Data Integrity and Protection (7)
	Data Integrity and Protection (8)
	Data Integrity and Protection (9)
	Data Integrity and Protection (10)
	Data Integrity and Protection (11)
	Data Integrity and Protection (12)
	Data Integrity and Protection (13)
	Data Integrity and Protection (14)
	文件操作对修改时间的影响

