Persistence (1)
1/0 and Files
(OSTEP Section 36,37,38,44)



OS: Three Easy Pieces

* Ll
* AL

* Ik

Processes
__..-"‘)\-...__

Virtual memory

A

Files
AL

Dok

Processor

Main memory

/O devices




Outline

* 1/O Devices

* Unix 1/O

* Reading File Metadata

* Sharing Files & 1/0 redirection
* Robust I/0 (Tf#)

* Standard 1/0 (Tf&)

* Fast1/0 (Tf#)



1/0 Devices

* 1/0: Input/Output

- FAL i

© MERRYT. B

© RS
— CPU, Cache, RAM # I REINE
— WPk E

« 5 FNTE

— Non-Volatile Memory
— Storage Class Memory
— Persistent Memory



1/0 Devices

* System Architecture

— EW\?H’Q@ A
° ‘H&ﬁi&%i& CPU Memory
° PR I I
Memory Bus
(proprietary)
e » General I/0O Bus
| (e.g., PCI)

Graphics

< » Peripheral I/O Bus
| | | | (e.g., SCSI, SATA, USB)




1/0 Devices

* 1/0 &S

— Status
— Command
— Data
Registers | Status Command Data Interface

Micro-controller (CPU)
Memory (DRAM or SRAM or both) Internals
Other Hardware-specific Chips




1/0 Devices

* File System Stack

. POSIX API [open, read, write, close, etc.] -

File System

Generic Block Interface [block read/write]

Specific Block Interface [protocol-specific read/write]
Device Driver [SCSI, ATA, etc.]



1/0 Devices

° Mk

Rotates this way Rotates this way
— —




1/0 Devices

* WEELAEE
— : Shortest Seek Time First
* picking requests on the nearest track first

— [
* DLk
* FAARRERAR, BAEIE )RR




1/0 Devices

* Elevator
— A -> W5 N->8; 4h-> -
— F-SCAN
* Freeze the queue, — M2 EAEBLHRATIE R
° EERYLER
© RCRMIE: PRI TE R
— C-SCAN (Circular SCAN)

* MIrEINEEEhRESk, BahElH i AR R RIE,
HEMAEH R RIMERHE
* P RGEE M-, SNPREET RIS E 2

10



1/0 Devices

* SSTF fll Elevator B.{AMi& H 8
— A IR R HEFE RS
* SPTF: Shortest Positioning Time First

—_ %ﬁﬁ%%ﬁ 30 Rotates this way
- F—%3 16, 287

— It depends
— % Seek time #ll rotation

delay W9 K, BRUAE
Disk controller B mi sz




RS

R

=. KB WA R AEE b A RINPR S, B STk kEE 100 SiEm HR s T R R, EWT

R 1 P B3 KPP SR SR A5 U7 T Wh 43 -

*1 U5 0] R A1 SR 4

T K IR T 1 2 3 4 5 6 i 8 9 10
FETH 5 190 10 160 80 90 125 30 20 140 25

[ 25 THI Y i

(D%&%%%ﬁ“%ﬁﬁﬁﬁﬁﬁ%ﬁ%”ﬂ“%&ﬁﬁﬁ%”ﬁ,i%ﬁﬁiﬁ%i%&ﬁo

@ FrXTASEE RS LR PIMEEE, AR e CRBSRE S IR D TME, WA RAE EE? A
BUHZ . (B

12



ZAER

s R AL RN [ S

~ 100-90-80-125-140-160-190-30-25-20-10

- 10+10+45+15+20+30+160+5+5+10 =
310

| -

* LB (F-SCAN)
— 100-125-140-160-190-90-80-30-25-20-10
- 254+15+204+304+1004+104+50+54+5+4+10 =
270

13



1/0 Devices

* RAID

— 1988 AFEEEIMMNREAWA 12T D. A.
Patterson ZUZEHR{EIEL “ A Case of
Redundant Array of Inexpensive Disks” H!
Ry RAID #E, BURROTICREEEEEY

( Redundant Array of Inexpensive Disks )

- Jak RAID BWZRERIGEH “HNL” B “BEG”
T RAID K 1 MR ILAMS ( Redundant
Array of Independent Disks )

K RIS H 14
David

D=addaremsmrm




1/0 Devices

* J&9tsx (RAID 0)
— 24t (striping )
* %1% (RAID 1)
* P XA RS (RAID 5)
* RAID 10/RAID 01
* JBOD

15



11

10

S Sy D By

RAID O

10
11

10
11

O O O O M d O

RAID 1

D

10
11

RAID 5

JBOD



1/0 Devices

°* RAID5S
- U REEEES IR 0. 1. 1. 0, FHHRE,
REMPEZO (=0010100)
-2 Do MO BECH 1 G, HilEh P'=
®DodP=19000=1
R % &

DO' DO D1 D2 D3 P

17




1/0 Devices

* Flash-based SSD

78 NVMe Q

H i, s3z
4KB FEHIEIER 125us
4KB BEHEIER 15pus
4KB FEHE 10PS 120K

2NEFEM BIiR Q

ERSMEMAHS Y GB Bt ¥ WAk, THl;
{£F 1 %5T) SSD RAID &HI2E R AE
Pure Storage Flash Blade:

O o

BARE, BaiasNANR
873 200TB ( Nimbus
Data)

1 ALL-FLASH
SCALE-OUT BLADES

18



1/0 Devices

* Flash-based SSD
— Flash : 5 E2PROM 3&{8l, FHH#ZRB FZiiE 5

— N IRY O CH P RL A D, T, #2500
BRI BB

AE bl
\ B

Bt

19



1/0 Devices

y VW“ BerERz
H. R

- mﬁﬁlﬂ@

20V

a) 5A

Erase()
Program(0)
Program(0)
Program(1)
Erase()

Jdddd

5 s s s
EEEE
VEEE
error
VVEE
EEEE

TRILZERME, RFERFRRIREAE L

[ @E==E
DREOE

b) &k c) S

Initial: pages in block are invalid (1)

State of pages in block set to erased (E)
Program page 0; state set to valid (V)
Cannot re-program page after programming
Program page 1

Contents erased; all pages programmable



1/0 Devices

* Flash By533%:

— NOR Flash NOR NAND

* L bit HIEEA TS ) B
© RPREIRDE. SERERE. B
EIRT2
— NAND Flash

* NAND Flash 2P ( % T KB)

JANHI TS PR, DAk (JLA

KB ()L MB) ﬁiﬁi&ﬁ%ﬁl}%ﬁ%;
* NAND Flash 1iifErxt

NOR Flash ‘I%, 1&‘1%’*[”%%'{%&1’? 102 i

It NOR Flash ¥

21



1/0 Devices

* Flash 1733

— — P EEHIT EEREZ A 3

* SLC (Single-Level Cell)
— SLC WY AR —RAE 10 J1 iR

* MLC ( Multi-Level Cell)
— MLC £ 5000~10000 X

* TLC (Triple-Level Cell)
— TLC —#%7E 1000 XA

Read Program Erase

Device (118) (118) (128)
SLC 25 200-300  1500-2000
MLC 50 600-900 “3000
ILC 75 7900-1350 4500

22



1/0 Devices

* Flash WK

MLC
Page Size 4 KB
Block Size 1MB
Chip Size 16 GB
Read Page (us) 150
Program Page (us) |1000
Erase Block (us) 3000
NAND flash MICRON MLC:

MT29F128G08CJABB
Block: 0 1

Page: 00 01 02 03

04 05 06 07

08

2

09 10 11

256
pages/
block

Content:

Block Architecture

1/0 1/0O /0

/O

i

A1 flash

] cell

'-i LE

34560 bits/page (4 KB + 224 B)

C eymtreyl



1/0 Devices

* NAFS IBORIR
— AR ERFRIR > 5

— EhRYLE, SeBEH
4 TEINIE A&

JH T

H R RS 21|

Lt AR, B

4KB :(> akB || axB || 4xB 4KB || 4KB
4akB || 4axkB |l 4KB 4KB | 4KB
EBRER : {>
(12*4KB) 4KB 4KB
4kB || 4axB |l 4KB
4KB
4kB || 4axB |l 4KB
NN EAR : 7M4KB

24



1/0 Devices

* Flash #Lr5%
— = li6% (3D NAND)
- JE5 51 (Non-Volatile)
- VHE
- Tm‘li

x|

Sl EEYE (NFE MTTF K Bk

SRz )
* Flash e

— YrisE

—H%T:@
© EARGRRILIE, A R
— G5 NINATEE R

25



1/0 Devices

* BRI PRSI

— WG IEEED, EBEs. A ROIXEEL, 20
VilEEAR 2 N

— EDUIBE, [SIASHEEAS B AH = 1 — S50 TR

/ -
Flash | | Flash

SSD Controller \ | Pkg || Pkg [ eee
7 SR
Host .- nE Processor .
™ as Flash | | Flash
Int { Interface O
nterconnec Logic o Pkg Pkg |
Manager

26



1/0 Devices

* FTL (Flash Translation Layer)
— 1 Flash Chip B brEdidk& (U Read,

Write FRHESE)

— ks ( Mapping
Collection ) . JEHi®

)« bidalfe (Garbage

“f#; ( Wear-Leveling)

Read sector m
|

v, N\

Write sector

GARBAGE “ WEAR (C3) quyential program
COLLECTION LEVELING Erase block within a block

No constraint!

Constraints

i Read page |(C1) Program granularity

(C2) Erase before prog.

Program page|

(C4) Limited lifetime

SSD

Flash chips 27



1/0 Devices

* Mapping

— B -> PP LG R
— In-memory, "[LlL#Eid Flash EN% recovery
- Ik it page-level mapping, H5HPNES M

| -

LN
Table: 100 =0 101 -=»1 20002 2001—>3 Memory
Block: 0 1 2
Page: 00 01 02 03|04 05 06 07|08 09 10 11 Flash
Content: |al|a2|b1|b2 Chip
State: V V V V| | i i

28



1/0 Devices

* Block-level mapping

— PEAN

— {HRRREM, KT

* Pl ¢’ , HESBEEA block Eiliks

Table: 500 —»4 Memory

Block: 0 1 e

Page: 00 01 02 03|04 05 06 07|08 09 10 11 Flash
Content: alb|c|d Chip

State: i i i [V V. V V]I

Table: 500 -8 Memory

Block: 0 1 2

Page: 00 01 02 03|04 05 06 07|08 09 10 11 Flash
Content: albj|c|d Chip 29

State: i i i i|E E E E|V V V V




1/0 Devices

* Hybrid Mapping

SEF—AM B -
A A R block BT R

- B EWENILR, X 2% block kM block-
level mapping (data table), X/VEFEZRP
H i) block, fili# log blocks 3%k page-
level mapping (log table)

— Vilnlinife :

* J&Vil log table ;
* AMEHPRYEE, FER data table

30



1/0 Devices

* Hybrid Mapping
- filin, PIEIRA a, b, ¢, d 22— block HJiES:

Log Table:
Data Table: 250 —»8 Memory
Block: 0 1 2
Page: 00 01 02 03|04 05 06 07|08 09 10 11 Flash
Content: a|blc]|d Chip
State: i i i i|i i i i|V V V V
R = N Py R P W T2 Y (N | VWA R e PN AN v Y TS B Ll-ck h
Log Table: 10000 1001->1 10022 1003—+>3
Data Table: 250 —»8 Memory
Block: 0 1 2
Page: 00 01 02 03|04 05 06 07|08 09 10 11 Flash
Content: [a |b' |c’ | d al|lbjc]|d Chip
State: V V V V|i i i i|V V V V 31




1/0 Devices

* Hybrid Mapping
- MY, log table ERE N &M,
123 data table
— Flan L B 7rh,  block O HRHEHEM block 2
b RGERE, eSS N—1F block, AJG
e block-level mapping
- EMHIFiREE, HFE2YIH block, Kty

switch merge; J#ZIERR—1 block

Log Table:
Data Table: 250 =0 Memory
Block: 0 1 2
Page: 00 01 02 03|04 05 06 07|08 09 10 11 Flash
Content: [a' [b'|c' | d Chip "
State: V. V. .V V[i i i ifi i i i




1/0 Devices

* Hybrid Mapping

— Partial merge: RIHRHARBAINEGRE WP
hEIE] ;. HES 2 pages + #£F5—1 block

Log Table: 10000 1001=>1

Data Table: 250 —+»8 Memory
Block: 0 1 2
Page: 00 01 02 03|04 05 06 07|08 09 10 11 Flash
Content: |a' | b’ alblc|d Chip
State: VvV V i i|i i i i|V V V V
— Full merge: Hfilgd;, HH2HE—1 block i

pages, #FRMA blocks

33



RS

*  SSD PU# FTL B %A hybrid mapping 75 2HEF T R oL kL 21 Py P
HoHER MWL),  block table Hrid 3% 4 block id 5 PBHILEIWLET R &R,
log table id5kiZ%H page id SR X R ( page id = 4*block
id) ;

* [N ERZHEER 11 log block f£1E, BEEEH block X M. —4> log
block (HI—4" log block FRIZHEARER B T RIRY LS block )
JXFE log block T E IFHRERMLIEBACHDIYETT, XS0
block 5 A RH first-fit i 0 ;

© UGS TREFTR, EANIERFYIN a, b, ¢, d, e, e,f,8,e,c, i
ARG RRE, HERAE T LR merge, 5l fH230?

Log Table:

Block Table: 2 50-0' 25 1-4

8 9 10 M1 12 13 14 15

Abtalefigh (TT1] [TTT]

Block 0 Block 1 Block 2 Block 3

34



ZIER (1/3)

* PIGEIREW PEFR, BEARIERPEYN a, b, c,d, e, e,f, 8, ¢, C,

] P HI ST R RS

Log Table:

Block Table: - 250-0, 251-4

0 1 2 3 4 5 6 T

8 89 10 N

12 13 14 15

labecd lelfgh| [ [ |

Block 2

Block 0 Block 1

L1

Block 3

|

%_‘/l\ e Log Table: 1004-0
§|J;‘[$: Block Table: 250-8, 251-4
o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Switch e' el f lg| lal b [cd]
merge Block 0 h Block 1 Block 2 Block 3

16 17 18 19

20 21 22 23

Block 4 Block 5

24 25 26 27

|

28 29 30 31




ZIAER (2/3)

* PIGEIREW PEFR, BEARIERPEYN a, b, c,d, e, e,f, 8, ¢, C,

] P HI ST R RS

Log Table:

Block Table: 250-0, 251-4

0 1 2 3 4 5 6 T

8 89 10 N

12 13 14 15

labecd lelfgh| [ [ |

Block 0 Block 1 Block 2
% 3 /I\ e Log Table: 1004-0
Fl3k: Block Table:

250-8, 251-12

| LI T[]

Block 3

0 1 2 3 4 5 6 7 8 9 10 M 12 13 14 15
Full merge e | | alb clde f g
Block 0 Block 1 Block 2 h Block 3

16 17 18 19 20 21 22 23

Block 4 Block 5

24 25 26 27

L]

28 29 30 31




ZIAER (3/3)

* OGRS NEFR, BERIERFPSIN a,b, ¢, d, e, ¢,f,8,¢,¢, TH
e A4S R G IR S

Log Table:

Block Table: - 250-0, 251-4

0 1 2 3 4 -] 6 7 8 9 10 M 12 13 14 15
lalblcld| [elfigh) [ [ [ [ ] LI T[]
Block 0 Block 1 Block 2 Block 3
C iIin . Log Table: 1002_4
Block Table:

250-8, 251-0

Partial 0 1 2 3 4 5 6 7 8 9 10 M 12 13 14 15
merge e f g [c al b cd

h Block 0 Block 1 Block 2 Block 3

16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

| HEEEREEEE

Block 4 Block 5 Block 6 Block 7 37




1/0 Devices

* Garbage Collection
— [l invalid page /5%
- @J_!l[l §1‘$n a2 K3a, vIBAis bl/b2 , A)GEks

Table: 100 =4 101 -»5 20002 2001-+3 Memory

Block: 0 1 2

Page: 00 01 02 03|04 05 06 07|08 09 10 11 Flash
Content: |al|a2|b1|b2|cl1|c2 Chip

State: V V VvV V|V V E E|i i i i

Table: 100 =+=4 101 -5 20006 2001—>7 Memory

Block: 0 1 2

Page: 00 01 02 03|04 05 06 07|08 09 10 11 Flash
Content: cl|c2|b1|b2 Chip

State: E E E E|V V V V[i i i i 38




1/0 Devices

* Wear Leveling (WL)
— P
— S WL © @ WIS fiin )™ AR A ™ HA A
block Hi%4
- igll%f \II(\IL DSOS O, S AR N
oC

* WL X&R% SSD WEiAME, i GC.
Address Mapping % ZX&NHER
— R SSD Hiiif ATERIMT 1545 : Drive Write Per
Day (DWPD) fil Petabyte Write (PBW)

PBW=DWPD*SSD && * Jifg K




1/0 Devices

* HFH—{CK) SSD
— Intel Optane
* PEBSRH PCM B + KBERGAT
* PEREMITIATELL Flash-based SSD #2HR%
* {&Ngk: P4800X. P5800X
* H%Z%: 900P

) INTEL OPTANE” S

DWPD: 100(P4800X), 10
(900P )

40



1/0 Devices

* Hi—{CHy SSD
- B ETF SLC/MLC Flash fitfkr

IR DA R

* Samsung ZNAND: SZ1735,
* Kioxia XL-Flash: FL6 &%

e ‘|
IIII!_I Iqullw i ‘
[OURERNE [ B R FL6
a u i £ BiCS FLASH™
gmmlu‘!u o r';:.'-"’ ] KIOXIA XL-FLASH
2CR
i = Enterprise  NVMe™sSD
\
.
@ )
¥ |

41



1/0 Devices

* &L\ (SMR) fitid
— Shingled magnetic recording (SMR)

- F&riA: BPMR, HAMR, MAMR

SMR Writes

i . ]
l Trimmed Track TrackN Desired New Data
_ _ = -

Figure 4. SMR Band Structure

Band N

Figure 2. Track Spacing Enabled by SMR Technology



1/0 Devices

B (SMR) hE
— IBINFEZRE, FBRERD, EISEEERE
- BAFRFMRSK. 2EFME. BIEHE (KX &Y. Ex) . BESE

Bit Patterned Magnetic Recording (BPMR) | ¢— FuHars; tecording :)icg:noléogftsrgnllaggl:f
+ Heat Assisted Magnetic Recording (HAMR) 2 ¢ '

Microwave Assisted Magnetic Recording (MAMR) \

Shingled Magnetic Recording (SMR)

Discrete Track Recording (DTR)\

(Limited Gains)

10 Tb/in?

1 Tb/in?

e

Superpara-magnetic limit

Perpendicular Magnetic
Recording (PM‘R)\
Longitudinal Magnetic

Recording (LMR)

Areal Density

150 Gb/in?

. Shiroishi, Intermag 2009, FA-01 Time 43



1/0 Devices

* SMR 73K
Driver Managed
Host Managed

5TB

Platter

* Seagate 8TB

FIFO

l(CMR): 20GB

4KB

™

Band 0

Band 1

18-36MB

Band n

44




1/0 Devices

ZNS SSD
— Zoned Namespace SSD

= H FTL HER 7 itie

e/ > H-H4

Conventional ' SSD

Flash

EEEEE EEEEE EEEEE
HENEEE EEEEE EEEEE
EEEEE EEEEE EEEEE
OO0000 OO0O0O00 OO000s
OOO0O0 OO0 OOOOE
OO0000 OOOO00 O0E0E

SD Controller

...........................................

EEEEE EEEEEDDDOO
EEEEE EEEEECOOOO
EEEEEEEEEE DEEEE
IEEED DD DDNEDD;
IEDDEDDEDDEDDEEE;
[ [ [ [ [ [

___________________________________________

( 325 GC) EBBIMA, nf

,

45



Ir-EReE

=R SR A - DRAM

* 1966 i, IBM T.#ilii Robert H. Dennard %

DRAM

* 19704, Intel &Aisi—#Xwl{t DRAM C1103

(1Kb)
* 19754, JLRYIHIRYS 109) 1Kb DRAM
* 1981 4E, $EHeF: S48 16Kb DRAM

* 1985 1, IHiLricgkiissit] 64Kb DRAM

* 1990 4FhijfG, HA DRAM 5= L3 s 136

SR IS AR S RS
* 1993 1, PN 256Kb DRAM, [Itiij—4

_A
o

2% 1 16Mb DRAM

o

15,
=Ad

* 19994, LiARIISIHEHA NEC HiARA: ™ 64Mb

DRAM, 2004 EH#R ST




Ir-BErkhss

=R % - DRAM

* 2004 4, FRERIFERS” DRAM, Jo N#ANA
(Qimonda, 5l ]~ DRAM I ) &) #CT
DRAM

* 2008 if, HuoERRgnks5, Jiis: DRAM iilliE

* [Ey* DRAM HGKIA 8 =1, . o

* 2010s b, FEEFVMEHEH.OR LM DRAM KR
i

* 2016 1, WwHEEESEEPHRZITINY BRI
X DRAM AR, BHMFEIE (Micron) 12 Tk EORA
7l
— 2017 £ 12 H, FCEIFEEMEOHE, SR
- 2018 4F 10 H, ®WHPOSCHEImSSHsIE2




IrrBEBheE

=R SR A - DRAM

w2A{E 2008 FRlfElAi 254k DRAM )

ki, 7 BN SR G2

- 2009 4 4 Hil™, 5, B, ERESET TSN
LRI R HDATER (S RIIEN DRAM NE55)

— 20154 6 H, #BISBOE R WSl

20&1% tE, AIRKENR, K1 T AA %X DRAM MR

Iz AN

2019 4E, KEMEAGAIA 46nm DRAM Al |, ey

10nm DRAM B¢R, ARSI 1wy il H R LAl

2023 1, K#&Z %1 12Gb LPDDR5 DRAM it




YERE

== SR ERI &8 - NAND Flash

* 1986 1, ZRZ TFEAENX s kT &2 NAND

Flash

* 19914, 42X 4AMB NAND
* 1992 4, Intel %1i 12MB NAND
* 199914, =R K1 1GB NAND
— 2002 EHIRZIH U &
* 2007 4, KZ2%Ai 3D NAND £i K BICS
* 20134, =X %1 3D NAND £iK V-NAND
* 2016 iF, Intel M13EE% 4 3D NAND K CuA
* 2016 i, RKILIAERAL, # A NAND 17k

* 20184, K

L‘l&—‘%k 32 ]

=

L% 1 3D NAND iR XTacking,

7~ NAND

— ETEPRSTe KR 96 2



Ir-BErkhss

== SR G 2 - NAND Flash

* 201949 H, KILEFMGAAILT XTacking 1) 64 )2
NAND
— BEIERRSE KT 128 2

* 20204 4 H, KIL{##ER "~ 128 2 NAND , I3
2021 % 9 F irb (BER EPr@isek 2 192 2)

* 20224E 8 H, KiLfEIAr” 232 ]2 NAND, $ijcukiB

=1, Intel/ 3K, kioxia (J54Z NAND i#ET])

* 20224 12 H, Techinsights f&—ZkiE SR
ssn RN 7 KULENE 232 )2 XTacking NAND

Zm

— Techln5|ghts FRiZ R HAN S S5k 200+ 2 3D
NAND

— 2022 4 ¥R RIS T AR B\ S T 2
— 2023 # 3 H, EHFFESMRESEMNTLENMR M 129 {41%

b b

I




Outline

°* 1/0 Devices

°* Unix I/O

* Reading File Metadata

* Sharing Files & 1/0 redirection
* Robust I/O

°* Standard 1/0

* Fast1/0

51



The 1I/0 subsystem in Unix/Linux-like

OS

Linux H1¥ 1/0 scheduler

AT FS H=2E) read/wri

te requests jl17

reordering fll merging,

P device $255 1/0 30CE,

i RS .

® noop

® cfq (completely fair
queuing)

® deadline

Unix
1/0

Virtual File System

| , 7 memory
Cache subsystem
File system 1 Fe2 | 4l
S T
ogono.
: Regular Block Char Network | : |
: file special special socket : : :
| file file | =weeoeed
SN ——— [ I A
/0 /O (Optional —
scheduler scheduler line drivers
; : discipline)
Block Block Char Network
device device device device
driver driver driver driver

.

-

=

52



Why Unix I/O

* Input/Output

— EPAFRIIMER B s Z [ 31 7 2+ DL i R

* Standard 1/0O library
- HPER /0 HEES

°* Unix I/O

kernel $24L1 1/0 S

system call

HW
o

72 1/0 AHRHY

53



Unix I/O

* Unix File 2— /1<% (byte sequence)
~B,, B,, ueeery By erenny B
* 51 1/0 devices ’ﬁm&éﬁf files

— such as networks, disks, and terminals

* P I 1/O SRR HDN SR 32 $RE €k

54



Unix I/O

* Linux &GtHxREREH (i)

/

P e e

bin/ dev/ etc/ home/ usr/

AN AN N

bash ttyl group passwd/ droh/ bryant/ include/ bin/

/N

hello.c stdio.h sys/ vim

unistd.h

55



Open Files

MW 1/O %85

— Kernel £

AR — AR RUIR S A

AT LF

1 (file descriptor, fd)
* a&SFREER A fd bRl S

— Kernel 481 C1TH
* file position k, #I%HM O

SUFRIER, H:

56
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Kernel Data Structures for Files

Descriptor table
(one table per
process)

fdo
fdl 7
fd2
fd3
fd4
fd5
fd6
fd7

open file table
T V-node table

(shared by all

(shared by a

ro S
P ?ﬁé ) processes)
= file
file pos \ﬁile access
refent = 1 File size
File type

57



Descriptor table

»

A HF

LY

table 5|
* 0: tifEFIA (BRIACHTIH)
1 : bedfEs s CBRIACTTH)
2 : WEREIR GBRACETIF)

* HAFTHRISE, M 3 HiadwS

ETIT

-_—d

RS
H—1 entry

FA A H AN descriptor table

—MEnE, 9 descriptor

iRTFEM—1 open file table

58



(Open) File table

o T TR SUEHE S — file table
* File table #ififailifEit

* i file table entry 155

— i R (WP (position)

- Y5 (reference count)

— ¥5§1 v-node W5

- USIHHECN 0 I, kernel ZE: file table

entry

59



V-node table

* V-node tEfifa i L=

> entry

WE IR metadata

60



SUHAHSR I PR S A

Descriptor table ( 51

LR )

fdo
fdl 7
fd2
fd3
fd4 ]
fd5
fd6
fd7

open file table

| I¥ iy i V-no‘de tabLe
( file ) (iR )
A
~ file
file pos \E-ile access
efent = 1 File size
File type
file
B—r file
\ﬁ- a
file pos ile access
refcnt = 1 File size
File type
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15~

{H2

y 224

3 1976

> 5139

n

] — DR (41 dup?2)

]| — A AF

i-node¥E
(REER)

X5 | s

* A[HE— N IHFEZA fd X (A
* AJREZ RN M E]— AT H S (4 fork)
. AIHES AR TIF SR,
LN persisy
S TR | RS | inode
fdo -
fd 1
fd 2 3 23
fd 30
HFEB
X HHEATTR
i -
Bt | i
0
fd2

fd3
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FIFSLHF

* ﬁﬂ _‘/I\J@/

B ) — A SRR

— MR S g IR, HAth{s B AR
kernel $dEgifyh

- — B Dbl seek BifE, WA ESIRY

Y R Vi A4

DA

B

* Read/write $AEAN S HIDC BTG IETT
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FIFSLHF

#include <sys/types.h>
#include <sys/stat.h>
#include <fcntl.h>

int open(char *filename, int flags, mode_t mode);

Returns: new file descriptor if OK, -1 on
error

flags
— O_RDONLY, O_WRONLY, O_RDWR (must have one)

— O_CREAT, O_TRUNC, O_APPEND, O_DIRECT (optional)
mode

— S_IRUSR, S_IWUSR, S_IXUSR

— S_IRGRP, S_IWGRP, S_IXGRP

— S_IROTH, S_IWOTH, S_IXOTH




FIFSLHF

* Flags:

— O_CREAT : W SHEATAAE, MLAIE

E— AT

— O_TRUNC : QIR C&EFE, #Elre

* BHAN, WLKHA, ERBORFNNE

— O_APPEND: TEFHRG NEREER, X%
45 et

— 0_DIRECT: pkid (by pass) cac

B E R

he B LS XfF

* Note: open k1 create file Vit
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FIFSLHF

°* Mode:
LR iR

S_IRUSR FHE (WEE) BEBHiEXPH
S IWUSR HEHE (HAE) BBEE5XN
S _IXUSR FHE (HAEE) BBHRITX X
S_IRGRP FH & AR B 5 BB X 3
S IWGRP P &AL R R 5 XA 3
S_IXGRP P E FTEAH R R G BB PRATX AN U
S IROTH Hib AN (EfRIA) REB XA
S IWOTH Hib A (RN BEBEXALH
S IXOTH Hfh A BRI BBBHRITXA X
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FIFSLHF

umask(): set mask of process

A umask i 2w DUE e MR BRARF B A RIER M
PR PR

#define DEF_MODE S_IRUSR S_IWUSR | \
S_IRGRP S_IWGRP | \
S_IROTH S_IWOTH

#define DEF_UMASK S_IWGRP | S_IWOTH

umask (DEF_UMASK) ;

fd = open (“foot.txt”,
O_CREAT|O_TRUNC|O_WRONLY, DEF_MODE);

/* permission: S_IRUSR|S_IWUSR|S_IRGRP|S_IROTH*/ "’



FIFSLHF

* — RS A LR
- @i 7Y & “ Too many open files”
— PR ER—R R 1024
* [ PL@id ulimit -n &)
- RN NKIE: sysctl -a | grep fs.file-max

— BN SR AT P AR st P ) S i A+




KA

* Kernel :
* BT H SN G bR 45
* ¥ fd itvin] H fd 1Y) pool
— M —MTHR 318 pool Him/hynIH fd




KA

- YHBELRIEN, kernel :
* RSP CFTHB S

#include <unistd.h>

int close(int fd) ;
Returns: zero if OK,

-1 on error
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RS

O 0 N O O b W N -

10
1 &
12

#include "csapp.h"

int main()

{
int Ial, Ia2;
fdl = Open("foo.txt", O_RDONLY, 0);
Close(fd1);
fd2 = Open("baz.txt", O_RDONLY, 0);
printf ("£fd2 = %d\n", £d42);
exit(0);

¥

pig bt 2.2
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B F

#include <unistd.h>

ssize_t read(int fd, void *buf, size_t count);
returns: number of bytes read if OK,
O on EOF, -1 on error
ssize_t write(int fd, const void *buf, size_t count);

returns: number of bytes written if OK,
-1 on error
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5

Nzt
Pixiy

* — read #{E:
- WA m > 0 =N
* Wi file position k 46

* k+=m
— MRSFPRIRZ DT m, 2k end-of-file
(EOF)

* YIRS "EOF character”
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PR A

1 #include "csapp.h"

2

3 int main(void)

4 {

5 char c;

6

7 /* copy stdin to stdout, one byte at a time
*/

8 while(Read(STDIN_FILENO, &c, 1) != 0)

9 Write(STDOUT_FILENO, &c, 1);

10 exit(0);

11 }

STDIN_FILENO(O), STDOUT_FILENO(1), STDERR_FILENO(2)
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B X

* ssize t vs. size t
— X86-64:
* ssize_t: signed long

* size_t: unsigned long

— Read fll write nJRE(GH FEM H 5 R /D 7= h L
* read j&3%|  EOF
* M terminal FizEBEAF B

* {5 network sockets
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B Metadata

#include <unistd.h>

#include <sys/stat.h>
int stat(const char *filename, struct stat *buf);

int fstat(int fd, struct stat *buf) ;

returns: 0 if OK, -1 on error
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B Metadata

/* file info returned by the stat function */

struct stat {

dev_t st_dev;
ino_t st_ino;
mode_t st_mode;
nlink_t st_nlink;
uid_t st_uid;
gid_t st_gid;
dev_t st_rdev;
off_t st_size;

unsigned long st_blksize;

*/

/*
/*

/*
/*
/*
/*

unsigned long st_blocks;

time_t st_atime;
time_t st_mtime;
time_t st_ctime;

[

device

*/

inode number */

/*
/*

protection and file type */
number of hard links */

user ID of owner */

group ID of owner */

device type (if inode device) */
total size, in bytes */

/*

/*
/*
/*
/*

blocksize for filesystem I/O

number of blocks allocated */
time of last access */

time of last modification */
time of last change */
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inode and vhode

Direct
Data Blocks
Indirect
Inode Data Blocks
Information
Double Indirect
. Blocks of Data Blocks
2 Pointers
3 \E /I:
1
: : 2 Blocks of
I I I | Pointers
I I 128 1
13
2
14
1 — 1
15 L
IN 2 128
A Y
\\ I |
R 128 1
S N
\\ \\ 2
\
. N 1
\
‘u M 128
\
\
\
A Y
P

inode HISUFRGPRATEIMARE R L, FTHXAFN, inode MEFINGFY, HWEMME vnode

ft Linux &4t#, vnode jii#Fi) generic inode( & X i struct inode) "



I RE R MR HE i

* RIS

B )t

* 5% (hard link)
- —/4* inode SXMNEN S
— [a— AU T 24094

— heEs ]
— XfFAHI

— HEEN EAERNUFIE TR ;
— PARES O R G TRERERITI B ;
— AHEX H 1T %

—a

4

Mm% link 38 In @&

&

I} inode J data block ;

E, A S EIEE

= MIBR— ARSI A I H A HIF) inode

S
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I RE R MR HE i

* B
- XS 5ER;, W soft link 3¢ symbolic link
- XM P EIRPS PRI NS 2 S — R R ARG
), WZ S %
— isEE N EE s, JRBEERNE R SRR,
REEAEHCK inode S5 PLRJH P EidiEbr

hard link file soft link
L
\ / nﬁ‘
inode % | inode

& 3
data block data block 81



I RE R MR HE i

1 $ ln myfile hard

21% ls -11

3

4 | 25869085 -rw-r——r—— 2 unixzii staff 27 7 8 17:39 hard

5| 25869085 -rw-r—r— 2 unixzii staff 27 7 8 17:39 myfile
1 $ ln —-s myfile soft

21 % ls =11

3

4 | 25869085 —rw—r—r— 2 unixzii staff 36 7 8 17:45 hard

5 25869085 -rw-r—r—— 2 unixzii staff 36 7 8 17:45 myfile
6 | 25869216 lrwxr-xr-x 1 unixzii staff 6 7 8 17:47 soft — myfile
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int main(int argc, char **argv)
{
struct stat stat ;
char *type, *readok ;
Stat(argv[1], &stat) ;
if (S_ISREG(stat.st_mode)) /* Determine file type */
type = “regular” ;
else if (S_ISDIR(stat.st_mode))
type = “directory” ;
else
type = “other” ;

if ((stat.mode & S_IRUSR)) /* check read access */
readok = “yes”;
else

readok = “no”; S_ISREG() : Is this a regular file?
S_ISDIR() : Is this a directory file?

printf(“type: %s, read: %s\n”, type, readok) ;
exit(0) ;



B H 5

#include <sys/types.h>

#include <dirent.h>

DIR *opendir (const char *name);

returns: JRIJNGROEBEFER; 45 %S, WHRM NULL

struct dirent *readdir (DIR *dirp);

returns: JRIINGRMFER B4 HRBURTEE; 50 8% Haxeil
R ] NULL
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BRI H 5%

* HxIi
struct dirent {
ino td ino; /* inode number
*/
char d nhame[256]; /* filename */

}
ALY linux A4 3 2 N3
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B H 5

#include <dirent.h>

int closedir (DIR *dirp);

returns:

PRIIMR M 0 ;

e, WHRM -1
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M

J

#include "csapp.h"

int main(int argc, char **argv)

{

DIR *streamp;
struct dirent *dep;

streamp = Opendir(argv[1]);

errno = 0;
while ((dep = readdir(streamp)) != NULL) {

printf ("Found file: %s\n", dep->d_name);

}

if (errmo != 0)
unix_error("readdir error");

Closedir(streamp) ;
exit (0);
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V-Node table

??ﬁﬂjﬁﬁﬁ P
* AR stat ZURSTHRKEMER, a:

— st_ mode
— st _size
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A VAL S

A

—_ .

* A XAHE

HIRE L

Descriptor table (one
table per process)

fdo
fdl v
fd2
fd3
fd4 ]
fd5
fd6
fd7

open file table
(shared by all

V-node table
(shared by all

rog¢gss
P ?ﬁé ) processes)
s file
file pos \E-ile access
efent = 1 File size
File type
file
B— file
\ﬁ- a
file pos ile access
refent = 1 File size
File type

90



A

A VAL S

* PIRATH R

AY

Y4

(a5

Descriptor table
(one table per
process)

fdo
fdl 7
fd2
fd3
fd4 ]
fd5
fd6
fd7

open file table
(shared by all

Progqss)

~

file pos

V-node table
(shared by

all

processes)

file

A

refcnt = 1

. ™
ile acces:!

J)

File size

file
B

File type

-/

file pos

refcnt = 1
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AN

#include “csapp.h”

int main()

{
int fdi, fd2;
char c;

foobar . txt
foobar

\/

fdl = open(“foobar.txt”, O_RDONLY, 0);
fd2 = open(“foobar.txt”, O_RDONLY, 0);

read(fd1l, &c, 1);
read(fd2, &c, 1);
printf(“c = %c\n”, c);
exit(0)

pigi 2.2
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A SRR )

U

i

Rl 10
fdl
fd2
fd3
fd4
fd5
fd6
fd7

open file table

file

) V-node table
(i)

A

—_—

- file
file pos \E-ile acces:
refcnt = 1 File size
File type

file

B file

file pos

\ﬁ- B
file acces!

refcnt = 1

File size

File type
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)

gl v i B

&
K
_g

A3

TR

fdo
fdl )
fd2
fd3
fd4
fd5
fd6
fd7

fdo
fdl
fd2
fd3
fd4
fd5
fd6
fd7

open file table

\\\\\\\i?ﬁﬁﬁﬁ$
A

) V-node table
file (R dL =)
~ file
file pos \E-ile arc‘:ces.s
efent = 2 File size
File type
file
B— file
\ﬁ- a
file pos ile access
refcnt = 2 File size
File type
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AT IR I LA

#include “csapp.h” foobar. txt
int main() Toobar
{
int fd;
char c; —_—
fd = open(“foobar.txt”, O_RDONLY, 0);
if (fork() == 0) {
read(fd, &c, 1) ;
exit(0) ;
wait (NULL);
read(fd, &c, 1);
printf(“c = %c\n”, c);
exit(0);
}

T2t vl f /g
27 95



1/0 #H'EM (Redirection)

* unix > Is > foo.txt
— Ei;?lzrﬁjﬁéfﬁ, Is AR iZzki 2 i (bt i,
1
- {H > ¥ HYN foo.txt
— Q] SIZE?
— ¥ fd=1 BfaEHBE, famFT N foo.txt XfF
— @it Dup2 2GRSz

- Ps. 5ls | grep xxx X5
- pipe 2Hf 2 XA TFIR % in-memory buffer
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1/0 Redirction

* dup2 RJRIEI fd table Y10

#include <unistd.h>

int dup2(int oldfd, int newfd);
returns: nonnegative descriptor if OK,
-1 on error

* dup2(oldfd, newfd) i oldfd £ fd table H1}
entry i newfd 1E fd table i entry.

* YT 517 newfd Hi51h oldfd 1) open file
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1/0 Redirection

dUP2(4; open file table V-node table
profcltleess) all
A processes)
file
Descriptor table pes \E A
(one table per I’¢ pos ile access
process) refent = 1 File size
fdo File type
fd1 / file
:g: B— file
- — —8
fd4 — file pos - Hile abcesk
Igg Lefent = 1 File size
fd7 File type
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Redirection

dUP2(4; open file table V-node table
profcltleess) all
A processes)
— file
Descriptor table : \E A
(one table per file pos ile access
process) refent = 0 File size
fdo File type
fdl — file

fd2 \ B fi.I"e
] ile access

fd4 file pos 5
rde File t
fd7 e type

99



1/0 Redirection

#include “csapp.h” foobar. txt
foobar
int main()
{
int fd1, fd2; —
char c;

fdl = open(“foobar.txt”, O_RDONLY, 0);
fd2 = open(“foobar.txt”, O_RDONLY, 0);
read(fd2, &c, 1);
dup2(fd2, fdi);
read(fd1i, &c, 1);
printf(“c = %c\n”, c);
exit(0);
} w22
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The RIO Package

* RIO is a set of wrappers that provide
efficient and robust I/O in apps, such as
network programs that are subject to
short counts

* RIO provides two different kinds of

functions
— Unbuffered input and output of binary data

°* rio readn and rio writen

— Buffered input of binary data and text lines
* rio_readlineb and rio_readnb



Robust 1/O

* Unbuffered Input and Output

— Transfer data directly between memory
and a file, with no application-level
buffering

#include "csapp.h"
ssize_t rio_readn(int fd, void *usrbuf, size_t count);
ssize_t rio_writen(int fd, void *usrbuf, size_t count);

return: number of bytes read (0 if EOF) or written,
-1 on error
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{

©OCoONOCUAL,WNER

ssize_t rio_readn(int fd, void *buf, size_t count)

size_t nleft = count;
ssize_t nread;
char *ptr = buf;

while (nleft > 0) {
if ((nread = read(fd, ptr, nleft)) < 0) {
i1f (errno == EINTR)
nread = 0; /* and call read() again */
else
return -1; /* errno set by read() */

}

else if (nread == 0)
break; /* EOF */

hleft -= nread;

ptr += nread;

}

return (count - nleft); /* return >= 0 */

EINTR #5194 HIHE TR MERGUA A — MR ENME S H
MNAZ SACBEREOR AN, ZRGEH A ATREIR[E]— EINTR $51%



s
{

R OoOO~NOOOOR~WDNER

o
*
N

12
13
14
15
16
17
18 }

size_t rio_writen(int fd, const void *buf, size_t count)

size_t nleft = count;
ssize_t nwritten;
const char *ptr = buf;

while (nleft > 0) {
if ((nwritten = write(fd, ptr, nleft)) <= 0) {
if (errno == EINTR)
nwritten = 0; /* and call write() again

else
return -1; /* errorno set by write() */

}

hleft -= nwritten;
ptr += nwritten;

}

return count - nleft;

1UD



Buffered 1I/0O: Motivation

* Applications often read/write one
character at a time
— getc, putc, ungetc
— gets, fgets

* Read line of text on character at a time,
stopping at newline

* Implementing as Unix 1/O calls
expensive

— read and write require Unix kernel calls
* > 10,000 clock cycles



Buffered 1I/0O: Motivation

* Solution: Buffered read
— Use Unix read to grab block of bytes

— User input functions take one byte at a
time from buffer
* Refill buffer when empty

Buff |already read unread

er



Buffered I/0: Implementation

* For reading from file

* File has associated buffer to hold
bytes that have been read from file
but not yet read by user code

¢— rio cNt —>

Buff |already read

unread

er
rio_buf r

rio_bufptr

typedef struct {
int rio_fd;
int rio_cnt;
char *rio_bufptr;

/*
/*
/*

char rio_buf[RIO_BUFSIZE]; /*

} rio_t;

descriptor for this internal buf */
unread bytes in internal buf */
next unread byte in internal buf */
internal buffer */




Buffered I/0: Implementation

* Layered on Unix file:

Buffered Portion

not in buffer

already read

unread

unseen

Current File Position




Robust 1/O

* Buffered Input and Output

— Efficiently read text lines and binary data
from a file whose contents are cached in
an application-level buffer

#include "csapp.h"
void rio_readinitb(rio_t *rp, int fd) ;
ssize_t rio_readlineb(rio_t *rp,
void *usrbuf, size t maxlen);
ssize_t rio_readnb(rio_t *rp,
void *usrbuf, size t maxlen);
returns: number of bytes read (0 if EOF), -1 on error
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Robust 1/O

#define RIO_BUFSIZE 8192
typedef struct {

int rio_fd;

int rio_cnt;

char *rio_bufptr;

char rio_buf[RIO_BUFSIZE];
} rio_t ;

void rio_readinitb(rio_t *rp, int fd)
{
rp->rio_fd = fd
rp->rio_cnt = 0
rp->rio_bufptr = rp->rio_buf ;

}

14
4
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Robust 1/O

#include “csapp.h”

int main(int argc, char **argv)
{

int n;

rio_t rio;

char buf[MAXLINE];

rio_readinitb(&rio, STDIN_FILENO);

while ((n = rio_readlineb(&rio, buf, MAXLINE))'!=0)
rio_writen(STDOUT_FILENO, buf, n);
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c O A WOWNDNBR

10
11
12
13
14
15
16
17

static ssize_t rio_read(rio_t *rp, char *usrbuf, size_t n)

{

int cnt = 0;

while (rp->rio_cnt <= 0) { /* refill if buf is empty */
rp->rio_cnt = read(rp->rio_fd, rp->rio_buf,

sizeof(rp->rio_buf));
if (rp->rio_cnt < 0) {
if (errno != EINTR)
return -1 ;

}
else if (rp->rio_cnt == 0) /* EOF */
return 0;
else
rp->rio_bufptr = rp->rio_buf;/* reset buffer ptr */
}



18 /* Copy min(n, rp->rio_cnt) bytes
from internal buf to user buf */
19 cnt = n ;

20 if ( rp->rio_cnt < n)

21 cnt = rp->rio_cnt ;

22 memcpy (usrbuf, rp->rio_bufptr, cnt) ;
23 rp->rio_buffer += cnt ;

24 rp->rio_cnt -= cnt ;

25 return cnt ;

26 }



© 0O NO G b WDEBR

R R R R R RR
O 1A WNERO

17
18
19

ssize_t rio_readnb(rio_t *rp, void *usrbuf, size_t n)
{
size_t nleft = n; ssize_t nread ;
char *bufp = usrbuf;
while (nleft > 0) {
if ((nread = rio_read(rp, bufp, nleft)) < 0) {
if ( errno = EINTR)
/* interrupted by sig handler return */
nread = 0;
else
return -1;
}
else if (nread == 0)
break;
nleft -= nread;
bufp += nread;

}

return (n - nleft);

}
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1 ssize_t rio_readlineb (rio_t *rp,
void *usrbuf, size_t maxlen)
2 {
3 int n, rc;
4 char ¢, *bufp = usrbuf;
5 for (n=1; n < maxlen; n++) {
6 if ((rc = rio_read(rp, &c, 1)) == 1) {
7 *bufp++ = c;
8 if (¢ == ‘\n’)
9 break;
10 } else if (rc == 0) {
11 if (n== 1)
12 return 0; /* EOF, no data read */
13 else
14 break;
15 } else
16 return -1; /* error */
17 }
18 *bufp = 0 ;
19 return n ;

20 }
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Standard 1/0O

* The C standard library (libc. so)
contains

a collection of higher-level standard I/O
functions

* Examples of standard 1/0 functions:

— Opening and closing files (fopen and fclose)

— Reading and writing bytes (fread and
fwrite)

— Reading and writing text lines (fgets and
fputs)

— Formatted readina and writina (fescanf and



Standard 1/0O

* Standard 1/0 models open files as
streams

— Abstraction for a file descriptor and a
buffer in memory.

— Similar to buffered RIO

* C programs begin life with three open
streams
(defined in stdio.h)
— stdin (standard input fd=0)
— stdout (standard output fd=1)
— stderr (standard error fd=2)



Buffering in Standard 1/0

Standard I/0O functions use buffered 1/O

printf("h");
printf("e");
printf("1");

printf("1");
printf("o");
buf | printf("\n");
\‘i’- e[ I T 1 \n
fflush(stdout)

"l
write(1, buf, 6);

* Buffer flushed to output fd on “\n” or fflush()
call



Unix I/O, Standard 1/O, and Robust |I/O

* Standard I/O and RIO are implemented using low-
level Unix 1/O

fopen fdopen
fread fwrite
fscanf fprintf
sscanf
sprintf fgets
fputs fflush
fseek
fclose

program

oD NicPRH
write see
stat c lose

“|Standard I/0

functions

C application

RIO
functions

1€S |

5D@M IgoyRHCHERsIN your pro
(accessed via system calls)

rio_readn
rio_writen
rio_readinitb
rio_readlineb

JI'c

aH’.ﬁ;-peadnb

121




Pros and Cons of Unix 1I/O

* Pros

— Unix 1I/0 is the most general and lowest
overhead form of 1/0.
* All other I/O packages are implemented using
Unix 1/0 functions.
— Unix 1/O provides functions for accessing
file metadata. (Standard 1/0 3%f5 stat X}
1)

— Unix I/O functions are async-signal-safe
and can be used safely in signal handlers.



Pros and Cons of Unix 1I/O

* Cons

— Dealing with short counts is tricky and
error prone.

— Efficient reading of text lines requires
some form of buffering, also tricky and
error prone.

— Both of these issues are addressed by the
standard 1/0 and RIO packages.



Pros and Cons of Standard 1/0

* Pros:

— Buffering increases efficiency by
decreasing the number of read and write
system calls

— Short counts are handled automatically



Pros and Cons of Standard 1/0

* Cons:

— Provides no function for accessing file
metadata

— Standard 1I/0 functions are not async-
sighal-safe, and not appropriate for signal
handlers.

— Standard 1/0 is not appropriate for input
and output on network sockets

* There are poorly documented restrictions on
streams that interact badly with restrictions on
sockets



JESE(E FIRRD 1/O BRI%L?

* PR n]EEfEH Standard 1/0
— £ buffer, #/) syscall &
- glki’”ﬁﬁjﬁ'éﬁﬂzﬁi Unix 1/0, HC5 buffer

* I scanf 5 rio_readlineb ¥i%HE it
il SZAF
— BRSO SRR
— ZHERIP) OXA SRR
© XML ERTR 170 {1 RIO FHEL
— Mgt ] AR
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Restrictions on Streams

* Stream 2 &N TH)
— [[—/, TP, wf Pl

* PR S PRI g BN PRI AR

- W R A A fllush, fseek, fsetpos,
rewind CCFREHHEMIFGAE) L, HiAFET
HEPRTEf N L2 5

* The fflush function empties the buffer
associated with a stream.

* The latter three functions use the Unix I/0 Iseek
function to reset the current file position.




Restrictions on Streams

* PRAES A RRELZ TG RS RRAR
— RREE AN fseek, fsetpos, rewind [t
H, %t BRECA HERAE 5 A FRIZUG TR
* GAREEE R C A NS
* BRAEMARBIEZF] T end-of-file




Restrictions on Streams

* The only way to work around the
second restriction is to

— open two streams on the same open
socket descriptor

FILE *fpin, *fpout;
fpin = fdopen(sockfd, "r");
fpout = fdopen(sockid, "w");

fclose(fpin);
fclose(fpout);



Choosing 1/0 Functions

* General rule: use the highest-level I/O
functions you can

— Many C programmers are able to do all of
their work using the standard 1/0
functions



Choosing 1/0 Functions

* When to use standard 1/O
— When working with disk or terminal files

* When to use raw Unix 1I/O

— Inside signal handlers, because Unix 1/0 is
async-signal-safe.

— In rare cases when you need absolute
highest performance.

* When to use RIO

— When you are reading and writing network
sockets.

— Avoid using standard 1/0 on sockets.
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* 1/0 Devices

°* Unix I/O

* Reading File Metadata

* Sharing Files & 1/0 redirection
* Robust 1/0

* Standard I/0

* Fast 1/0O
— Linux AIO
— SPDK
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Linux AIO

* Linux 2.6 PG
« 23510 (AIO) [HFEAEAH
— RVFEFRGEIRZ 110 #:4E, WA HPHIEskF T4
PRAETE IR
— RG] 170 eSS aE RN, HrEsEn] BA
KR 110 BENEi R
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Linux AIO

* JK Linux I/O BiFIfH@

Synchronous

Asynchronous

Blocking

FURH R

MNon-blocking

Feadiwrite

Readiwine
(O NONBLOCK)

11O multiplexing
(select/paoll)

AlD
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Linux AIO

* [F)Z PHZERVRY

[: Application )

Application blocked

Read| )

System call - kernel context switch

{: Kernel :}

Data movement from
kernel space to user space

!

1

L

:

I initiate read /O

Read response
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Linux AIO
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( Applicatiﬂn:] {: Kernel :}

0 System call - kernel context switch
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System call - kernel contect switch

EAGAIN f EWOULDBLOCK

FRead response
.

Read| )
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- B
h Data movement from

kernel space to user space
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Linux AIO

* Select 4t
= 1/0 Sm I EH
— Lk select IS = ETRE:
* BRI SRR T
© NEHRTF, WAIIESQOIIRE, (IR
AT PEEE Y, ICRRE TR RS MR )
* TANEFRFZ RN, (AT PR IERRIRHII R, 545
SE—B ], sERARAFLR )
* #include <sys/select.h>

int select(int maxfdpl, fd set *readset, fd set
*writeset, fd_set *exceptset,struct timeval *timeout);
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Linux AIO

* Select faijfr
- 1/0 dm I E H

— M\ select FHEGR R

Ja, WEGTREA— MR :

© NIRATTAYER C 204 e 25 BURA LT iU 5L
o XF =P FAEMRLERATF C AU HERT (B2, §, BH)
— A Y RXEREEE, AT PLHHSER 1/0 BREL (8
Wi read B write), I HiXEREA = HPH3E

* #include <sys/select.h>

int select(int maxfdpl, fd set *readset, fd set
*writeset, fd_set *exceptset,struct timeval *timeout);
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aio_read ()

Other
pProcessing
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Processing

|
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System call - kernel context switch
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[

I initiate read /O
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I
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Linux AIO

API p& 2K AR

aio_read BRFLIEIRIE

aio_error KESSIEKRIVIAE

aio_return RGN F L FKAIIREIAS

aio_write BRELERIE

aio_suspend ERERAE, BTSN RESBEREELETMN (BKK)
aio_cancel BUHRS I/01BK

lio_listio RiE—Z5 1/0 #1F
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Linux AIO

* DS

oo kWM,

struct aioch 4§

[

int aio_fildes; // File Descriptor

int aio_lio_opcode; // Valid only for lio_listio (x/w/nop)
volatile void *xaio_buf; // Data Buffer

size_t aio_nbytes; // Number of Bytes in Data Buffer

struct sigevent aio_sigevent; // Notification Structure

/* Internal fields x/
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Linux AIO

* alo_read
— aio_read HEUEIRREITHED 2 5= 2 BRI, 4

WHUTRRY), BEHESEA O 5 WIRHBIEHSR, BRI

Wi -1, TFI&E errno FI’HE[

* int aio_read( struct aiocb *aiocbp );
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Linux AIC

] CUBEE S L]
SRS AR g Ak PR

oo~ WN R

#finclude <aio.h>

int fd, ret;
struct aiocb my_aiocb;

fd = open( "file.txt", O_RDONLY );
if (£fd < 0) perror("open");

/* Zero out the aiocb structure (recommended) =*/
bzero( (char *)&my_aiocb, sizeof(struct aioch) );

/* Allocate a data buffer for the aiocb request */
my_aiocb.aio_buf = malloc(BUFSIZE+1);
if (!my_aiocb.aio_buf) perror("malloc");

/* Initialize the necessary fields in the aiocb */

my_aiocb.aio_fildes = fd;
my_aiocb.aio_nbytes = BUFSIZE;
my_aiocb.aio_offset = 0;

ret = aio_read( &my_aioch );
if (ret < 0) perror("aio_read");

while ( aio_error( &my_aiochb ) == EINPROGRESS ) ;

if ((ret = aio_return( &my_iocb )) > 0) %
/* got ret bytes on the read */
t else 3
/* read failed, consult errno x/ 144
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SPDK

* SPDK (Storage Performance
Development Kit)
© R
- KRB e ah B P4, R ReikE % R ot H BAR Sl
FH N
- %ﬂﬂ%i’ﬂjﬁﬁﬁﬁﬂﬁﬁ XHURHIWE, FEK 7 FERER PA R
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* UserSpace 1/O
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* A%FiDMA . Hilki
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* input/output memory management unit
© BRMNIUER, AFREMEBA DR E

— VFIO
* Virtual Functionl /O
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* VFIO 3féfiii UIO #l IOMMU
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* SPDK {52

— Blobstore
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